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Abstract. Digital signature schemes based on isogenies are among the
most compact signatures achieving post-quantum security. Recent ad-
vances, especially those leveraging higher-dimensional isogenies, have also
made such schemes practically efficient. However, comparatively little
attention has been devoted to endowing these signatures with additional
privacy-enhancing properties, such as the re-randomization of keys and
the adaptation of signatures to new public keys. Although some results
exist in the isogeny group action setting, these signatures suffer from a
subexponential quantum attack which renders them rather inefficient.
In this work, we initiate the first systematic study of privacy-enhancing
isogeny-based signatures outside the group-action framework. We base our
exploration on the notion of signatures with randomizable keys (SWRKs)
developed by Celi et al. (FC’24), which aims to unify privacy notions
related to key updatability and signature adaptation. In particular, we
analyze which of their privacy notions can be achieved from the state-of-
the-art signatures SQlsign, PRISM and the hash-and-sign signature scheme
derived from the Deuring verifiable unpredictable function (DeuringVUF).
To this end, we naturally extend SQIsign to an SWRK scheme that allows
key randomization, and enhance both PRISM and the DeuringVUF sig-
nature to additionally allow for message adaptation. We show that, due
to the deterministic nature of the signatures, the DeuringVUF signature
achieves perfect adaptability. We formally prove all three of our modifica-
tions achieve unlinkability against unbounded adversaries, and remain
unforgeable under the same assumptions as the original schemes.



1 Introduction

Digital signatures are fundamental cryptographic primitives that enable authen-
tication and ensure message integrity. Beyond their basic functionality, a large
range of advanced features have been developed in the last decades, especially
with uses in distributed trust and privacy-preserving applications. In this paper,
we focus on the generalized framework of signatures with randomizable keys
(SWRK) developed in [17].

The framework of signatures with randomizable keys [17] captures several
constructions in the literature, such as malleable signatures [18] (with fixed mes-
sages), randomizable signatures [15,14,50], and signatures with re-randomizable
keys [39]. While such constructions differ in their specific functionalities, they
all consist of signature protocols with additional tools to randomize the public
keys, secret keys, and signatures, or a subset of them. Despite the applications
of these primitives in various privacy-preserving constructions, for example Sig-
nal’s quantum-safe private group system [22], anonymity networks (Tor) [58,36],
anonymous credentials [23,24], the Privacy Pass protocol [28], and deterministic
wallets [27,54], the study of post-quantum signatures with randomizable keys
still lags behind the study of other advanced functionalities.

Isogeny-based cryptography is a promising candidate to construct quantum-
safe versions of signatures with randomizable keys. This is demonstrated by the
several isogeny-based SWRK schemes that have already been proposed in the
literature [55,26,56,41], which are all based on the framework of group actions.
This framework restricts itself to a subset of possible isogenies to obtain a
building block that closely resembles exponentiation in a group setting. Due
to this similarity, the group-action framework is well-suited to translate many
Diffie-Hellman-based constructions to the post-quantum setting. This flexibility,
however, comes at a price: isogeny-based group actions are susceptible to a
sub-exponential quantum attack, originally due to Kuperberg [11,49]. While the
concrete complexity of this attack is still under debate, for NIST Level I security,
the most conservative choice is to use 4096-bit primes [19]. This severely impacts
the performance of group-action-based schemes.

To seek better performance, isogeny-based cryptography is moving towards set-
tings in which this quantum subexponential attack does not seem to apply. By ex-
ploiting the Deuring correspondence, together with new higher-dimensional tools,
a new wave of compact post-quantum signatures have been developed, such as
SQIlsign [1], PRISM [5] and the hash-and-sign signature based on DeuringVUF [44].
For NIST Level I security, these signatures use 256-bit primes, almost 20 times
smaller than the group-action setting, making these the most compact and also
efficient isogeny-based signatures in the literature.’

9 Another possible candidate could be the SPRINT signature scheme [33], which relies
on SNARK proof systems for isogeny statements, resulting in efficient, but rather
large signatures. Although we believe that SPRINT can potentially be turned into a
SWRK, the underlying machinery is very different from the signatures based on the
Deuring correspondence explored in this work. We therefore leave this exploration as
an interesting future research direction.



Compared to the group-action-based schemes, however, these signatures pro-
vide less flexibility, making advanced functionalities in general harder to build.
Exacerbating this, the lack of overarching frameworks often results in advanced
constructions that tend to be somewhat ad-hoc and largely scheme-dependent.

Contributions. In this work, we address these issues and present three novel
isogeny-based signatures with randomizable keys. Our constructions build upon
SQlIsign [1], PRISM [5] and the signature obtained from the DeuringVUF [44,
§5.2]. We present our constructions in a unified framework, by abstracting away
the heavy machinery of the Deuring correspondence, and relying on a set of
high-level algorithms that are shared among the three signatures. Concretely, our
contributions are the following.

1. We naturally extend SQIsign to allow for key randomization by endowing
it with algorithms to both randomize the public and secret keys. We show
that the randomizable version, SQIlsign-RK, achieves unforgeability under the
same assumptions and parameters as the original scheme.

2. We also extend PRISM and the DeuringVVUF signature to allow for key random-
ization using techniques similar to those for SQIsign-RK, while also enabling
message adaptation to the randomized keys. As a stepping stone towards the
latter, we propose a new algorithm that allows us to push forward higher-
dimensional isogeny representations, encoded via torsion points of order 2¢,
through smooth isogenies of degree a power of 2. Both of our schemes achieve
unforgeability under the same assumptions as the original schemes. Under
appropriate parameter choices, both signatures achieve the signature adapta-
tion property, implying that fresh signatures on a randomized public key are
indistinguishable from signatures that are pushed forward from a previous
public key. Due to the deterministic nature of the DeuringVUF signatures,
the latter even achieves the notion of perfect adaptation.

3. We further explore the wunlinkability property of our three constructions,
which relates to the hardness of linking randomized public keys to long-term
public keys of a signer. We show that under appropriate parameters, all
three of our schemes achieve unlinkability against unbounded adversaries.
To do this in the DeuringVUF case, we give a formal proof for the mixing-
time of random non-backtracking walks on the ¢-isogeny graph with full
level structure, which may be of independent interest. As a consequence,
all three of our constructions find applications in (delegatable) anonymous
credentials [23,24], the Privacy Pass protocol [28] and deterministic wallets
with stealth addresses [51].

4. We provide a SageMath proof-of-concept implementations of the SQlsign,
PRISM and DeuringVUF key randomization algorithms along with the PRISM
and DeuringVUF signature adaptation algorithm and analyze their relative
costs with respect to the original signature schemes. To allow for the imple-
mentation of the adaptation procedure for DeuringVUF, we select slightly
different parameters than those proposed in [44].



1.1 Technical overview

)

In isogeny-based cryptography, secret information is often encoded as a “long’
isogeny s 1 By — Epk, where Ey is a specific curve. The codomain curve, the
curve Fyy, is then used as public information. Given the curve Eyy, recovering
the isogeny ws is believed to be a hard problem.

This basic concept allows us to randomize public information, a key build-
ing block that can be leveraged to design signatures with randomizable keys.
Given E,, we compute an isogeny ¢n : Ep — E;k to obtain a new pub-
lic key, the curve E|Iak' The secret information corresponding to E,’Jk is an-
other isogeny path from Fjy, which can be derived, for instance, by considering
Grr © ek g — Epk — Eé,k-

A desirable property is to ensure that the new public curve E()k “looks like
something truly random”. This intuitive concept can be mathematically formalized
by looking at the ¢-isogeny graph: a graph whose vertices represent (supersingular)
elliptic curves and whose edges describe isogenies of small prime degree ¢. This
graph possesses the Ramanujan property, which means, informally, that random
walks from any vertex (curve) on the graph rapidly converge to the stationary
distribution over the graph. More precisely, such a property is captured by the
following theorem.

Theorem 1 (Special case of [7, Thm. 11]). Let ¢,p be two distinct primes,
k a positive integer and w be any probability distribution on the (-isogeny graph.
Then:

— T, the probability distribution obtained after applying a random non-backtracking
isogeny of degree (% to ;
— s, the stationary distribution on the graph,

have total variation distance at most

1 [p—1 (C+1)(k+1)—2
dTV(ﬂkas)SZ o = (1)

Randomizing elliptic curves, however, may not be sufficient. We need to ensure
that the new public curve admits a secret key that is compatible with the rest
of the construction. Consider the original version of SQIlsign [20,32]. In such a
protocol, public keys are not uniformly distributed among all supersingular curves.
Hence, randomizing Epx would not lead to an admissible secret key. Fortunately,
this limitation has been overcome by the updated version of SQIsign [1]. In this
case, we show that public keys can be fully anonymized, even against unbounded
adversaries.

Similar public-key randomization techniques can also be applied to two other
isogeny-based digital signature schemes, namely PRISM and the DeuringVUF-
based signature. Differently from SQIsign, using PRISM and the DeuringVUF-
based signature, we also design an adaptation mechanism that allows us to adjust
signatures to new public keys. The main idea behind this signature adaptation is
to use pushforwards of isogenies.



Designing adaptation mechanisms requires some additional analysis, especially
in the case of DeuringVUF. Namely, we have to ensure that the information
coming from pushforwards of isogenies does not accidentally leak data about
the randomization isogeny. This problem can be handled by looking at isogenies
between elliptic curves with level structure.

Equipped with these tools to randomize public keys and adapt signatures,
we prove that our schemes enjoy several advanced functionalities under the
hardness of some well-established problems in isogeny-based cryptography. The
main insight in proving such properties is that the randomization operation is
compatible with pushforwards and pullbacks of isogenies. This allows us to utilize
a proof strategy similar to the random self-reducibility of the discrete logarithm
problem, a key property for the security and constructions of many classical
schemes. This approach was already known to work effectively for group actions,
and we extend it here to non-oriented curves as well.

We summarize our contributions and the security properties of our construc-
tions in Tab. 1. We stress that all our constructions remain unforgeable under the
same assumptions as the underlying signature scheme, and provide unconditional
unlinkability of long-term public keys, as long as the degree of the isogeny used
for randomization is large enough.

Table 1: Summary of security properties of our constructions. Here ¢,, denotes
the secret isogeny used for key randomization.
log,(deg(¢w))  Unlinkability =~ Adaptation  Perfect Adapt.

SQlsign-RK log,(p) + 2 v - -

PRISM-RK log, (p) + 2X v v -

DeuringVUF-RK  log,(p) + 8\ v v v
Notation. We use the notation [n] to denote the set {1,2,...,n}. We also use
the notation (_,_) and [_,_] for open and closed intervals, respectively. The

security parameter is A, and negl(\) denotes any negligible function in A. We
label the set of supersingular elliptic curves over I,z as Ell,. Given E € Ell,, we
denote the set of separable isogenies with domain E and degree d as Isog(FE, d).

We use the notation a & Ato imply that a is sampled uniformly at random from
the set A. If instead we use +—, we mean the output of a (probabilistic) algorithm.
We say that an algorithm A runs in polynomial time if it runs in polynomial
time in the size of its inputs. We write ¢4 to denote the running time of A. We
also say that its output is of polynomial size if the output size is polynomial in
the input size. If |¢ — €| < negl(\), we write € & ¢’. Given a prime N, we write
Z/NZ to denote the ring of integers modulo N, GL2(Z/NZ) to denote the group
of invertible 2 x 2 matrices with entries in Z/NZ, and SLs(Z/NZ) to denote the
subgroup of GL2(Z/NZ) of matrices with determinant 1.



2 Preliminaries

In this section, we recall some background knowledge about isogeny-based cryp-
tography. We then state the core definitions and security properties for signatures
with randomizable keys, which we will use in the rest of the paper.

2.1 TIsogenies

We assume some familiarity with elliptic curves and their isogenies, and refer the
reader to [29,57] for more details. From this point onwards p is a prime of the
form p = ¢-2f — 1, where ¢ > 0 is a small odd integer. In particular, we have
p = 3 mod 4. We denote by FEy the supersingular elliptic curve y? = 22 + z of j-
invariant 1728 defined over F,,. All elliptic curves we consider will be supersingular.
Furthermore, we recall that a separable isogeny ¢ : E — E’ is uniquely defined
by its kernel ker(p) and can be efficiently computed (from its kernel) as long
as ker(y) has smooth order and is contained in a small extension field of the
field of definition of E; the degree of ¢, denoted by deg(y), coincides with the
cardinality of ker(yp).

Isogenies can be represented in several different ways. Of particular interest
are the so-called efficient representations.

Definition 1. Let &/ be an algorithm. An efficient representation of an isogeny
¢ : E — E' between two elliptic curves defined over F, (with respect to < ) is
some data D, € {0,1}* such that:

(i) </ (domain, D), </ (codomain,D,) and </ (degree, D) respectively return
E,E' and deg(y) in polynomial time.
(it) For all P € E, o/ (P, D,) returns ¢(P) in polynomial time.

In practice, isogenies of smooth degrees (e.g., a power of 2) can be efficiently
represented as a chain of smaller degree isogenies, or equivalently by their kernel
(assuming it is defined over a small field extension over the base field). By Kani’s
lemma [42], isogenies of non-smooth degrees can be efficiently represented as
components of higher-dimensional isogenies of smooth degrees. Equivalently,
these isogenies can be efficiently represented by torsion point images which yield
their higher-dimensional representation. More specifically, in our context, we will
use 2D representations.

Definition 2. Let ¢ : E; — Es be an isogeny of degree q(2™ — q), for some
odd ¢ > 0. A two-dimensional (2D) representation of ¢ : By — FEy is given by
the tuple (E1, P1,Q1, F2, o(P1), (Q1), q,n), where (Py,Q1) is a basis of E1[2"].
This can also be seen as a 2D representation of a factor of ¢ of degree q.

Given two isogenies ¢ : E — FEj and @9 : E — Fy of coprime degree, we
denote by [¢1]«p2 : E1 — E’ the pushforward isogeny of @9 under @1, i.e., the
separable isogeny such that ker([¢1].p2) = p1(ker(p2)).

Another important tool is the Deuring correspondence. Define B, o to be
the quaternion algebra ramified at p and oo, i.e., B, o = Q(i,j), where i* = —1,



j? = —p and ij = —ji. The Deuring correspondence is a categorical equivalence

between maximal orders in B, o and supersingular elliptic curves defined over
F,2 [34]. Under this correspondence, to each supersingular elliptic curve E over
F,2 we can associate a maximal order O of B, o, such that End(E) = O. An
isogeny ¢ : By — Eo corresponds to an ideal I, and vice versa when the ideal is
compatible with End(E}).

In what follows, when writing End(F), we will refer to a description of the
endomorphism ring of E: following [48], a description of End(E) consists of
efficient representations of four endomorphisms generating it as a lattice, or
equivalently, an embedding of End(FE) into By « [38, Lems. 4, 5]. Concretely, in
our applications, we will use the following way to represent the endomorphism
ring. When p = 3 mod 4, the elliptic curve Ey : y?> = 2% + = defined over F,
has a known endomorphism ring Oy ~ End(Ey) which has a very special form
and convenient arithmetic properties.'® If E is a supersingular elliptic curve, its
endomorphism ring can be represented as an isogeny ¢ : Fy — E along with
its kernel ideal I,,. Indeed End(E) can be inferred in polynomial-time from this
data [38, Alg. 4].

If the endomorphism ring of the elliptic curves involved is known, the Deuring
correspondence acts as a trapdoor: many hard isogeny computations become
efficient. Hence, a representation of the endomorphism ring is often given as input
to the main algorithmic building blocks of SQIsign, PRISM and DeuringVVUF that
we will describe in Sec. 3.1 and then use in the rest of the paper.

2.2 Signatures with randomizable keys

We revisit the definition of signature schemes with randomizable keys (SWRK)
from [17]. An algorithmic definition is given in Def. 3. We refer to [17, §4] for a
detailed discussion and systematization for the security properties of SWRKs.

Definition 3 (Signatures with Randomizable Keys (SWRK)). A signature
scheme with randomizable keys (SWRK) is a tuple of polynomial-time algorithms
(KeyGen, Sign, Verify, RandPK, RandSK, VerKey), defined as follows:

— KeyGen(1*) — (sk,pk): a probabilistic algorithm that takes as input the
security parameter and outputs the secret key sk and the public key pk.

— Sign(sk, msg) — o: a probabilistic algorithm that takes as input the secret key
sk and a message msg and outputs a signature o. The secret key sk can be
obtained either from KeyGen or from RandSK.

— Verify(pk, msg, o) — 0/1: a deterministic algorithm that takes as input the
public key pk, a message msg and a signature o and outputs 1 if o is valid,
else it outputs 0.

— RandPK(pk, rr) — pk': a deterministic algorithm that takes as input a public
key pk, the randomness rr, and outputs a new public key pk’.

10 For instance, norm equations are easier to solve in @y than in any maximal order of
Bp,oo-



— RandSK(sk, pk,rr) — sk’: a deterministic algorithm that takes as input a
secret key sk, the corresponding public key pk, the randomness rr, and outputs
a new secret key sk’.tt

— VerKey(pk',sk’) — 0/1: a deterministic algorithm that takes as input a public
key pk’ and a secret key sk’ and outputs 1 if pk’ is a valid public key for sk’,
else it outputs 0.

An adaptable signature scheme with randomizable keys (aSWRK) is an SWRK
with an additional algorithm Adapt, defined as follows:

— Adapt(msg, o,rr,pk) — o’: a deterministic algorithm that takes as input a
message msg, a signature o, the randomness rr, and a public key pk, and
outputs a new signature o’ for the public key RandPK(pk, rr).

In the literature, SWRK schemes are also sometimes referred to as signature
schemes with key-blinding [37,35]. Following [17], the main security properties
for SWRK schemes are correctness and unforgeability. Furthermore, an aSWRK
scheme needs to satisfy the signature adaptation property.

Definition 4 (Correctness). An SWRK scheme is correct if the tuple (KeyGen, Sign, Verify)
is a correct signature scheme, VerKey succeeds only for valid key pairs, and if the
randomization process generates valid key pairs, i.e., for all rr it holds that

VerKey(pk, sk) = VerKey(RandPK(pk, rr), RandSK(sk, pk, rr)) .

Further, for an aSWRK, the adaptation process generates valid signatures, i.e.,
for all msg, o, rr,pk it holds that if o' + Adapt(msg, o, rr, pk), then

Verify(pk, msg, o) = Verify(RandPK(pk, rr), msg, o’) . (2)

The unforgeability property is similar to the classical one for digital signatures,
but with the additional possibility that the adversary can query signatures on
randomizable keys and return a signature over a randomized key of its choice.
There are two possible cases depending on whether the randomness rr is honestly
generated or not. We focus on the latter case, called 1-unforgeability in [17,
Def. 15], in which there are no restrictions on the randomness.

Definition 5 (Signature Unforgeability). An SWRK scheme satisfies the
signature unforgeability property if for any PPT adversary A playing the game
G\ (Fig. 1), the winning probability Adv:} ¢(\) = Pr [G™(A) = 1] is negligible
n A

1 In the definition given in [17], RandSK does not take pk as input. However, given sk,
we can always reconstruct pk. We include this to simplify the presentation of our
constructions.



Game: G™(A):

1: (sk, pk) < KeyGen(1*); M « ; (msg*, o™, rr*) « ASE" (#*)(pk)
2: if rr* = L then return Verify(pk, msg*,0*) = 1 and msg* ¢ M
3: else return Verify(RandPK(pk, rr*), msg*,0*) = 1 and msg* ¢ M
Sign’(msg, rr):

1: M+~ MU {msg}

2: if rr = L then return Sign(sk, msg)

3: else return Sign(RandSK(sk, pk, rr), msg)

Games: Gt

b {0,1}; rr & {0,1}; (sk, pk) + KeyGen(1*);

2: b Aofdapt()\, pk); return b =1b'.
Ogdapt(mSg):

1: o « Sign(sk, msg);

2: if b = 0 then pk’ «+— RandPK(pk, rr); o’ < Adapt(msg, o, rr, pk);
3: else pk’ < RandPK(pk, rr); sk’ «+~ RandSK(sk, pk, rr); o < Sign(sk’, msg);
4: return ((o ] pk’,0”);
Game: G'"';

1: b <& {0,1}; rr <& {0, 1}%; ((sko, pko), (ski, pky), st) < A(N);

2: pk’ < RandPK(pk,, rr); sk’ +— RandSK(sks, pk,, rr);

3: assert VerKey(sk;, pk;) = 1; for i = 0,1; b’ + ASig”(Sk/")(st, pk’);
4: return b = b';

Fig. 1: Security games for unforgeability (G™f), unlinkability (G“") and for
signature adaptation security (G2%*); the boxed information is only given in the
case of perfect adaptation (GP2IPt).

Signature adaptation formalizes the idea that for any message, an adversary
cannot distinguish whether a signature ¢’ is a newly constructed signature for a
given public key pk’, or whether it was adapted from a signature o on a previous
public key pk to the new one. Observe that we consider a slightly stronger notion
of adaptation than the one from [17] in which the adversary is given multiple
signatures on adaptively chosen messages. Perfect'? adaptation implies that this
statement still holds, even if the adversary is also given the original signature o
on pk.

Definition 6 (Signature Adaptation). A signature scheme with randomiz-
able keys provides (perfect) signature adaptation if for any PPT adversary A
playing the game G2t (GPIPY) in Fig. 1, the winning probability /—\dvﬁipt()\) =
|Pr [G2P(A) = 1] — §| (Adv2, () = |Pr [GP2Pt(A) = 1] — L) is negligible in
A

padpt

12 The “perfect” wording might be misleading, as it does not refer to the computational
power of the adversary.



Another security notion of SWRKs is that of unlinkability, which ensures that
randomized public keys are not linkable to the original ones (also referred to as
long-term keys), even given any polynomial amount of signatures on them. In [17],
the authors provide fine-grained distinctions to the various capabilities given
to the adversary, for example it may be able to choose the public parameters
or the long-term keys itself, or be limited in the signing queries it can make.
Here we consider the stronger security notion in which the adversary generates
the long-term keys and can query signatures on the randomized key. We do
not consider discussions related to the setup since for isogenies all the public
parameters are fixed by the scheme specifications for specific security parameters.
In [17, Def. 16], this is denoted as (0, 1, 3)-unlinkability.

Definition 7 (Unlinkability). An SWRK scheme is unlinkable if for any
adversary A playing the game G from Fig. 1, the winning probability Advﬁ,,()\) =
|Pr [GU"(A) = 1] — £| is negligible in A.

3 Building Blocks and Existing Digital Signature Schemes

This section recalls the three digital signature schemes, SQIsign, PRISM and
DeuringVUF, from which we build our SWRK schemes. We first introduce the
common building blocks used throughout the paper.

3.1 Framework for building signatures

We first introduce the main building blocks that are required to construct all
three signature schemes. As is natural in cryptographic schemes, our building
blocks can be divided into two main types: algorithms to verify public data; and
those to manipulate secret information. In the context of the signature schemes
we consider, our public key will be an elliptic curve, whilst the secret key will be
the endomorphism ring of this public curve. The hardness of key recovery is then
ensured by the conjectured hardness of the endomorphism ring problem, which
underlies the security of isogeny-based cryptography.

Beyond these fundamental objects, we will naturally need to generate points
on our elliptic curves. For example, to define the two-dimensional representation
of an isogeny ¢ : E — E’, we need to generate points P,Q € E and compute

w(P), p(Q)-

Generating and verifying public data. We begin with the building blocks
that are needed for public data. The first will be the main subroutine of signature
verification. Unifying all the signature schemes we consider is the way the signature
isogeny is represented. More precisely, it is an isogeny of (large) prime degree
given in two-dimensional representation. Thus, to verify our signatures we require
a method to verify such representations.

Building Block 1: Verlsogeny(a, E, E’, q) verifies that o is a valid 2D repre-
sentation of an isogeny E — E’ of degree ¢. This algorithm, based on Kani’s
lemma, was introduced in [8, Alg. 7] (see also [5, § 3.3]).

10



Note that the input to this algorithm is all public data: o will be (part of) the
signature, and E, E’ are public elliptic curves. As discussed above, another useful
set of objects are points on our public curves. For the correctness of our protocols,
different parties must be able to independently generate points on a given elliptic
curve consistently, leading us to the following algorithm.

Building Block 2: (P,Q) < Gen2Tor(E, n). Given a supersingular curve
E and an integer n such that 2™ | (p + 1), this algorithm deterministically
outputs a basis (P, Q) of E[2"]. In the literature, there are several ways to
implement such an algorithm; see, for instance, [1, §2.2.3].

Manipulating secret data. As detailed above, our secret data will mainly
be endomorphism rings of public elliptic curves. In practice, we generate our
endomorphism rings using isogenies: given an isogeny ¢ : F — E’, where End(FE)
is known, we can transfer our knowledge of End(F) through ¢ to obtain End(E").
Instantiating this in practice leads us to our first two building blocks:

Building Block 3: End(E’) < IsoToEnd(p : E — E’,End(F)). On input a
smooth degree isogeny ¢ : E — E’ and End(F), this algorithm outputs a
representation of End(E’) (e.g., as a Z-basis of End(E’) and/or an isogeny
1 : E — E’ with its kernel ideal I,;). This algorithm has been described in
[25, Alg. 8] (inspired from [38, Alg. 4]) when the kernel ideal I, of ¢ is also
given as input. In App. C, we explain how to proceed when this additional
input is not given and has to be computed from .

Building Block 4: (p, End(E’)) + Genlsogeny(F, End(FE),d). On input an
elliptic curve E of known endomorphism ring and an odd integer d, this
algorithm outputs a uniformly distributed isogeny ¢ : E — E’ of degree d.
This algorithm was implemented in [5, Alg. 1]. We also remark that [5, Alg.
1] can be improved by integrating the techniques from [12].

With the knowledge of End(E’), we are now able to generate new isogenies with
specific properties.

Building Block 5: 0 < Shortlsogeny(End(E), End(E’)). On input two
endomorphism rings End(E) and End(E’), this algorithm returns a 2D
representation of an isogeny o : E — E’ of degree ¢ < 24/2p/m, or more
precisely, a 2D-representation of an isogeny oo : E — E” of degree ¢(2™ —q)
that factors through o : E — E'.

This algorithm heavily relies on the Deuring correspondence. From the
knowledge of quaternion orders O ~ End(FE) and O’ ~ End(E’), we can find
by simple quaternion arithmetic, an ideal I connecting @ and O’, which is
a left O-ideal and a right O’-ideal. We can then sample an equivalent ideal
I, ~ I at random of norm ¢ < 2./2p/w, which corresponds to an isogeny
o : E — FE’ of degree ¢ via the Deuring correspondence. To generate a
2D-representation of o, we generate a random auxiliary left O’-ideal J of
norm 2" — ¢ with [8, Alg. 3]. As we have seen at the end of Sec. 2.1, knowing
End(E) gives us access to (a 2D-representation of) an isogeny ¢o : Eg — E
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and its associated ideal Iy. Then, applying [8, Alg. 2] to the ideal Iy - I, - J,
we obtain the image by ¢ o0 oy of a basis of Ep[2"]. With an easy discrete
logarithm computation, we infer the image by ¢ o o of a basis of E[2"],
which yields a 2D representation of o (and ¢ o o).

Building Block 6: (v, End(E’), m) < EndomorphismWithFactor 5 (¢, End(FE),
End(E’)). On input an isogeny ¢ : E — E’, two endomorphism rings End(FE)
and End(E’), this algorithm returns a non-scalar endomorphism v € End(E),
such that ged(deg(y), N) = 1, another description of the endomorphism ring
End(E’) and an integer m. In practice, this algorithm computes another
isogeny ¢’ : E — E’, which is then represented by the new description of
End(E’). The quaternion +y corresponds to ¢’ o ¢, whereas m = deg(y’).
This algorithm can be implemented as follows. As above, from the knowledge
of End(FE), End(E"), we can find an ideal I connecting O and O’. We can then
sample an equivalent ideal I’ such that I’ = Iy/n(I) for some quaternion vy €
Bp.o of norm coprime to N, where n(I) denotes the norm of I; define ¢’ : E —
E’ to be the isogeny corresponding to this ideal. The algorithm will output
the endomorphism corresponding to v together with a description of End(FE’)
with respect to ¢’ in the sense of the endomorphism ring representation we
discussed in Sec. 2.1. Additionally, the algorithm will output m = n(I").

These building blocks suffice to describe SQlsign, PRISM, and the DeuringVUF
signature abstractly.

3.2 SQIsign

SQIsign [1] is a signature scheme derived from a three-phase interactive identifica-
tion protocol (commitment, challenge, response) via the Fiat-Shamir transform.
The public key is a random supersingular elliptic curve Fyx and the associated se-
cret key is its endomorphism ring sk = End(Epk). In practice, both are generated
via Genlsogeny applied to Ey of known endomorphism ring End(Ep) and a prime
Liarge > 24X Along with End(Epk), Genlsogeny returns an isogeny @s @ Eo — Epk
of degree fjarge-

The signature algorithm Sign(msg, sk, pk) starts by a commitment phase where
a random supersingular elliptic curve Fcon is generated along with its endomor-
phism ring End(FEcom), which is kept secret, using Genlsogeny(Ey, End(Ey), liarge)
like in the key generation phase. Then, a challenge isogeny @chail : Fok — Echan of
degree d¢, is generated by applying a hash function to the message, commitment
and public key @chanl < Hsqi(Epk; Ecom, msg). Finally, the signature is generated
as an isogeny o : Feom — FEchan of small degree (given in 2D representation)
using the main tools of the Deuring correspondence (IsoToEnd applied to pchan
and End(FEyk) to obtain End(Echan), and Shortlsogeny applied to End(Ecom) and
End(Echan) to obtain o).

To verify a signature o := Sign(msg, sk, pk), one can recompute @chan
Hsqi(Epk; Ecom, msg) and verify that o is indeed a valid 2D representation of an
isogeny Fcom — Fchan- SQIsign is summarized in Fig. 2.
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Security. By [8], the unforgeability of SQIsign reduces to the hardness of Prob. 1,
assuming the validity of the two oracles below in Defs. 8 and 9.3

Problem 1. Given a curve E sampled from the stationary distribution on the set
of supersingular elliptic curves over 2, find a non-scalar endomorphism of £ in
efficient representation.

This problem is inherently related to the supersingular endomorphism ring
problem [48, Thm. 7.2] that is considered the cornerstone of isogeny-based

cryptography.

KeyGen(1*): Sign(msg, sk, pk):
1: sk : Eo — Epk, End(FEpk) + 1: (Ycom, End(FEcom)) —
Genlsogeny(FEo, End(Eo), fiarge); Genlsogeny(Eo, End(Ep), liarge);
2: sk « End(E'pk); 2: Pchall <— HSQI(EpIm Ecoma msg);
3: pk « Fpu; 3: End(Fpk) « sk;
4: return (sk, pk); 4: End(Echan) < IsoToEnd(@chan, End(Epk));
5: o < Shortlsogeny(End(Ecom), End(Fehan));
6: return (dchai, o, Msg);
EO_VEpk .
Psk Verify(msg, o, pk):
1: Extract Fcom, the domain of o;
Pcom Pchall 2: Qchall < HsQl(Epk, Ecoma msg);
3: Let Echan be the codomain of wchan;
Eeom --'U' => Echall & 7 deg(a);
5: return Verlsogeny(c, Ecom, Echal, q);

Fig. 2: SQIlsign signature scheme.

Definition 8 (Definition 19 [8]). A uniform target oracle (UTO) is an oracle
that takes as input a supersingular elliptic curve E defined over Fp> and outputs
a random isogeny ¢ : E — E’ (in efficient representation) such that:

1. E' is sampled uniformly from the set of supersingular elliptic curves over I,z
with level structure;
2. The conditional distribution of @ given E’ is uniform over isogenies 1 : E —

E' of degree < 2./2p/w

Definition 9 (Definition 23 [8]). A fixed degree isogeny oracle (FIDIO) is
an oracle taking as input a supersingular elliptic curve E defined over F2 and
an integer N, and outputs a uniformly random isogeny ¢ : E — E' (in efficient
representation) with domain E and degree N.

13 A more formal treatment of the security of SQIsign is given in [3], where the authors
introduce a framework that captures the extra information given by these oracles via
some hints. We prefer to use the argument in [8] for ease of exposition. However, we
refer the interested reader to App. B for a proof of the unforgeability of our SWRK
scheme based on SQIsign in the hint-based framework.
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3.3 PRISM

The PRISM signature scheme [5] is an isogeny-based, hash-and-sign signature
scheme that relies on the hardness of computing large prime-degree isogenies
originating from elliptic curves whose endomorphism ring is unknown. In what
follows, we will use the variant described in [6], as it gives better performance.

One of the most striking features is its conceptual simplicity. Indeed, to
describe the signature scheme, we only need to recall the following three additional
algorithms.

— ¢’ + H(msg, salt): this is a hash function that, on input a message msg and
a salt salt € {0,1}2*, outputs an integer ¢’ < 2%, where a = \ + 64.
— (g,salt) + SaltedDegreeGenerator(msg): this is a function that uses H as

a subroutine. SaltedDegreeGenerator iteratively samples a random salt &
{0,1}%*, until g + H(msg, salt) is in Primes,, the set of all primes ¢ such that
2a—1 <g< 2a.14

— {0,1} < Verlsogeny(o, E, ¢): on input a 2D representation of o : E — Egq,
a supersingular elliptic curve F and a prime ¢ € Primes,, the algorithm
returns 1 if o is a valid isogeny of degree ¢(2* — ¢) from E, else it outputs 0.

The security of PRISM relies on the collision resistance of the hash function
H and on the hardness of Prob. 2, given below.

Problem 2. Given a random supersingular elliptic curve E, a set of IV isogenies
{¢i: E — E;}N | of degree ¢;(2* — ¢;) for ¢; uniformly random in Primes, and
¢; uniformly random among the isogenies of degree ¢;(2% — ¢;), and a prime
g uniformly random in Primes, \ {g;}Y,, give an efficient representation of an
isogeny of degree g(2* — q).

We give a description of the signature scheme in Fig. 3, where we fix Ej to be
the supersingular curve of j-invariant 1728 and define fj,ge to be a large enough
power of a prime to ensure the uniform distribution of the keys.

3.4 DeuringVUF signature

In [44], Leroux introduces a new verifiable unpredictable function (VUF) from
which one can construct a hash-and-sign signature that shares similarities with
PRISM; we refer to this construction as DeuringVUF. We present a simplified
description of this scheme (Fig. 4), which will be sufficient for our purposes.'®
In what follows, as in Sec. 3.3, let Ey be the starting curve with j-invariant
1728, and let fjarge be a sufficiently large power of a prime to ensure the uniform
distribution of the keys. We define N to be a large prime such that N | (p — 1);

14 We highlight that we avoid public keys pk as part of the input to facilitate the
adaptation process; see Sec. 4.3.

15 Similarly to Sec. 3.3, we highlight that we avoid public keys pk as part of the input
of Hyur for compatibility with the adaptation process; see Sec. 4.4.
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KeyGen(1*): Verify(msg, Esig, Psig, Qsig, salt, pk):
1: (psk, End(Fpk)) < 1: ¢ + H(msg,salt);
Genlsogeny(Eo, End(Ey), liarge ); 2: assert ¢ € Primes,;
2: sk + End(Epk); pk < Epk; 3: (P, Q) < Gen2Tor(Ey, a);
3: return (sk, pk); 4: 0 + (Epk, P, Q, Esig, Psig, Qsig, ¢, @);
5

Sign(msg, sk, pk): : return Verlsogeny(o, Epk, q);

1: (g,salt) «+ SaltedDegreeGenerator(msg);

0 : Epx — Esig, ) + Genlsogeny(Ep, End(Epk), q(2% — q));
P, Q) + Gen2Tor(Epk, a);

]Dsingsig) A (O'(P),O'(Q));

: return (Esg, Psig, Qsig, salt);

-
2: (
3: (
4: (
5

Fig. 3: PRISM signature scheme.

this implies that the N-torsion is defined over [F,4. Additionally, we fix a basis
(Py, Qo) of Ey[N] such that we know an endomorphism x € End(Ep) verifying
tr(k)? — 4nrd(k) is not a square modulo N and x(P,) = Qo; this is a technical
condition which enables fast signing, we refer the reader to [44, §3.1] for more
details. Concretely, in [44, §4.2] k = ¢ is fixed, since N =1 mod 4.

Remark 1. We modified the key generation procedure of [44] — via normalizing
the public key — so that en(Puk, Qo) = en(Po,Qo), where ey is the Weil
pairing. This will be crucial in Sec. 5.4 to show that randomized public keys are
indistinguishable from freshly generated ones. This comes at no loss of generality,
since the Weil pairing is publicly computable.

To describe the hash-and-sign signature, we recall the algorithm
KerTolsoy (E,End(E), P,Q, M, (r, s)).

On input a supersingular curve E of known End(E) together with a basis (P, Q)

of E[N] and M € M(Z/NZ), where (§) =M - (ﬁgﬁ;) for a known isogeny

¢ : By — FE such that N ) deg(y), and two scalars (r,s), it returns a 2D
representation of ¢ : E — E’ such that deg(c) = N and o(rP + sQ) = 0.
We refer the reader to [44, Alg. 2, lines 2-7] for a concrete description of this
algorithm.

In [44], the author argues that the above signature scheme is existentially
unforgeable under chosen message attacks assuming the collision resistance of the
hash function Hyyr and the hardness of a new problem. This problem is defined
with respect to a new oracle, returning a fixed degree isogeny.

Definition 10 (Definition 4 [44]). A fixed degree N-isogeny oracle (FIXDIO)
is an oracle taking as input a supersingular elliptic curve E defined over F:
and a point K € E[N], and outputs the N-isogeny ¢ : E — E/(K) (in efficient
representation).

Problem 3. Given a uniformly random supersingular elliptic curve E & Ell, and
access to a FIXDIO on input F, output an efficient representation of an isogeny of
degree N whose kernel is different from all kernels formerly queried to the oracle.
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KeyGen(1*): Sign(msg, sk, pk):

1: (psk, End(Fpk)) < 1: (r:s) + Hyur(msg)
Genlsogeny(Eo, End(Ey), liarge ); 2: parse sk as (Mg, End(FEpk))

2 My <& SL2(Z/NZ); 3: parse pk as (Epk, Pok, Qpk)

3 (B Qo)  Lal M- (22000 : ;;QTTJISO(II«( f)p)k’End(Epk)’

4: sk < (6,007 Mo, End(Ep)) 5: (Pug, Qsig) + (0(Pox), 0(Qpk))

5: pk + (Epk, Pok, Qpk) 6: return (Esg, Psig, Qsig)

6: return (sk, pk) Verify(msg, Esig, Psig, Qsig, PK):

1: 0+ (EPk7 Ppk7 ka: ESig7 }Dsigz Qsig7 N7 f)
2: (r: s) < Hvur(msg)

3: return o(rPx + sQpk) Z0A deg(o) =N

Fig. 4: DeuringVUF signature scheme.

Remark 2. Unlike FIDIO, which takes a curve E and degree N and returns
a uniform outgoing N-isogeny, FIXDIO is fixed to one curve and degree and
deterministically maps an input kernel point to the corresponding isogeny.

4 Isogeny-based signatures with randomizable keys

In this section, we introduce an SWRK scheme based on SQlsign, which we denote
by SQIsign-RK, and two aSWRK schemes based on PRISM and DeuringVUF,
which we denote by PRISM-RK and DeuringVUF-RK, respectively. The main tool
to guarantee adaptability is an algorithm to compute pushforwards, which we
describe in Sec. 4.2. We summarize the parameters used in the three constructions
in Tab. 2.

In all three constructions, we will update public keys by computing random-
ization isogenies ¢y : Epk — E;k of degree deg(¢,) = 2%mernd | where ryand,
Uemp Will depend on the construction. The exact size of rrang Will be discussed
in Sec. 5.4.

4.1 SQIsign with randomizable keys

In SQIsign-RK, the algorithms KeyGen, Sign and Verify are the same as in SQlsign
(see Sec. 3.2); we only need to describe algorithms to randomize and verify keys.

In our setting, randomizing keys boils down to computing long isogenies
originating from the public curve Epi. To be more precise, given a public key Epy,

we compute an isogeny ¢y : Egi — E;/)k, such an isogeny ¢,, must be long enough

to ensure that the new public key pk’ = E/ is uniformly distributed among all
possible public keys.

To concretely define algorithms to randomize keys, we need to explain how to
encode randomness into isogeny paths. To this end, we introduce a hash function
Hpath = {0,1}* — (Z/2%mZ) =4 for ucmp < f. Then, we define Expand to be
an algorithm that, on input a curve Ep, and some randomness rr, describes an
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Table 2: Summary of parameters used in the constructions.

Parameter Description

P prime of the form p = ¢- 2¥ — 1.

Ey Curve y? = z® + z with known endomorphism ring.

llarge Large degree used to generate uniformly distributed curves.

Drr Randomization isogeny.

Trand Number of smooth components in the randomization path.

Hpath Hash function expanding the randomizer into the data defining the ran-
domization path.

a 2-torsion exponent for 2D representations of signatures

Ucmp 2-torsion exponent for each smooth component for Expand (uemp < f) and
ComputePushforward (uemp < f — a).

q Prime degree for PRISM signatures.

N Large prime torsion order used by DeuringVUF.

Pok, Qe Public N-torsion basis included in DeuringVUF public keys.

n Normalizing scalar deg(¢y)~*/2 mod N for DeuringVUF-RK.

isogeny ¢ @ Ep — E;k of degree 2%emeTrnd: we refer to Alg. 1 for more details
about the algorithm.

Algorithm 1 Expand(Ep,rr)

e, .o, My < Hpath (Epk, 1r).
Deterministically compute P, Q1, a 2““™-torsion basis in E(1) := Epk.
for i =1,...,7and do

Compute ¢1 : E(l) — E<i+1> with kernel <P, + [rri]Qi>; Qi+1 < ¢1(Qz)
Deterministically compute P;y1 € E(;41)[2"] linearly independent to Qi 1.
Grr 4 Pryga © 1 0 P15 E;/:k — Elrpg+1)
return ¢, E[',k

Equipped with Expand, we can define the algorithms RandPK and RandSK
that allow us to randomize public keys and private keys, respectively. In particular,
to randomize secret keys, we use IsoToEnd: given a secret key sk = End(Epk), we
randomize sk by computing sk’ = End(Ey,) < IsoToEnd (¢, End(Epk)). Lastly,
we need to explain how to verify keys. Given a secret key sk, which consists of an
endomorphism ring End(E’) for some supersingular elliptic curve E’, we run the
algorithm Shortlsogeny(End(Ep), sk) to obtain an isogeny ¢ : Ey — E’ and check
that B’ coincides with pk = Eyx. We present these in Fig. 5. For SQlsign-RK we

set Uemp = f.
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RandPK(pk, rr): RandSK(sk, pk, rr):

1: Ey < pk; 1: End(Eyk) < sk; Ep < pk;

2: (¢, Eyy) < Expand(Ep, 11); 2: ¢, By < Expand(Ep, rr);

3: return E),. 3: End(E,,) < IsoToEnd(¢rr, End(Ep));
VerKey (pk, sk): 4: return End(E,)

1: (¢ : Eo — E") + Shortlsogeny(End(Ey), sk); Ew < pk

92: return E' — Eux

Fig.5: RandSK, RandPK and VerKey algorithms for SQIsign-RK, with ucmp = f.

4.2 The update algorithm

In this section, we introduce the main tool that allows us to adapt signatures: an
efficient algorithm for computing the pushforward of a 2D representation of an
isogeny o under a second isogeny ¢ of smooth degree.

The goal is to update a signature o : E — E, by computing its pushforward
under an isogeny ¢ : E — E’. The update algorithm takes:

— A 2D representation of o, i.e., a tuple (F, P,Q, E,, P,,Qs,q,a), where P, Q €
E[2%] and P,,Q, € E,[2°], for some a < f.

— A 2°-isogeny ¢, represented by a rational point K € FE(F,2) such that
ker ¢ = (K).

This problem is not new: in [53, Prop. 6.15], Robert gives a polynomial-time
algorithm to solve this task as long as the isogenies involved have coprime degrees.
However, even though these general techniques are polynomial time, they are
not efficient in practice. Indeed, they rely on the computation of four- and eight-
dimensional isogenies, which need to be evaluated on a torsion basis defined over
an extension of the base field. More efficient techniques were proposed in [47,9,45],
but they are incompatible with our setting. Furthermore, the order of the points
in the representation of o is not coprime with the degree of the isogeny ¢ (they
are both powers of two), which adds further complications.

At a high level, the update algorithm first computes the pushforward ¢’ =
[c]+¢ using the rational kernel of ¢: if ker ¢ = (K), then ker ¢’ = (¢(K)). From ¢/,
one could hope to obtain a representation of the pushforward ¢’ = [¢].o by
mapping a torsion basis on Ey under ¢’ o o o (;AS, obtaining the image of a torsion
basis under ¢/, after the appropriate scaling. This is indeed possible if the degree
of ¢ and the order of the points used in the 2D representation is coprime.

However, the torsion basis we use in the 2D representation has order a power
of two, both for efficiency reasons (2D representations are much more efficient
with such points) and because the only torsion basis of large order in E(IF,2) has
order a power of two; the degree of the isogenies ¢ and ¢’ is also a power of two,
which prevents a straightforward application of this strategy.

Instead, we rely on the fact that the points in the 2D representation of o do
not have maximal order. Recall that the order of these points is 2%, while the
prime characteristic is p = ¢- 2/ — 1, with f > a. We thus pick uemp < f — a, and
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we split the isogeny ¢ as the composition of multiple isogenies ¢ = ¢y, 0---0¢1
where deg ¢; = 2% . We then compute the pushforward isogeny o’ stepwise, as
depicted by Fig. 6.

¢
E= El E2 e Errand E‘Trand+1 = El
¢1 (z)rrand
o o1 = [¢1].o a1 o' =[g].o
~ ~ ~ ~
N e Bl =
(bl = [U}*(bl (z)Tvand

Fig. 6: Computation of ¢ update. Dotted lines represent isogenies with a 2D
representation, while solid lines are isogenies represented by a kernel generator.

The first step is to compute the o} = [¢1]«0, where ¢y : E — E;. Let Py, @,
be a random basis of E1[2/], and write ¢} = [0].¢;. We have

o1 ([2"m]Pr) = ¢y oo o di(Pr) and of([2"™]Q1) = ¢} 00 0 ¢1(Qn).

This means we can evaluate of on a 2%-basis obtained from [2%=me] Py, [24m]Qy
because we know ¢1, ¢}, and o. From this, we can obtain a 2D representation of
o’ . We then repeat this process for each component ¢, to obtain ¢’ as required.
We summarize this algorithm in Alg. 2, which we denote by ComputePushforward.

Algorithm 2 ComputePushforward (o, ¢)

Input: An isogeny o : E — E,, given in 2D representation, i.e., a tuple (E, P,Q,
E,,P;,Qs,q,a), where P,Q € E[2%] and P,, Q. € Es[2°].
An isogeny ¢ : E — E’ of degree 2™, where m = Ucmp * Trand aNd Uemp < f — a,
represented by a kernel generator.
Output: A 2D representation of [¢].c
: Write ¢ = ¢,y © -+ 0 ¢1 for deg(¢i) = 2%
. Write Fh = F, ETyand+1 = E‘,7 ¢i: By = Eiya, Ei =F,
cfori=1,...,7and do
Compute ¢ : E; — Ej; with kernel {(o(K)) for K <« ker ¢;.
Sample a deterministic basis P, Q of E/,[2].
P’ ¢/0006:(P); Q' ¢/ 00 06:(Q)
2 (Ez{Jrlv [2f_a}P7 [zf_a}Qv [2f_a_ucmP]P/7 [2f_a_ucmp]Ql7 q,a)
return o

XS I

4.3 Adaptable PRISM with randomizable keys

In this section, we explain how to instantiate an aSWRK scheme based on PRISM.
To randomize and verify keys, we employ the same algorithms as in SQIsign-RK
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(see Sec. 4.1). Extra care must be devoted to the adaptation algorithm: given a
signature o : Ep — Fsig, we adapt it to a new signature for pk’ by computing
(o : By — E,) < ComputePushforward(o, ¢ ) with uemp = f — a.

When adapting signatures, the algorithm will reveal [¢].0, for some signature
isogeny o : Epc — Egg of degree ¢(2% — ¢). We summarize the Adapt algorithm of
our aSWRK scheme in Fig. 7; note that KeyGen, Sign and Verify are as in Fig. 3,

and RandSK, RandPK and VerKey are the same as in Fig. 5, but for ucmp = f —a.

Adapt(msg, Fsig, Psig, Qsig, salt, rr, pk):
1: Epk < pk;
q < H(msg, salt);
(P, Q) + Gen2Tor(Ey, a);
2 (Epk7 P,Q, Esig, Psig, QSig7 q, a);
assert Verlsogeny(o, Egk, Esig, q);
Get ¢, By < Expand(Ep, rr);
(0" : B}y — Eg,) + ComputePushforward(a, ér);
(P, Q") « Gen2Tor(E,, a);
(Pl Q)  (0'(P), 0/ (Q):

: return (Es,igv s/iga Q;igvsalt)

—_

Fig.7: Randomizable PRISM, denoted PRISM-RK. The algorithms Expand,
RandPK, RandSK and VerKey are the same as in Sec. 4.1.

4.4 Adaptable DeuringVUF signature with randomizable keys

Using the previous tools, with again ucmp, = f — a, we also instantiate an
aSWRK scheme based on the DeuringVUF signature (see Sec. 3.4), denoted
DeuringVUF-RK; we present the needed algorithms in Fig. 8. Notable differences
from the procedure in Fig. 5 are:

1. we need to ensure that the randomized basis F,,, @, has the same Weil
pairing value as the new basis Py, Qpk after randomization. For this, in
RandPK, we multiply the basis by 1 = deg(¢y)~'/? mod N.

2. to sign after a key randomization we need to recover the action of the secret
key @ under Py, Q¢ and the new randomized basis. For this, we define
Py, Qp so that we can compute the action of any endomorphism on them. We
follow the procedure described in [13], which is compatible with DeuringVUF
public setup in [44, §4.2].

Public setup. We select £ and N so that ¢ is a square modulo N, so that
deg(¢n) "2 mod N can be efficiently computed. For instance, if £ = 2 it is
enough N = 1 mod 8. We also require that f > a, as specified in Sec. 4.2.

To compute the action of the secret key g on the new basis, we follow the
blueprint from [13]. To simplify the discussion, we assume that N = 1 mod 4, as
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in [44, §4.2], so that x = ¢. First, by [13, Lem. 5] — and subsequent discussion —
we just need to be able to compute the action of the endomorphism ~ : Fy — Ej
factoring through s, ¢rr and ¢, similarly to what is done in [13, Alg. 1]. Let
M., be the matrix describing the action of v on Ey[NN] with respect to a basis of
Ey[N]. As in [13, Rem. 6], we need to select Py, Qo € Eo[N] and ¢ such that:

— 1, ¢, ¢, «¢ generate End(Ey)/N End(FEy) as a (Z/NZ)-module, where ¢ is the
endomorphism on Ej corresponding to v/—1;

— ((Py) = [a] Py, for some o # 0 mod N and Qo = t(Fp) (recall that ¢ = k);

— (Py, Qo) form a basis for Ey[N].

Decompose (ot as mi+mat+ms+mygi in End(Eg)/N End(Ey). In this way, with
respect to the basis (Py, Qo), we have M, = (% §) and M¢ = (1, Soms motonms )-
The matrices associated to 1,:¢ are clearly the identity and M,M¢, respectively.
We define ComputeAction to be the algorithm that outputs M, by writing v as
a combination of 1, ¢, ¢ and «{ (that form a basis) and then using the matrices
defined above.

To finally compute ¢ and the basis (Py, Qo) we set { = m + nt, where 7 is the
Frobenius endomorphism and (—p —n?) is a square modulo N; define « to be one
of the square roots. To compute Py, we sample P’ € Eg[N] until P := ((+«a)(P’)
is of order N. We set Py = P, so that ((Py) = [a]Py. We also observe that (P)
intersects trivially with (.(FPp)). Suppose, by contradiction, that ¢(Pp) and Py
are linearly dependent. Since the order N of Py is an odd prime, (Pp) is also an
eigenspace of ¢. This implies that ¢ and ¢ commute on (FPp), so Py is in the kernel
of (1€ —(t) = 2um. Since 7 is inseparable (so has trivial kernel), Py must be a point
of order 2, which gives a contradiction. Thus (P, Qo) forms a basis of Ey[N].
We finally remark that 1, ¢, ¢, ¢( generate End(FEy)/N End(Ey) since ¢ and ¢ do
not commute. Also, the kernel ideal of Py can be found as Ip, = Og(m — o, N).

Algorithmic details. Equipped with ComputeAction y;, we explain how to instan-
tiate RandSK. Let sk = (Mg, End(Epk)). We observe that, given End(Epx), we
have an efficient representation of yg: as explained in Sec. 2.1, we use a descrip-
tion of End(Epk) that is equivalent to knowing ¢s. As done for the previous
constructions, we compute an isogeny ¢y : Epc — E;k. Given ¢, and g, we
run EndomorphismWithFactor y (¢ © ¢sk, End(Ejp), End(E,,)) to get an endomor-
phism 7, together with a new description of End(Ey, ) and an integer m. Finally,
we use ComputeAction y(y) to obtain M, € GL2(Z/NZ) giving the action of v
on Ep[N]. The updated secret matrix will then be M’ = (m™! (mod N))MgM.,.

The algorithm VerKey simply checks that, given Mg, End(Epk), we can re-
compute the secret isogeny s, which should map onto Epyy and (Pok; Qpk) =
Mgk - 05k (Po, Qo), assuming that (P, Qpk) describes a basis of Epk[N].

The Adapt algorithm works in a similar way as in Sec. 4.3. We summarize
our construction in Fig. 8.

4.5 Correctness

We finish this section by proving the correctness of all schemes.
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RandSK(sk, pk, rr):

1: Msk7 End(Epk) — Sk;
From End(FEpk), recover a representation of o : Eo — Epk;
Gre, By < Expand(Ep, rr);
End(E},)  1soToEnd (¢, End(Epx));
v, End(Ey, ), m < EndomorphismWithFactor y (¢ © s, End(Eo), End(Ey,))
M, < ComputeAction y (7);
M < (m™' (mod N))MyM.;
return Mg, End(E;,) Adapt(msg, o, rr, pk):

1: Epk,Ppk,ka — pk;

Gre, By < Expand(E, rr);

;:k7 Q;k < NG (Pok), NP (Qpk);

RandPK(pk, rr):

11 Epk, Pok, Qpk < pk;
2 (‘lérrvEl;l;k) < Expand(Epx, rr); pk’ (E;/)k»P;;wQ;k);

3: Ppka ka = NP (Pok), Ner (Qpk); (0/ : E;lak — Eslig) —

4: return E,, P, Q) ComputePushforward(a, ¢ );
(P)s/inggig) <~ (U/(P;:k)val(Q,/Dk));
7: return (El,, Py, Qlg)

sigy igy

>

VerKey(pk, sk):

12 Epk, Pok, Qpk < pk; Msk, End(EPk) < sk;
: From End(E), recover a representation of s : Eo — E';
assert Fpy, Qpk have order N;

return (E’ Z Epk) A ((Ppk,ka) < Mk - @sk(P07Q0)> A
(eN(Po, Qo) < en (Ppk, ka))-

oW

Fig. 8: Randomizable DeuringVUF DeuringVUF-RK. The algorithm Expand is the
same as in SQIsign-RK. The KeyGen, Sign and Verify algorithms are the same as
in the original protocol, given in Fig. 4. Note that 7 = deg(¢y)~*/? mod N.

Proposition 1. The SWRK schemes SQlsign-RK (Sec. 4.1), PRISM-RK (Sec. 4.3)
and DeuringVUF-RK (Sec. 4.4) are correct, as per Def. 4.

Proof. The correctness of SQIsign-RK and PRISM-RK follows by construction. We
therefore focus on DeuringVUF-RK. Let DeuringVUF-RK = (KeyGen, Sign, Verify,
RandPK, RandSK, VerKey, Adapt) defined in Sec. 4.4. We first show that, for all
randomness rr, it holds that

VerKey(pk, sk) = VerKey(RandPK(pk, rr), RandSK(sk, pk, rr)) . (3)

Let sk = (Mg, O) and pk = (Epk, Pok, @pk), and suppose RandSK(sk, pk,rr) =
(M., ©') and RandPK(pk, rr) = (E},, Py, Q). We have:

— By the correctness of Expand, IsoToEnd and EndomorphismWithFactor, O’
is (a representation of) the endomorphism ring of Ey, if and only if O is (a
representation of) the endomorphism ring of Eyx. As a result, in Line 2 of
VerKey, from O we correctly recover a representation of ¢, : Ey — E’ if
and only if we can correctly extract gs : Eg — E from O. Namely, E' = E},
if and only if E = Ey.
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— As ¢, has degree coprime to IV, P;k, Q;k have order N if and only if Py, Qpk
have order N, so the assertion in Line 3 passes.

— By definition, we have M/, = (deg(¢e) ! mod N) - MgM.,, where M., gives
the action of v € End(Ey) on Py,Qo € Ep[N]. By the correctness of
EndomorphismWithFactor,, v = ‘;\;k 0 ¢rr © psk- Therefore, we have

’ 90; (PO) _ - . . (pé (PO)
M., - <¢;:(Qo)> = (deg(psk) ! mod N) - Mg M, ((pg:@o))

_ . Pn o psk(Po) \ _ P
= M <¢rr O@sk(QO)) B ( Zk) ’

tana ot - (2401)) = ().

Combining these, we get correctness of the key randomization algorithms. The cor-
rectness of the algorithm Adapt follows from the correctness of ComputePushforward.

5 Security Properties

This section analyzes the security of the SWRK schemes from Sec. 4. We show
in Sec. 5.1 that the pushforward properties make adapted signatures indis-
tinguishable from fresh signatures for PRISM-RK and DeuringVUF-RK. Their
unforgeability reduces to that of the underlying scheme as follows.

Given a forger A for the randomized scheme, build a forger for the original
scheme that:

1. answers A’s signing queries using the original signing oracle and adaptation;
2. “de-randomizes” A’s forgery to a forgery for the original scheme using the
pullback operation.

We detail this for PRISM-RK and DeuringVUF-RK in Sec. 5.2. Since this argu-
ment does not directly apply to SQIsign-RK, Sec. 5.3 gives an ad-hoc reduction.
Finally, Sec. 5.4 shows that the mixing properties of isogeny graphs imply the
anonymization of the long-term public keys, and hence the unlinkability of our
schemes.

5.1 Signature adaptation

Both PRISM-RK and DeuringVUF-RK provide signature adaptation against un-
bounded adversaries; DeuringVUF-RK even achieves perfect adaptation.

Proposition 2. In the random oracle model, PRISM-RK provides signature adap-
tation (Def. 6) against unbounded adversaries.
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Proof. By the definitions of RandPK and Adapt, the same randomizer rr gives
the same update isogeny ¢n : Epx — E;k and signature domain E;k for both
fresh and pushed-forward signatures. The same input (msg,salt) to Hprime also
gives the same ¢ € Primes,. Since Genlsogeny returns a uniform isogeny of given
degree and codomain [5, Rem. 2], Fig. 7 reduces the claim to showing that, for a
degree d = ¢q(2% — ¢) and fixed (Fp, E,/)k» &y q), the distributions

{[dn)et> | & & 1s0g(Fp, q(2* — q)}  and  {' | ¢ < Isog(Ely, q(2* — q))}

are indistinguishable. For a separable isogeny ¢,, : E — E’, the pushforward
by ¢ bijects the degree-d isogenies with domain E and those with domain E’
whenever d is coprime to deg(¢y,).'® The two distributions are therefore identical,
even for unbounded adversaries. a

Proposition 3. In the random oracle model, DeuringVUF-RK provides perfect
signature adaptation (Def. 6) against unbounded adversaries controlling the
randommness.

Proof. For fixed rr and Epy, let ¢p 1 Epk — E;k come from Expand(Ep, rr) so the
randomized public key is (£, néw(Pok), nén(Qpk)). For (r @ s) « Hvur(msg),
both fresh signing and adaptation output the unique isogeny with kernel (r@y (Ppx)+
5¢n(Qpk)); uniqueness follows because this kernel is cyclic and N is coprime to p

[57, Prop. 4.12]. Hence Ogdapt(msg) has identical output for b=0and b=1. O

5.2 Unforgeability for adaptable schemes

Unforgeability of PRISM-RK reduces to EUF-CMA security of PRISM (Prop. 4),
while the same holds for DeuringVUF-RK and DeuringVUF (Prop. 5).

Proposition 4. If PRISM satisfies EUF-CMA then PRISM-RK satisfies Def. 5,

Proof. Given an adversary A against G™f in Fig. 1, construct a PRISM EUF-
CMA adversary B with access to a signing oracle Sign. On input Ey, B forwards
it to A as the long-term public key. For each signing query (msg, rr), B:

1. Queries the signing oracle of PRISM to get o + Sign(msg).
2. If rr =L, returns o to Aywf.
3. If rr #L, computes ¢’ < Adapt(msg, o, rr, Epi) and returns ¢’ to Apys.

When Ay,s outputs (msg®,rre, o®), B:

1. Uses rr® to compute (¢, E5y ) < Expand(Ep, rr®).
2. Computes the pullback o* = [Py ]*0°.
3. Outputs (msg®,o™*).

16 Note that ¢(2% — q) is always odd.
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The view of Apws is distributed as in G™Uf: the long-term key is generated as in
KeyGen, and by Prop. 2, adapted signatures have the same distribution as fresh
PRISM-RK signatures of degree d = ¢(2* — ¢) with uniform salt.

If Verify(msg®, o°, E;k) accepts, then o® represents a degree-d signature for
ES\. Since deg(¢rr) is coprime to d, the pullback 0™ = [¢ye]*0® is a valid PRISM
signature on Ep. All signing queries made by A,s were forwarded to Sign, so
(msg®,0*) is a PRISM forgery exactly when (msg®,rr®,c®) is a PRISM-RK forgery,
giving Advis" = AdVEyr cua- 0

Using similar arguments to Prop. 4, we obtain the same result for DeuringVUF-RK.
We postpone the proof to App. A.1.

Proposition 5. DeuringVUF-RK satisfies the signature unforgeability property
(Def. 5), assuming DeuringVUF satisfies EUF-CMA.

5.3 Unforgeability of SQIlsign-RK

As in [8], we use the idealized isogeny oracles Defs. 8 and 9. They let us simulate
SQIsign-RK signing queries and reduce unforgeability to finding a non-scalar
endomorphism of the public curve. For completeness, App. B gives a more formal
hint-based proof using only non-interactive assumptions, following [3].

Signing queries simulation. Similar to [8, Thm. 22], we can use the UTO and
FIDIO oracles to simulate signing queries.

Corollary 1 (of Theorem 22 in [8]). In the random oracle model, there exists
a polynomial time simulator S with access to a UTO and a FIDIO that produces
signatures which are statistically indistinguishable from honest signatures.

Proof. Let S’ be the simulator from [8, Thm. 22], which uses a UTO and a FIDIO
to produce statistically indistinguishable transcripts for the SQlsign identification
protocol. On signing query (msg,rr), S computes the randomized public key
E;/)k < RandPK(Ey, rr), runs S’ on E,/)k to get (Ecom, Pchall; Oresp), and reprograms
the random oracle so that H5Q|(EF’)|(7 Ecom, Msg) = ¢chanl and returns the signature
0 = (Qchall; Oresp)- Since the commitment curve has negligible min-entropy by
e.g. [3, Lem. 4.1], the random oracle reprogramming only incurs a negligible

additive loss in the distinguishing advantage. a

Remark 3. SQlsign signing requires the response isogeny to be uniformly random
among isogenies with the same codomain and bounded degree, a property not
preserved by pushforwards [3, Prob. 3]. The UTO oracle hides this technical issue;
while the proof in App. B addresses it explicitly.

From forgery to endomorphism. For SQIsign-RK, de-randomizing a forgery on
E")k does not directly de-randomize the commitment curve, whose endomorphism
ring is unknown at that point of the reduction. Thus, we prefer instead to rewind
the forger and extract directly a non-scalar endomorphism of the public curve.

25



For tightness, we use the Multi-Instance Reset Lemma (Lem. 2 in App. B)
from [43], a generalization of the Forking Lemma [10]. It runs the adversary
on N independent instances, here randomized public keys sampled statistically
close to the stationary distribution by Thm. 1. If the forger succeeds with
non-negligible probability, rewinding yields two accepting transcripts with non-
negligible probability.

Theorem 2. In the random-oracle, UTO, and FIDIO model, if Prob. 1 is hard,
then SQIsign-RK satisfies the signature unforgeability property (Def. 5).

Proof. We transform an adversary A against SQIlsign-RK unforgeability into an
adversary against Prob. 1 with input the curve Fy.

Let t4 be the running time and € 4 the success probability of A and ChSet
the codomain of the random oracle Hsqi. Let Nign be the upper bound on the
number of random-oracle queries performed by .A.

Simulation of the signing oracle. By Cor. 1, a simulator S” answers SQlsign-RK
signing queries using a UTO and a FIDIO. Game B forwards the input public
key Epk to A, answers signing queries with S, and returns A’s forgery. Since
the commitment has negligible min-entropy ([3, Lem. 4.1]) and the signatures
returned by S’ are statistically indistinguishable from honest signatures, we have
Adv® & Adv* and tz ~
Random oracle guessing. Game C takes Epk and a random string A € ChSet,
forwards Epk to B, and controls the random oracle as B does, except that one
random oracle query is guessed and reprogrammed to h. If B’s forgery is invalid
or does not use the guessed query, C outputs (0, L); otherwise it returns 1 and
the expanded forgery (Epk, Ecom), (Pchall; Oresp, r). Note that E’k and h uniquely
determine the challenge isogeny ¢cpali-

The running time is t¢ = tg. Since C makes no additional random oracle queries
and the guessed index is independent of E,x and B’s randomness, AdvC > AdvP /q.

Rewinding and endomorphism extraction. Apply Lem. 2 to C to obtain Rwd¢,
and proceed as in [43, Lem. 3.5]. For N > 1, define £ to run C through Rwd¢ on
N randomized public keys:

— For each i € [1, N], sample an isogeny walk 7; : Ey — Eéi) of degree d = ¢*
large enough that E (i) is statistically close to stationary by Thm. 1.
— Run Rwd¢ on E(l) : ,Eéf(v), obtaining either L or two valid SQlsign tran-

scripts (tr(D, tr(2)) with the same random oracle input.

If the output is not L, parse each transcript tr() as (E (2) Ecom) ((bcha” Ure5p7 r(i))

for i € {1,2}. Since the transcripts have the same random oracle input, they

( )

correspond to the same randomized curve E| Ep(k and to the same commit-

ment curve EC(O,)n = Ec(?,,)n, but they have dlfferent challenge isogenies gbcha" #+ gbgi;“.
The 2-special soundness of SQIsign then extracts a non-scalar endomorphism
of E;(kl) [8, Thm. 19]. By the correctness conditions on the randomness, we
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(
P

isogeny 7+ @ B — Eéf:) of degree d. Let 1 := ¢o7;«. The lollipop endomorphism
o/ =7noaonis anon-scalar endomorphism of E, thus solving Prob. 1. By
contradiction, assume that ¢ o a0 @ = [m], i.e. is a scalar endomorphism; this
would imply that m? = deg(y)? - deg(a). Hence ¢ o a = [m/ deg()]p, so a is
scalar, a contradiction.

By Lem. 2, the probability that * > 1 is at least

have an isogeny ¢ : E f:) — E;(kl) of degree d,.. Also, by definition we have an

1 (n\2
Ad RW“'C>(1— 1— Adv® ) 4
vz (1 (- A ) )
and the running time of Rwd¢ is trwd. =~ 2Ntc¢. Choosing N = (/—\dvc -
1/|ChSet|)~! gives 6AdVR" /tg,q. & AdvE /te, giving a tight reduction to Prob. 1.
O

5.4 Unlinkability

Unlinkability (Def. 7) asks whether an adversary can link a randomized public
key pk’ to the long-term public key pk, even after querying signatures on pk’.

SQISign-RK and PRISM-RK Recall that key randomization for SQIlsign-RK
and PRISM-RK in Fig. 5 is done via a randomizing isogeny ¢, of degree 2%cmp "rand
By the mixing properties of the f-isogeny graph, if d,, = 2%em""rnd ig Jarge enough,
the distribution of pk’ becomes independent of the long-term key pk, even if the
latter is adversarially chosen.

Proposition 6. Let the randomizing isogeny be of degree d, = 2%emeTrnd - [f
Ucmp * Trand > logp + 2X + 1og(Uemp - Trand), then SQlsign-RK and PRISM-RK
provide statistical unlinkability against unbounded adversaries (Def. 7).

Proof. After receiving (sko, pko,ski, pky), sample b < {0,1} and rr, set sk’ <
RandSK(sky, pky, rr) and pk’ < RandPK(pk,, rr), and send pk’ to the adversary.
Signing queries are answered using sk’; for an unbounded adversary, this oracle
adds no information since sk’ can be found by exhaustive search.

Let m; be the probability distribution of pk, output by the adversary. Let
i, be the distribution of pk; after k steps of the random walk given by ¢, a
uniformly generated cyclic isogeny of degree d,, = 2% '"rnd Under the degree
condition on k, Thm. 1 implies that dry (mk,s) < 27271 for both i = 0,1, so
both (m)f) are statistically indistinguishable from the stationary distribution
s on Ell,. This immediately implies that dpy (g, mor) < 2=, thus even for an
unbounded adversary A, we find AdvA < 92X, ad

unl =

Unlinkability of DeuringVUF. For DeuringVUF-RK, the public key includes
a curve and a basis of its IN-torsion, obtained by applying ¢, to a fixed basis on
the original public key, composed with a scalar multiplication. De-anonymization
is therefore a variant of the Decisional SIDH isogeny (DSIDH) problem [30]: for
a supersingular curve E and basis P, Q of E[N], distinguish
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1. (E',¢(P),9(Q)), where ¢ : E — E' is a uniformly random cyclic d-isogeny;
2. (E',P',Q"), where E’ is sampled from the stationary distribution and P’, Q’
is a random basis of its N-torsion, such that ex(P’, Q') = ex(P, Q)%.

When N is powersmooth and d < N, the SIDH attacks solve this problem
efficiently [52,46,16]. However, longer isogeny walks make the two distributions
indistinguishable by the mixing properties of the f-isogeny graph with full level
structure [31], generalizing Thm. 1.

Theorem 3. Let p, N, ! be distinct primes with £ a square mod N and N > 3,
k > 0 an integer and n € Z/NZ a square root of =% modulo N. Then, given any
supersingular elliptic curve E and basis P,Q of E[N], we have that:

— the distribution m, of (E',no(P),nd(Q)) for ¢ : E — E’ a random cyclic
isogeny of degree (*;

— the stationary distribution v of the set of curves and points of N-torsion
(E',P', Q") such that en(P',Q") = ex(P,Q), where ey is the Weil pairing;

have total variation distance at most

arv(v.m) <\ (k+1) )

Proof (sketch). This theorem applies the results of [21] and [48], once translated
to isogeny graphs with full level structure. The full proof is in App. A.2.

The main intuition is to use the spectral gap of the ¢-isogeny graph with full
level structure: a graph whose vertices are the triples (E’, P’, Q") such that E’ is
a supersingular elliptic curve and P’, Q' is a basis of E'[N], while edges are given
by (-isogenies ¢ : E' — E" such that ¢(P’) = P” and ¢(Q') = Q”. They are
extensively studied in [21], where the authors show that the adjacency operator
of this graph can be diagonalized and its eigenvalues can be bounded using the
theory of automorphic forms. They also show that the only obstruction to the
connectivity of the graph is given by the Weil pairing, so from the multiplicative
order k' of £ modulo N we can deduce that the graph has exactly (N — 1)/k’
connected components, with each having a k’-multipartite structure.

We remove these obstructions by including a multiplication by 7 in the
random walk, which is a bijection between each of the different multipartitions
of the graph. To account for this ad-hoc modification, we use the more versatile
functorial definitions and results from [48]. We also specialise our analysis to the
non-backtracking random walk, giving a recursive definition of the corresponding
adjacency operator and bounding its eigenvalues using the previous step and
classical techniques on Chebyshev polynomials.

We conclude using spectral gap to bound the total variation distance between
the distribution of the random walk and the stationary distribution. a

For ¢ = 2, Thm. 3 gives a concrete bound k > 2\ + logp + 3log N + log(k)
such that randomized public keys are statistically indistinguishable from random
ones, independently of the long-term public key. Using this bound we can claim:
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Corollary 2 (of Thm. 3). Let the randomizing isogeny be of degree d, =
2emp Trand - f e - Trand > 2 4 log p + 3log N + log(uemp - Trand) DeuringVUF-RK
satisfies unlinkability against unbounded adversaries (Def. 7).

Proof (Sketch). The proof is completely analogous to the proof of Prop. 6.
We emphasize that here it is crucial to consider a graph without obstructions.
Without the multiplication by 1 and the check in VerKey that the Weil pairing
of the input basis is correct, an adversary could easily link randomized public
keys by giving as input two public keys in two different multipartitions of the
graph, that can easily be distinguished with the Weil pairing.

6 Instantiation and implementation

We implemented SQIsign-RK, PRISM-RK and DeuringVUF-RK in Python/SageMath
on top of the most recent public implementation of SQIsign and PRISM'7 based
on the Qlapoti algorithm [12] to translate ideals into isogenies and the parameters
from [2, Ch. 5] and [5, Tab. 2] for all NIST security levels. To our knowledge,
this is the first implementation of DeuringVUF-RK in Python/SageMath. For the
latter, to satisfy the requirements of Alg. 2 for the Adapt algorithm, we selected
new parameters in App. A.3. We provide the code at

https://github.com/giacomoborin/isogeny swrk

In Tab. 4, we compare the key randomization procedures (RandPK, RandSK) to
the key generation in terms of execution time and the signature adaptation of
PRISM-RK (Adapt) to the signing procedure. We observe that the public key
randomization (RandPK) is relatively efficient, while the secret key randomization
(RandSK) is significantly slower. Indeed, while the computation of a (long) chain
of 2-isogenies (in dimension 1) in RandPK is fast in practice, the call to IsoToEnd
in RandSK involves several calls to the Qlapoti algorithm involving (2, 2)-isogeny
computations (in dimension 2), which cost more (see Appendix C). Similarly,
Adapt in PRISM-RK is around 15 times slower than the signing procedure, due to
the large number of pushforwards needed in Alg. 2 (resp. 9, 7, and 6 at NIST levels
I, IIT and V), that each require a (2, 2)-isogeny chain computation. To demonstrate
this, in Tab. 3 we count the number of 2-isogenies and (2, 2)-isogenies (which are
the dominant operations) involved in each procedure and NIST security level.
The implementation of DeuringVUF-RK is still very preliminary and significantly
slower than the other two schemes, as shown by the larger relative costs in
Tab. 4. This is mainly due to having to use a non-optimized IF,4 arithmetic:
several relevant subroutines like optimized basis sampling and z-only isogeny
computations are currently performed over Fps+ rather than on the twisted curve.
This implementation primarily shows the feasibility of the construction, and
could be significantly improved by optimising underlying subroutines over the
twisted curve. We leave this for future work. As for PRISM-RK, Adapt is greatly
affected by the number of pushforwards, which for this parameter set is 52.

' https://github.com/KULeuven-COSIC /sqisign_ prism_ v2
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Note that the number of pushforwards (for PRISM-RK given by r.nd =
[210g5(p)/Ucmp| With ucmp = f — a) in Adapt could greatly be reduced by in-
creasing the parameter f (i.e., the 2-valuation of p 4+ 1) and keeping a fixed, at
the expense of a slower F,2-arithmetic. This would be particularly beneficial for
DeuringVUF-RK, where the number of pushforwards greatly affects the running
time of adaption. We leave this for future work, since a proper selection of
parameters for DeuringVUF-RK would require first more optimised subroutines.

Table 3: Number of isogenies computed of each type for each NIST security level.
Parentheses indicate that they may vary slightly.

Security level NIST-I NIST-III NIST-V
Isogeny type 2 (2,2) 2 (2,2) 2 (2,2)
KeyGen - 248 - 376 - 500

Sign  (248)  (622)  (376)  (944)  (500)  (1253)
SQlsign-RK  Verify (248)  (126)  (376)  (192)  (500)  (253)

RandPK 496 - 752 - 1000
RandSK 496 496 752 752 1000 1000
KeyGen - 248 - 376 - 500
Sign - 248 - 376 - 500
Verify - 192 - 256 - 320
PRISM-RK RandPK 504 840 1080

RandSK 504 744 840 1128 1080 1500
Adapt 1008 1728 1680 1792 2160 1920

Table 4: Relative running times of SQlsign-RK, PRISM-RK, DeuringVUF-RK ad-
ditional features to update keys (RandPK, RandSK) and signatures (Adapt) for
each NIST security level. Results were obtained with Sage 10.8 using Python
3.13.7 on an Apple M3 Pro running MacOS Sonoma 14.3.

Scheme ‘ SQIsign-RK PRISM-RK DeuringVUF-RK
Security level | NIST-I NIST-III NIST-V |NIST-I NIST-III NIST-V|  NIST-I
RandPK/KeyGen| 0.41 0.39 0.40 0.93 0.91 0.91 10.94
RandSK/KeyGen | 2.51 2.28 2.27 4.99 6.54 7.78 15.96
Adapt/Sign - - - 17.01  16.585  15.62 88.92
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A Additional material for DeuringVUF-RK

A.1 Unforgeability of DeuringVUF-RK

Proposition 5. DeuringVUF-RK satisfies the signature unforgeability property
(Def. 5), assuming DeuringVUF satisfies EUF-CMA.

Proof (of Prop. 5). We define B as an adversary against Prob. 3 with oracle access
to both a FIXDIO and to an adversary Anus against G™f from Fig. 1. On input
Epk, B samples a random basis Py, Qpk of Epk[N] and forwards (Epk, Pk, Qpk)
t0 A as the long-term public key. Now, whenever A.¢ queries the Sign’ oracle
on (msg,rr), B proceeds as follows.

1. Query (r:s) < Hyyr(msg) and compute K = r Py + sQpk-

2. Query the FIXDIO on K to receive an N-isogeny o : Epx — Ey = Ep/(K).

3. If rr =1, return o to Apuf.

4. If rr #1, compute and return o’ < Adapt(msg, o, rr, Epy).
Then on output (msg®,rr®,c*) by Auws, B proceeds as follows:

1. Use rr® to compute (¢, £y, ) < Expand(Ep, rr®).

2. Compute the pullback 0* = [pyre]*0®.

3. Output (msg®, o).

We again show that the inputs that A,s receives are distributed equally
to G™Uf. First note both the public key curve in Prob. 3 as well as in G™f
are uniformly random over Ell,. In the latter this is achieved by using a large
enough prime power fj,ge during key generation as discussed in Sec. 3.4. Further,
B samples the basis Pk, Qpk uniformly at random, while in KeyGen, the secret
matrix Mg uniformizes the maps of the special points Py, Qo, rendering both
descriptions equivalent. Regarding signatures, it is easy to see that due to
the the deterministic nature of signing in DeuringVUF-RK, any signature is
uniquely determined by the parameters r and s. Thus, any fresh signature on
E,’)k or pushforward from Ep will result in the exact same signature with kernel
(rée (Pok) + 50 (Qpk)), making both perfectly indistinguishable.

Finally, due to the coprimality of N and d.., (msg®,o*) is a valid forgery on
Bk exactly if (msg®,rr®,0°®) is a valid signature on Ej and we find Advi) e =

B
AdVEUF.cmA- U
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A.2 Complete proof of Thm. 3

Theorem 3. Let p, N, { be distinct primes with { a square mod N and N > 3,
k > 0 an integer and n € Z/NZ a square root of {~* modulo N. Then, given any
supersingular elliptic curve E and basis P,Q of E[N], we have that:

— the distribution m, of (E',no(P),nd(Q)) for ¢ : E — E' a random cyclic
isogeny of degree £ ;

— the stationary distribution v of the set of curves and points of N-torsion
(E', P', Q") such that en(P',Q") = ex(P,Q), where ey is the Weil pairing;

have total variation distance at most

dTv(I/,’iTk) S \/T (k+ ].) . (5)

For our proof we fix the following notation, inspired from [48].

— Let ¢ € Z/NZ be the square root of £~! modulo N such that n = ¢*.

— Let SS¢(p) be the category of supersingular elliptic curves defined over I,
and /-isogenies between them, i.e. isogenies of degree a power of /.

— Given a set X we denote by L?(X) the space of complex functions over X
of finite L?-norm, i.e. the space of complex functions f such that || f||3 :=
ZwEX |f(.23)|2 < 0.

— Recall also that we fixed a supersingular elliptic curve E and a basis P, @
of F[N]. Then ey is the Weil pairing, i.e. a bilinear, non-degenerate and
alternating map from E[N] x E[N] to the group of N-th roots of unity.

Defining the isogeny graph with full level structure. We refer to [48] for the gen-
eral definitions and results about categories of elements. For our proof we consider
the functor

Fn : SSe(p) — Set
such that:

— For any supersingular elliptic curve E’ the set F(FE’) contains the pairs

(P, Q") where P’ Q' is a basis of E'[N] such that ey (P’, Q") = en(P, Q).

— Given any isogeny ¢ : E/ — E” of degree " the map Fn(¢) sends (P, Q') €

Fn(E') to (C"o(P'),¢("o(Q")) € Fn(E).

It is immediate to verify that Fy defines a category of elements El(Fy) in
the sense of [48, Def. 2.8]. Also, Fy is a functor with the (modN)-congruence
property ([48, Def. 3.7]). Namely, this means that given any supersingular elliptic
curve F and two endomorphisms ¢, 1) of degree a power of ¢ such that ¢ — ¢ €
N - End(E), then fN(¢) = ]:N(w)

We define the graph G associated to F according to [48, Def. 3.4].

— The vertices of G are the pairs (E, P, Q) where E is a supersingular elliptic
curve defined over F,> and P,Q is a basis of E[N] such that e(P,Q) =

G(P(), QO)
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— The edges of G are {"-isogenies acting on the vertices as ¢ composed with
multiplication by (.

In the graph there are at most %(N 2 —1)(N — 1) vertices, since for each
of the % supersingular elliptic curves we can consider all the basis given by a
change of basis of discriminant 1 (mod N). We also define as Aut(E, P, Q) the
group of automorphisms of the vertex (E, P, @), i.e. the group of automorphisms
a of E such that «(P) = P and «(Q) = Q. Note: even if (E, P, Q) is isomorphic to
(E, —P,—Q), still the multiplication by —1 is not an automorphism of (E, P, Q).
Spectral decomposition of G. Let Ay be the adjacency operator of the f-isogeny
graph G, mapping a vertex (E, P,Q) to the sum of its ¢-isogenous neighbors,
according to the edges defined above by the functor Fy. By [48, Thm. 3.10] we
have the following:

1. The adjacency operator is a normal operator on L?(G), i.e. it admits a spectral
decomposition.

2. The operator norm of A, on the subspace Lﬁeg of L?(G) given by the constant
functions over the subgraph G' of vertices connected by edges of degree
1mod N is £+ 1.

3. The operator norm of A, on the orthogonal complement L3(G) of Lﬁcg is at

most 2\/2

2

deg Of L*(G) is one dimensional.

Lemma 1. The subspace L

Proof (of Lem. 1). The lemma is a direct consequence of [48, Prop. 3.11]. To
prove this, we need to look at the action of G = (End(Ep)/N End(FE)y))* over
Fn(Ey), where Ey is the supersingular elliptic curve with j-invariant 1728, as
in [48, Prop. 3.11]. Since N is coprime with p, we have that End(Ep)/N End(E))
is isomorphic to GLy(Z/NZ) and Fn(Ep) is isomorphic to bases of Z/NZXZ/NZ
with fixed determinant. The action of G on Fn (Fj) is given by the multiplication
of GL3(Z/NZ) on the bases of Z/NZ x Z/NZ, composed with the division by
the determinant of the matrix.

It is then obvious that there is only one orbit for the action of G on Fn(Ejy)
and the stabilizer of any element is the group of scalar matrices, which has size
N — 1. We thus have that the graph G4ee contains only one vertex, thus the map
Deg : G — Gyeg is constant. Since, by [48, Prop. 3.11(6)] all functions in Lﬁcg
factor through Deg, we conclude that Lﬁeg is one dimensional.

Spectral gap for non-backtracking random walks. By the previous discussion, we
can already conclude that a random walk in G asymptotically converges to the
stationary distribution over the vertices of G. However, we can improve the
convergence rate by accounting for the non-backtracking condition, i.e. the fact
that we consider only cyclic isogenies, as done in [7].

Considering a random walk of length k and let A%®) be the adjacency matrix
of the graph of non-backtracking walks of length k. We compute A*) recursively
as follows:
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— after 1 step we have AV = A,.

— after 2 steps we have A = A2 — (¢ + 1), since we need to remove the
backtracking walks, which are exactly the ones that go from (E’, P', Q") to
(E",(p(P"),(p(Q")) and then back to (E', (2P’ ,¢%Q"). Note that at the
first step there are £ + 1 of them.

— after k > 2 steps we have A®) = 4,4~ — pA(k=2) This is because at the
k-th step we start from E’, P/, Q’, obtained after k — 1 steps, and we can
make any of the £ 4+ 1 possible steps, excluding the one that goes to one of
the ¢ previous vertices reached at the step k — 2, but multiplied by ¢¢2 =1
(mod N).

Note that the recursive definition of A®*) is the same as the one from [7, Thm.
11], [21, Prop. 1.12] and [4, Lem. 2.3], so we can estimate the operator norm of
A®) using the same recursive argument.

The normalization of A®) is given by P*) := A®) /(£ 4 1)¢k~1), that is
diagonalizable with real eigenvalues on the same eigenvectors as A, and eigenvalue
1on Lﬁeg. To bound the operator norm on L3(G) we can use, as in the proofs of [7,
Thm. 11], [4, Thm. 1.1] the property of Chebyshev polynomials in combination
with the operator norm bounds on A, on L3(G), which is at most 2v/7, to show
that the operator norm of P*) on L2(G) is at most

1 7 1 (L DE+(0—1)
ey (Ve v Je ) - S o

Bounding the distance. Let f € L?(G) be the trivial distribution equal to 1 on
E, P,Q and 0 elsewhere. We decompose f = fo + fi where fi € Lgeg and fo is
orthogonal to Lqee. To compute f; we use the operator F' from [48, App. A.2].
By Lem. 1 Lgeg is one dimensional, so F'f is the constant function and so the
stationary distribution of the random walk defined by A, is

1

mfl(E7PaQ):V' (7)

Instead, 7 is exactly the distribution obtained by applying P*) to the
trivial distribution f = fo + fi € L*(G). Let u be the measure defined by
p(z) = # Aut(z) for any vertex = of G. By the previous discussion, we can finally
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bound using the classical argument, the distance between v and 7 as follows:

=l =3 ﬁ v(z) — m(a)| (8)
zeg

—Z (136 PO fo(a) + PO fi(@) ~ v (9)

(By (7)) = Z,f ! ® fo(a)] (10)
z€G

(Cauchy-Schwarz) / HP(k)fO H (11)

(Bound in (6)) < \/@ “\/%L( D )Hflla_ \/:N?’/? ke,j; (12)

This concludes the proof of Thm. 3.

A.3 New parameter sets for DeuringVUF-RK

The parameters for DeuringVUF given in [44] are not compatible with the re-
quirements for Alg. 2 from Sec. 4.2, necessary to instantiate the Adapt algorithm.
Specifically, this is due to the fact that f = a = [log(N)], thus we need to
consider a slightly larger prime p such that f > a, for example the 272-bit prime
given by

p=0611-2%2_1
with N = (p — 1)/17694602046 given by
N = 255893511804611991997964586367829068761994890719409435889324626467241377

gives f = 262 and a = 238, thus f — a = 24 > 0. Note that N =1 (mod 8), thus
N satisfies the requirements from Sec. 4.4 for ¢ = 2. As for [44, § 4.2], the prime
p is chosen such that f = vo(p + 1) is large enough to allow for a sufficiently
large number of pushforwards in Alg. 2. We can select x = ¢ and a to compute
Ip, = (o, N)Oy as:

51497455903293526646713491426074043560281890837439343804446153041705776+7 .
According to the estimates from Cor. 2, we need to consider a random isogeny of
degree Ucmp - Trand = 1239. Since uemp = f — a = 24, we can select 7ang = 52 to

achieve this. The adjusting parameter from Fig. 8 is

1 = 166683626715128057543812295670232263166787066023722876928 .
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B Hint-based proof for SQlsign-RK unforgeability

We give now an alternative proof of the EUF-CMA security of SQlsign-RK to the
one given in Sec. 5.3, not relying on intereactive isogeny oracles, but instead on
the non-interactive hint-based framework of [3].

As for the proof of Thm. 2, it relies on the Multi-Instance Reset Lemma
from [43], that we recall here for the reader’s convenience.

Lemma 2 (Multi-Instance Reset Lemma, [43]). Let C be a randomized
algorithm that, on input a random instance I and a random element h of a finite
set H returns a bit b and a side output tr. Let acc be the probability that C outputs
1 and res the probability that Rwde outputs a mon-L value. Then, for any N > 1,

we have
N 2
res>[1— <1 —acc+ 1) (13)
- | H|

Also, if C runs in time t, then Rwde runs in time t' ~ 2Nt and there is
N < (acc — 1/|H|)~* such that:

acc 1 res

<6 14
t  tH|~ ot (14)

Rwde (I, -+, In):

1: for i =1to N do:

2: Sample h; & H and randomness pi for C;

get (b, try) < C(I;, hs) using ps;

:if 3F b =1 then

: for j=1to N do

L Sample b/ & H;
Get (b},tr}) < C(Lix, h}) using ps»;

if 35 : b} =1 and I« # I;» then

© | return (i, tri- trf);

return 1;

3
4
5
6:
7
8.
9
10:
Fig. 9: Multi-Instance Reset Rewinder

Note that equation (14) is implied by the proof of [43, Lem. 3.5], by choosing
N =(acc—1/|H|)"tor N =1.

Recall the following variant of Prob. 1 from [3] that additionally considers
isogeny hints.

Problem 4 (¢-hint-OneEnd,,, Problem 4 [3]). Given a curve E sampled from the
stationary distribution on the set of supersingular elliptic curves over Fp2, and ¢
hints Ay, ..., kg < HW find non scalar endomorphism in efficient representation.
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Hnif
1: Sample an integer d from a weighted distribution on the integers < 2/2p/m
where each integer n, with prime factorization n = Hle p;’, has weight
t e
Hi:1(pi + 1) ‘.
2: Sample an isogeny ¢1 : E — FEp uniformly among the (possibly non-cyclic)
isogenies from E of degree d.
3: Sample @3 : By — Ej of degree 2% —d, for a = [log(d)]. return h = (p1, p2).

HI™: (same as [3, Exp. 3])

1: Sample 1 : E — E; of degree dch.

2: Sample @3 : E1 — FE3 such that:

3:  a. )y is sampled from the stationary distribution on the set of supersingular

elliptic curves over IF2;
4: b. The conditional distribution of s given F is uniform over isogenies
from F; to E» of degree < 2,/2p/.

5: Write deg(p2) = 2"d’ with d’ odd.

6: Sample @3 : B2 — E3 of degree 2% — d’ for a = [log(d')];

7: return h = (p1, 2, p3).

RealHints(E, q):

1: for s=1to ¢1 do

2: Set p =1id, Es =FEif s=0

3: Sample ¢ : E — E; of degree d, if s >0

4: for t =1 to g2 do

5: L (1,02, 03) + HE,

6: hs,t < (951,92, ¢3)

7: return (hsvt)s,tE[O,ql]x[l,qg]
PushedHints(E, q1,q2):

1: for s=0to ¢1 do

2: Set g =id, Es=FEifs=0
3: Sample ¢ : E — E; of degree d,. if s >0
4: for t =1 to g2 do
5: Sample @1 : Es — Ecn of degree dep
6: B HET
7 (2, p3) < PushHint(E, h', p1 0 @) > See [8, Alg. 6]
8 hst < (¢, 91, 92, 3)
9: return (hsz)

s,t€[0,g1]x [1,q2]

Fig. 10: The hint distribution H4™ and H5™. Algorithms for the experiment in
Prob. 5, inspired by [3, Exp. 4].
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We refer to [3] for the definition of the hint distributions HY" and H5m.

The EUF-CMA security SQIsign in [3], reduces to the hardness of Prob. 4
and to an additional indistinguishability assumption between two distributions
of hints [3, Prob. 3]. The same hold for our scheme SQIsign-RK, with a slightly
different definition of the hint distributions and so of the indistinguishability
assumption.

Problem 5 ((q1,q2)-hint-dist). Let E be a curve sampled from the stationary dis-

tribution on the set of supersingular elliptic curves over Fy,> and (hs), , 10,11 % [1L,a2]

sampled with probability % all from RealHints(F, g1, ¢2) and with probability %
all from PushedHints(E, q1,¢2). Given E and the tuple, distinguish between the
two distributions.

Before giving the security proof, we highlight the main differences with the
results of [3] and the implications on the security reduction.

1. Because of the initial randomization step we need to consider additional hints,
precisely by a factor of @, the number of potential public key randomizations.
Even though we won’t need to actually provide them all to the adversary
we still need to consider them in the security reduction, since computing
pushforwards of hints would change their distribution. We consider this
inevitable for a non-interactive proof, since it reflects the fact that the
adversary may try to randomize the public key until a “good one” is obtained.
We don’t believe this to provide additional power to the adversary, given
that the randomized public keys will be statistically close to the stationary
distribution.

2. As noted also in Sec. 5.3, the scheme SQIsign-RK does not directly fit into
the framework of the Fiat-Shamir transform with hits from [3], thus we to
rely on the Multi-instance Reset Lemma from [3]. Since the lemmas requires
N independent instances of the problem, we need to increase by a factor N
the number of hints. We consider this to be an artifact of the proof due to
the needed rewinding step.

In any case, note that the security the number of hints is still polynomial
in the security parameter and, more importantly, at the current state of the
art it is not taken into account for the parameter selection of SQlsign, since no
attack is know that exploits the large degree isogeny hints. We conclude that
even in the hint framework the unforgeability of SQIsign-RK holds under the
same assumptions and parameters as the original SQlsign scheme.

Theorem 4. Let p be a prime = 1 (mod 4) and N be a positive integer. Let
A be a PPT adversary for the game G™ (Fig. 1) against the SQlsign-RK
scheme performing at most Qs signing queries, Qg random oracle queries to
Hsq and @, random oracle queries to Expand. In the random oracle model, if
(NQsQ,)-hint-OneEnd, (Prob. 4) and (Q,,Qs)-hint-dist (Prob. 5) are hard,
then A’s advantage is negligible.
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Proof. Let A be a PPT adversary for the game G™“f (Fig. 1) against the
SQIsign-RK scheme performing at most @, signing queries, Qg random ora-
cle queries to Hsq and @, random oracle queries to Expand. Let also Adv* be
adversary’s advantage in the unforgeability game.

We proceed by the following steps, mimicking the same proof given for Thm. 2
in Sec. 5.3.

— We first show how to simulate the queries to the signing oracle using the
HS™ distribution.

— Then we substitute the H$™ distribution with the H4f one.

— Then we perform a random oracle guessing and obtain an algorithm to use
as a subroutine for Lem. 2.

— Finally, we use the Multi-instance Reset Lemma to extract an endomorphism
from the forgery and solve Prob. 4.

Simulation of the signing oracle with H3™. For the first step we want to use the

simulator from [3, Lem. 4.6] for the simulation of the signing oracle, rendering
A to an intermediate adversary B. Given as input a curve Ey and a tuple of
hints, B forwards Eyx to A and simulates the oracles as follows. Let hs ¢ be Q,Qs
hints sampled from RealHints(Eyx, Q,, Q) and given to B as input. We handle
A’s queries as follows.

1. For Expand, on input Ex and randomness rr; never queried before we consider
s; > 0 so that hs, 1 = (&, ¢1,p2,3) has not been used before and we
reprogram Expand(Epk, rr;) to return the isogeny ¢ : Ey — E;/)k' We store
the pair (rr;, ¢) in a table Tg for future queries.

2. For Hsq we lazy sample the output of the random oracle and we keep track
of the queries.

3. For the signing queries, on input msg; and empty randomness L, we consider
the hint ho ¢, = (id, 1, P2, 3) never used before. Then we call the simulator
from [3, Lem. 4.6] on Epx with the hint (¢1, @2, ¢3) to get an undistiguishable
transcript com, chall, resp. We reprogram Hsqi(Epk, msg;, com) to return chall,
Since the commitment com hash negligible min-entropy ([3, Lem. 4.5]) Hsq
reprogramming fails with negligible probability. We return the corresponding
signature.

4. For the signing queries, on input msg; and randomness rr; = L, we consider
s; > 0 so that (rr;, s;) is in the table 7z. We consider the hint h,, ;, =
(¢, 1, P2, 3) never used before. Let E,’)k be the codomain of ¢. We call the
simulator from [3, Lem. 4.6] on Ej, with the hint (1,2, 3) and proceed
as in the previous case (Item 3).

By [3, Lem. 4.6] any PPT algorithm distinguishing the honest interaction with
G™f from the simulated one by B has negligible advantage, under the assumption
on the hardness of the endormorphism ring problem, implied by the hardness
of Prob. 4. Thus Adv® & Adv*, with Adv® being the advantage of B with input
hints from RealHints(Epk, ¢1, ¢2)-
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Substitution of HE™ with H4f. Now, as done in [3, Thm. 3], we can substitute
the input hints given to B, instead of being sampled from RealHints(E, ¢, g2),
are sampled from PushedHints(E, ¢1,¢2). Any PPT algorithm that can distin-
guish the two inputs with advantage Adv®* can be used to solve Prob. 5 with
the same advantage, thus Adv¥st is negligible under our assumptions. Thus,
Adv'® % Adv®, with Adv'’® being the advantage of B with input hints from
PushedHints(Epk, ¢1, ¢2)-

Random oracle guessing. We consider the intermediate game C, taking as input
the public key Epuk, @ - Qs hints from H;‘E"p'f and a random string h € ChSet. Addi-
tionally, C controls the random oracle. First, C computes PushedHints(Eyx, @, Qs)
using the input hints, then interacts with B as in the same Random oracle guessing
step in the proof of Thm. 2.

Namely:

1. C forwards Ep to B and reprograms the random oracle as B does.

2. C chooses a random random oracle query and reprograms it to be h.

3. When B outputs a forgery, C checks if the random oracle query used in
the forgery is the one reprogrammed to h and if it is a valid forgery, if
not it outputs 0 and 1. Otherwise, it returns 1 and the expanded forgery,
(EF/)k7 Ecom)7 (¢cha|l; Oresp) rr)~

Also, since C performs no more random oracle queries than B and the repro-
grammed index is chosen independently from Ep, and B randomness, AdvC % AdvP /Qm,
with Adv® being the probability that C outputs 1 and a valid forgery.

Rewinding and endomorphism extraction. For this last step, we proceed as in the
rewinding step of the proof of Thm. 2, using Lem. 2 to extract an endomorphism
from the forgery of B, thus solving Prob. 4. There is however a notable difference
with the generation of the N instances of the problem. In fact, for C the instance
is given not only by a supersingular elliptic curve, but also by a tuple of @, - Q
hints sampled from Hj‘gmf.

Thus the adversary £ providing N instances for the rewinding algorithm
Re need to take N - @, - Q, hints as input, and for each of the N instances to
generate:

— sample a long enough isogeny walk 7; : Epx — Eéik) of large enough degree d,
so that ES() is to the stationary distribution.

— take @, - Q)5 hints from H“E’L': and push them via 7; to get @, - Qs hints.
Since 7—[%’;‘{ is a pushable distribution by [3, Lem. 5.1] the resulting hints are

distributed as H”E”(i:-f).
pl
By the Multi-Instance Reset Lemma, the probability that ¢* > 1 is at least, thus
the probability Adv¢ that € solves Prob. 4 is at least

1\’
£ (4 c
AdvE > (1 (1 Adv +ChSet> ) (15)
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and the running time of £ is te ~ 2Ntc.

C Isogeny to endomorphism ring

In this section, we explain how to obtain a representation of the endomorphism
ring End(E’) when we are given (an efficient representation of) a smooth degree
isogeny ¢ : E — E’ and a representation of End(E). When the kernel ideal I,
of ¢ is known, we can directly apply [25, Alg. 8] (inspired from [38, Alg. 4]) to
obtain a Z-basis of End(E’) that we can evaluate on points of order coprime
with deg(y).

The problem then reduces to computing I, i.e., translating an isogeny into
an ideal. In our application, we will apply IsoToEnd on isogenies of degree 2°.
Recall that our base prime is of the form p = ¢2/ — 1. This means that, using
state-of-the-art techniques from [40], [1, Alg. 3.17] can only translate an isogeny
¢ : E — E’ of degree 2" < 2/ into an ideal (when End(FE) is known), by accessing
the 2/-torsion of E defined over F,2. However deg() = 2" is usually bigger than
27 so standard techniques do not apply.

Following up the approach from [38, Alg. 9] and [32, Alg. 7], we cut the
isogeny to translate into several pieces. Let us write ¢ := ¢, o--- 01, the isogeny
we want to translate with deg(yp;) = 2/ for 1 <i <r —1 and deg(p,) < 2f. Let
us denote by I; the ideal associated to ; for all 1 < < r.

The computation of I; is a direct application of [1, Alg. 3.17] to ¢1 : E — E>
and End(E). Now, from End(E) and ¢ : E — Es, we can compute End(FE>)
via [25, Alg. 8] (inspired from [38, Alg. 4]). In theory, we can then apply [,
Alg. 3.17] to @2 : E3 — E3 and End(FE>) to obtain I. However, in practice, the
representation of End(F5) obtained via [25, Alg. 8] is a Z-basis of endomorphisms
that can only be evaluated on torsion points of odd order (using the isogeny path
©1). But we need to evaluate the Z-basis at points of 2/-torsion to obtain I via
1, Alg. 3.17].

01 P2 or

E=FE " B, Es oo By ——FE.=F
~
wr—l

Fig. 11: Isogeny to ideal piecewise procedure.

To circumvent this difficulty, we use the Deuring correspondence (see Fig. 11).
We can find an equivalent ideal J; ~ I; of odd norm and translate it into an
isogeny i : E — Es using [8, Alg. 2]. Since deg(¢1) is odd, we can then compute
[1)1]* 2, or more exactly its kernel " (ker(p2)). We can then obtain [J1]*I2 from
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this data and [1, Alg. 3.17], and finally compute Iy = [J1]«[J1]*I2. A similar
approach applies to the following ideals I3,--- , .. We summarize the whole
procedure to compute I, in Alg. 3 which is also implemented in our proof of
concept SageMath implementation given as supplemental material.

Algorithm 3 Big degree IsoToldeal(p : E — E’,End(E))

Input: A 2"-isogeny ¢ : E — E’ and its domain endomorphism ring End(F).
Output: The ideal I associated to .

1:

11:
12:
13:
14:

Write ¢ := ¢, 0 -0 @1, where p; : E; — E;;1 has degree < 2° forall 1 <7 < r;
I, + IsoToldeal(¢1, End(E)) [1, Alg. 3.17];
Generate J1 ~ I of odd nrd(Ji);
11 < ldealTolsogeny(J1, E,End(E)) [8, Alg. 2J;
fori=2,...,r do
Let P; € E;[2°] be a generator of ker(p;);
Qi < Vi1 (P);
Compute (a representation of) [¢;—1]"p; with kernel (Q;);
[Ji—1]"I; < IsoToldeal([1);—1]" i, End(E)) [1, Alg. 3.17];
I < [Jical«[Jica]" L
if i <r —1 then

L Generate J; ~ (I1---I;) of odd nrd(J;);
B 1; < ldealTolsogeny(J;, E, End(E)) [8, Alg. 2];
return [, --- I,;
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