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Abstract. The problem of computing an isogeny of large prime degree
from a supersingular elliptic curve of unknown endomorphism ring is
assumed to be hard both for classical as well as quantum computers.
In this work, we first build a two-round identification protocol whose
security reduces to this problem. The challenge consists of a random large
prime ¢ and the prover simply replies with an efficient representation
of an isogeny of degree ¢ from its public key. Using the hash-and-sign
paradigm, we then derive a signature scheme with a very simple and
flexible signing procedure and prove its security in the standard model.
The most efficient variant of our signature schemes features a signing
which is 1.4x to 1.6x faster than the most recent implementaion of
SQIsign, whereas verification ranges from 1.2x slower to 1.01x faster
depending on the security level. The sizes of public key and signature are
comparable to existing schemes.
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This article is an extended version of [4] in which we additionally present two
variants of the PRISM signature: one that achieves strong unforgeability, and
another called salt-PRISM that allows for smaller parameters. We also com-
ment on the attack from [46]. We provide a C implementation of salt-PRISM
based on the round 2 NIST submission of SQIsign [1], and compare it to the
state-of-the-art implementations of isogeny-based signature schemes. Most
notably, at Level V, salt-PRISM is the fastest isogeny-based signature to
date.

PRISM stands for PRime degree 1Sogeny Mechanism



1 Introduction

Post-quantum cryptography aims to construct cryptographic protocols that are
secure against adversaries with access to both classical and quantum computers.
This field has recently gained interest from the community due to the increased
investment into quantum computing. Most notably, in 2016, NIST began an
effort to standardise post-quantum secure key encapsulation mechanisms (KEMs)
and digital signature schemes. This culminated in the standardisation of the
lattice-based KEM Kyber [15] and signature schemes Dilithium [28], Falcon [33],
and the hash-based signature SPHINCS+ [9]. NIST, however, is still seeking
alternative signature schemes for standardisation [49] due to the heavy reliance
on lattice-based assumptions, and the relatively large signature sizes compared
to pre-quantum alternatives.

Isogeny-based cryptography offers a promising answer to these problems.
For instance, the isogeny-based signature scheme SQIsign boasts the smallest
combined public key and signature size of any post-quantum alternative. It is
currently submitted to Round 2 of NIST’s alternate call for post-quantum secure
signature schemes [1]. The main disadvantage of SQIsign and isogeny-based
schemes in general is their inefficiency: signing and verification are orders of
magnitude slower than lattice-based alternatives. As such, a large portion of
research in isogenies has focused on optimizing the subroutines of SQIsign, see
for example [24,18]. Recently, impressive strides have been made in this regard by
exploiting the attacks on SIDH/SIKE [17,45,51]. Indeed, these attacks uncovered
a powerful tool: using higher-dimensional representations, we can efficiently
represent a one-dimensional isogeny of non-smooth degree by embedding it in a
higher-dimensional isogeny of smooth degree between products of elliptic curves.
The efficiency of the protocol depends on the embedding dimension of the isogenies
used in this representation.

The first variant of SQIsign that used the SIDH attacks constructively was
SQIsignHD [20], which relied on four-dimensional representations to obtain an
impressive speed-up in the signing time and even smaller signatures than SQIsign.
Verification, however, suffered from the heavy cost of computing four-dimensional
isogenies. A wave of new protocols — SQIsign2D-West [6], SQIsign2D-East [47]
and SQIPrime [29] — presented new variants of SQIsign making use of two-
dimensional representations. These two-dimensional variants of SQIsign achieve
signature sizes comparable to SQIsignHD, faster signing than SQIsign (though
slower than SQIsignHD), and verification faster than both. A refinement of
SQIsign2D-West is currently the official version of SQIsign submitted to the
Round 2 of NIST standardization [1]; from now on, when referring to just SQIsign,
we will mean this version.

Another drawback that affects all variants of SQIsign is their design complexity.
The intricate signature process complicates the description of the scheme, and
this reflects both in the security analysis and in the flexibility of the design.
The former issue leads to security proofs requiring specific ad-hoc oracles and
assumptions. The latter makes it hard to use these schemes as a building block
for more elaborated protocols. Despite its extremely compact signatures, after



several years since its initial publication, only a few advanced functionalities
based on SQIsign have been proposed; see, for example, [13,50].

High-dimensional isogenies were used in a different manner by Leroux in [44]
to introduce an efficient Verifiable Unpredictable Function (VUF), from which a
Verifiable Random Function and the first isogeny-based hash-and-sign signature
scheme can be derived. The function underlying Leroux’s construction computes
the codomain of an isogeny of given kernel, where the kernel has a fixed large
prime order. The security thus relies on the hardness of computing such a function
without the knowledge of the endomorphism ring of the domain curve.

Contributions. We present a new isogeny-based identification protocol, which
we transform into a signature scheme PRISM-sig via the hash-and-sign paradigm.
The security of both schemes relies on the fact that computing a large prime degree
isogeny from an elliptic curve E' is conjectured to be hard without knowledge of
the endomorphism ring of E. The identification protocol is very simple:

1. The prover samples a secret key ¢ : Fyg — FEy with corresponding public
key Evk-

2. A verifier challenges the prover with a large prime g.

3. The prover replies with a two-dimensional representation of a degree-g isogeny
from E.y.

The simplicity of the above protocol and the derived signature scheme, particularly
when compared to SQIsign and its variants, improves the flexibility of the scheme
itself and makes it easier to assess its security. In particular, we obtain an isogeny-
based signature scheme that is secure in the standard model. In view of the
simplicity, we also expect our construction to be a useful building block in other,
more advanced schemes.

Our contributions are summarized as follows:

— In Section 3, we construct a new efficient identification protocol, which we
call PRISM-id. Unlike other isogeny-based ID protocols, PRISM-id is not a
Y-protocol: this leads to smaller communication costs and more efficient
computations. After constructing an appropriate hash function, we obtain
a signature scheme (PRISM-sig) based on our identification protocol via the
hash-and-sign paradigm. The resulting signature scheme is simple, flexible,
compact, and efficient.

— In Section 4, we prove the security of both the identification scheme and
the signature scheme in the standard model, showing that their hardness is
linked to well-understood problems in isogeny-based cryptography. For the
signature scheme, we also prove security under a weaker assumption in the
random oracle model.

— In Section 5, we describe a variant of PRISM-sig, which we argue to be
strongly unforgeable under some mildly-stronger assumptions. Notably, our
variant achieves strong unforgeability while requiring only two-dimensional
signature isogenies.



— In Section 6, we present a modified version of protocol PRISM-sig in which
a random salt is added to the message before hashing. We call this variant
salt-PRISM. The use of a salt allows us to decrease the value of a needed for
our signatures, resulting in better efficiency without compromising security.

— In Section 7, we propose concrete parameters for our schemes for NIST Level
I, III, and V security, and we provide an optimized implementation in C
of salt-PRISM. We compare its efficiency and key/signature sizes with other
variants of SQIsign. We also compare PRISM-id, PRISM-sig, and salt-PRISM,
and observe that PRISM-id has a faster verification and much lower commu-
nication costs. The reason is that to instantiate a secure signature scheme
via the hash-and-sign paradigm we need to avoid hash collisions, forcing us
to select larger parameters for the signatures compared to PRISM-id.

Related work. Our construction shares strong conceptual similarities with
Leroux’s verifiable unique function (VUF) [44] as they both rely on the hardness
of computing large degree isogenies without the knowledge of the endomorphism
ring. The main difference lies in the degree of the response isogenies: in [44],
the isogenies have fixed degree, whereas in our case the degree is the challenge,
and it thus changes across executions. As a result, our choice of parameters
is less constrained, and our security is arguably better. Indeed, the response
isogeny has kernel defined over a field extension of exponential degree with
overwhelming probability (whereas in [44] the kernel is defined over a small field
extension), which provides us with additional security guarantees even if there
were breakthroughs in the computation of large prime degree isogenies.

Compared to SQIsign and its variants, our scheme is significantly simpler. Not
only does this simplicity make it easier to analyze and implement the protocol,
but it also leads to faster signing times. The signing procedure of salt-PRISM
requires computing fewer two-dimensional isogenies compared to all the SQIsign
variants, and no one-dimensional isogenies at all, leading to a 1.4x to 1.6x
speedup when compared to the sound 2 NIST submission of SQIsign. Thanks to
the addition of the salt, salt-PRISM allows for smaller parameters with respect
to PRISM-sig, and this has a positive impact on verification: when compared
with SQIsign, the verification time goes from 1.2x slower to 1.01x faster at
level V. The signature size is very compact, and is comparable with most other
isogeny-based protocols.
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2 Preliminaries

In this section, we recall some background knowledge about the Deuring corre-
spondence, computation of isogenies in dimension two and different variants of
the SQIsign protocol. We assume some familiarity with elliptic curves and their
isogenies, and refer the reader to [22,53] for more information. From this point
onwards p is a prime with p = 3 (mod 4) and Ell,, denotes the set of supersingular
elliptic curves defined over )2 up to isomorphism.

2.1 Quaternion algebras and the Deuring correspondence

We start by introducing quaternion algebras. A quaternion algebra over Q is a
division algebra defined by Q + Qi+ Qj +Qk, where i’ = a, j2=0,ij = —ji=k
for some a,b € Q*. We denote it by H(a,b). We say that H(a,b) is ramified at a
place v of Q if the extension of scalars H(a,b) ®g Q, is not isomorphic to the
algebra of 2 x 2 matrices over QQ,. Up to isomorphism, for a given prime p there
exists a unique quaternion algebra ramified exactly at p and co, which we denote

by Bp . Since we assume p = 3 mod 4, we can choose a basis such that i?=-1
and j2 = —p.

For a given element o = a + bi + ¢j + dk € B, . we define its conjugate
a = a—bi —c¢j — dk and its reduced norm nrd(«) := ad. A fractional ideal

in By is a Z-submodule of rank 4. An order O is a fractional ideal that is
also a subring. An order is mazimal if it is not properly contained in any other
order. Let I be a fractional ideal in By, ... We define the left order of I to be
Or(I) :={a € By o | ol C I}. We can similarly define the right order Og(I) of
a fractional ideal I, and I is called a connecting ideal for O (I) and Og(I). If
I is contained in its left order (or, equivalently, in its right order) then it is an
integral ideal, or just an ideal for short.

For a fractional ideal I, we denote its conjugate by I = {a | o € I}. The
reduced norm of an ideal I, denoted by nrd(I), is defined as the ged of the
reduced norms of the elements of I. For a maximal order O, any left O-ideal I
can be written as I = Oa + Onrd(I) for some « € I. Two ideals T and J are
equivalent if there exists 8 € B ., such that I = Jj3. We denote equivalence by
I ~ J. A more detailed discussion of quaternion algebras can be found in [58].

The Deuring Correspondence. Deuring [26] showed a categorical equivalence
between maximal orders in B, o and supersingular elliptic curves defined over
Fp2. This equivalence is known as the Deuring correspondence. Under this corre-
spondence, to each maximal order O of B, o, we can associate a supersingular
elliptic curve E over F,> such that End(E) = O. An isogeny ¢ : E1 — E»



corresponds to an ideal I,, where Or(I,) = End(E;) and Og(I,) = End(Es).
Moreover, deg(y) = nrd(I,).

FExample 1. Since p = 3 mod 4, the elliptic curve Ey : y? = 2> + z defined over
[F,2 is supersingular. We can define endomorphisms ¢ : (z,y) — (—z,v/—1y) and
7 (x,y) = (2P, y?) of Ey, where v/—1 is a fixed square root of —1 in F,2. We
have the following isomorphism of rings:
ci+j 14k

O() =7 <1,Z7 Tj7 T

a+bi+cj+dk— a+ b+ cm+ dum.

> — End(E),

Throughout the paper, we will always denote by Ey the curve y? = 3 + z.

Pushforward Isogenies and Ideals. Consider an isogeny ¢1 : E — F; and
a separable isogeny o : E — Es of degree coprime to deg(y1). We denote by
[p1]«p2 : 1 — E’ the pushforward isogeny of 2 under ¢, i.e., the separable
isogeny such that ker([p1].«p2) = ¢1(ker(p2)); see Figure 1.
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Fig. 1. Pushforward isogeny of 2 under ¢;.

Under the Deuring correspondence, we can define the pushforward of I,
under I, as the left ideal of Or(I,,) corresponding to the isogeny [p1]+p2, and
we denote it by [I,,]«],,. By [23, Lemma 3| it can be computed as

1 _
[LPJ*LM = mlvl (Iw N Isoz)- (1)

We summarize the Deuring correspondence in Table 1.

2.2 Kani’s Lemma

Kani’s Lemma [40] gives a criterion to compute isogenies of dimension one using
isogenies of dimension two. It was at the heart of the recent SIDH attacks
[17,45,51], but it quickly turned into a powerful building block for isogeny-based
protocols. We will extensively use it in this work. Our formulation follows [45].

Theorem 1 (Kani). Let d1,ds and N be pairwise coprime integers such that
N = dy + ds, and let Ey, Fq, FEo, and E5 be elliptic curves connected by the
following diagram of isogenies:



Supersingular elliptic curves Quaternions

Supersingular j-invariants j(E) € F2 Maximal orders O = End(F) in By,

(up to Galois conjugacy) (up to isomorphism)

(E1,p) with ¢ : E — F4 I, integral left O-ideal and right O;-ideal
0 € End(E) Principal ideal 08

deg(y) nrd(7y)

¢ I,

p:E— Fi,¢: E— E; Equivalent ideals I, ~ Iy

Top: E— FEi — Es Irop =1, I

Table 1. The Deuring correspondence, a summary given in [24].
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such that deg(p1) = deg(v1) = d1, deg(p2) = deg(v2) = d2 and wa0p1 = 11 01)s.
Then the map
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is an isogeny of (principally polarized) abelian varieties with kernel

Z Z

ker(®) = {(Zi(P), ¢2(P)) | P € B[N} = - x ~—.

Assuming that N is powersmooth, or N is smooth and all N-torsion points are
rational, the isogeny @ can be efficiently evaluated at any point on Egy x FEj.
For example, if N = 2% for some a > 1 then one can use the algorithms given
in [21]. In this case, the generators of the kernel defining ¢ encode an efficient
two-dimensional representation of ;.

2.3 Ideal To Isogeny Translation

Translating ideals into the corresponding isogenies under the Deuring correspon-
dence is a fundamental task in isogeny-based cryptography. A first breakthrough
was made in 2014 by Kohel, Lauter, Petit and Tignol [41], who introduced the
KLPT algorithm that was at the heart of the first version of the SQIsign protocol.
The KLPT algorithm can be turned into a polynomial-time method for converting
ideals to isogenies, but this is usually inefficient in practice, due to the large
degree of the auxiliary isogeny appearing in the process, whose kernel elements are



in general defined over large field extensions only. Recently, higher dimensional
isogenies gave a new algorithmic tool for converting ideals to isogenies. In partic-
ular, the Round 2 version of SQIsign is based on the IdealTolsogeny algorithm
introduced in SQIsign2D-West [6]. This algorithm can efficiently translate any
left Op-ideal, where Oy = End(Ey), to the corresponding isogeny originating at
Ey when working over F» with p = f2° — 1, for some small odd f > 0. This
algorithm was later improved by the development of the Qlapoti algorithm [14],
used as a subroutine in ldealTolsogeny. In this work, we use this variant of the
IdealTolsogeny algorithm, which we sketch below.

Let I be a left Op-ideal, which we assume being of smallest norm within
its equivalence class, and let n = nrd(I). The goal is to find two ideals I, I
equivalent to I, such that

nrd(lh) + nrd(I) = 2°

where e is (smaller than) the 2-valuation of p. Since Iy, I must be equivalent to
I, there will exist 8y € I for k = 1,2 such that I, = I;/n. The above equation
can thus be written in terms of the (3; as

nrd(f1) + nrd(B2) = 2° - n. (2)

By writing I = (n,«a) for some « of relatively small norm, §; is written
explicitly as v; - n + «, where v; € Z[i]. The norm equation is then spelled out
completely, and solved in two steps. In the first step, a solution is found mod n;
a lattice reduction ensures that the solution is small. In the second step, this
small solution is put back in the original equation, which can now be expressed
as a sum-of-squares problem and solved using Cornacchia’s algorithm.

Once the two elements 81, 82 (and in turn the ideals Iy, I) are found, the
ideal I is recovered using 2-dimensional isogenies in a very similar way to the
original IdealTolsogeny algorithm.

2.4 Identification Protocols and Digital Signatures

Identification protocols and digital signatures are basic cryptographic building
blocks that share some similarities, for example a digital signature scheme implies
an identification protocol (see [55, Section 10.3]), but have important differences
in their definition and security notions.

Definition 1 (Definition 18.1 [12]). An identification protocol is a triple of
probabilistic polynomial-time algorithms (KeyGen, Pvr, Vrf) such that:

— (vk, sk) < KeyGen(1%), is a probabilistic key generation algorithm, that takes
as input a security parameter X\, and outputs a pair (vk,sk), where vk is called
the verification key and sk is called the secret key;

— Pvr(sk), is an interactive protocol algorithm, called the prover, that takes as
input the secret key sk;



— accept/reject < Vrf(vk) is a probabilistic interactive protocol algorithm, called
the verifier, that takes as input the verification key vk and outputs accept or
reject.

We model the interaction with the following notation: output < Vrf(vk) = Pvr(sk).

We say that the identification scheme is correct if Vrf outputs accept with
probability 1 over the choice of (vk,sk) < KeyGen(1*) and over the randomness
in the involved algorithms, i.e., if

Pr[accept + Vrf(vk) = Pvr(sk)] = 1.

We consider security against active attacks following Boneh and Shoup [12,
Definition 18.8].

Definition 2 ([12]). Consider the following three phase impersonator game for
an adversary A:

— Setup: a key pair (vk,sk) < KeyGen(1*) is generated and the adversary A
receives vk;

— Probing: the adversary A can interact multiple times with an honest prover
Pvr(sk) and store the interaction outputs in a state st:

st «+ A(vk, st) = Pvr(sk);

— Impersonation: the adversary A(vk,st) interacts with an honest verifier
Vrf(vk):
output 4 < Vrf(vk) = A(vk,st).

The adversary wins if the verifier accepts, i.e., output 4, = accept.

An identification protocol is secure against active attacks if for any PPT adversary
A playing the impersonator game it is not able to authenticate with non-negligible
probability, i.e., Pr[output 4 = accept] = negl(}).

A particular class of identification protocols are X-protocols. These are three-
round interactive protocols usually referred to as the commitment, challenge
and response phase, represented by a transcript (com, chall, resp). An example
of a Y-protocol is the identification protocol underlying SQIsign, that we recall
in Section 2.5. Due to the Fiat—Shamir transform [32], secure X-protocols can
be efficiently transformed into secure signature schemes. Thus, many signature
schemes, such as SQIsign, are constructed in this manner.

Definition 3. A digital signature scheme consists of three probabilistic polynomial-
time algorithms (KeyGen, Sign, Vrf) such that:

— (vk,sk) « KeyGen(1*): on input a security parameter X\, the key generation
algorithm outputs a pair of verification and signing keys (vk,sk);

— o « Sign(sk, msg): on input a signing key sk and a message msg, the signing
algorithm outputs a signature o;



— accept/reject « Vrf(vk,msg,o): on input a verification key vk, a message
msg and a signature o, the verification algorithm outputs accept or reject.

A signature scheme is correct if, given (vk,sk) < KeyGen(1?), for any message
msg and signature o < Sign(sk, msg) a run of Verify(vk, msg, o) outputs accept
with probability 1.

Definition 4. Let ATKe {EUF, SUF}. A digital signature is secure in the ATK-
CMA model if for any PPT adversary A playing the game from Figure 2, it
holds

AdvATEOMA (N) = Pr [GATK(A) = 1] = negl(\). (3)

GATK(A): Sign’(msg):

1: (vk,sk) < KeyGen(1?) 1: o « Sign(sk, msg)

2 M0 2: M+ MU {(msg,0)}
3: (msg*,0") « ASiE (yk) 3: return o

4: if ATK = EUF then

5: ‘ assert (msg*,-) ¢ M

6: else

7: | assert (msg*,0*) ¢ M

8: assert Vrf(vk, msg*, o) = accept

9: return 1

Fig. 2. Security game for the EUF-CMA (SUF-CMA) property

2.5 SQIsign and its variants

SQIsign [23] is a signature scheme derived from an isogeny-based X-protocol. It
is represented by the following diagram:

wcom
EO — Ecom

tﬁsk W‘ (4)

Oresp
B Echall

Here, ¢« is the secret key with corresponding verification key Eyx, Fcom is the
commitment, and ¢gpay is the challenge. As the prover knows the secret isogeny
¢sk, they have knowledge of the endomorphism ring of F,x. In this way, the
prover is the only party capable of producing a valid response oyesp connecting
FE\x to the challenge curve FEcha. To construct the response isogeny, the prover
finds the ideal I corresponding to the composition @chall © Yeom © Gsk, then it finds

10



an equivalent ideal J not factoring through the secret key ¢s, and translates
J to its corresponding isogeny oyesp. In the original SQIsign protocol [23] this
is done with (a variant of) the KLPT algorithm, that finds J of smooth norm.
Instead, in the subsequent higher-dimensional variants [6,29,20,47], they can pose
milder restrictions on nrd(J) and use Kani’s Lemma (Section 2.2) to represent
the isogeny.

High Degree Oracles and HVZK property. To show that a Y-protocol
satisfies the Honest-Verifier Zero Knowledge property we need to show how to
simulate a valid transcript (com, chall, resp) in polynomial time, without access
to the secret key. The natural simulation strategy for the X-protocol underlying
SQIsign in (4) is to first generate at random Oresp : Fuk — Fchall, then ¢chan :
Echan — E',10 and finally define Eeom := E'.

In the original SQIsign identification protocol both the challenge isogeny
¢chall and the response isogeny oresp have smooth degree, thus they can efficiently
be sampled to simulate a transcript, though arguing the indistinguishability
of the transcript requires an ad-hoc assumption. This is not true for the high-
dimensional variants: the response isogeny oresp has a larger non-smooth degree
that can be efficiently represented via high-dimensional isogenies to allow the
verifier to compute it. However, this representation cannot be provided without
the knowledge of the endomorphism ring of the public curve E,x. To overcome
this problem, all the security proofs of the higher-dimensional variants rely
on auxiliary oracles that provide efficient representations of uniformly random
non-smooth degree isogenies. These oracles can be characterized as providing:

isogenies of a fixed degree given as input, FIDIO [6, Definition 23] and AIO

[29, Definition 4];

— isogenies of a random degree satisfying specific conditions, like RUGDIO |20,
Definition 20] and RUNDIO [47, Definition 2];

— uniformly random isogenies of uniformly random bounded degree, like RADIO
[20, Definition 41] and UTO [6, Definition 21];

— efficient representation of isogenies given their non-smooth kernel, like FIX-

DIO [44, Definition 4], RUCODIO [29, Definition 3] and RUCGDIO |29,

Definition 2].

Though these oracles vary in flavor, they are all needed for the same core reason:
to the best of our knowledge, there are no efficient algorithms to compute large
prime degree isogenies without leveraging the knowledge of the endomorphism
ring of the domain curve.

Although, we do not know how to construct any of these oracles in polynomial
time, it is conjectured that a bounded number of queries do not provide any
help in compromising the security of the schemes, e.g., by recovering non-trivial
endomorphisms. This was first argued in [20, Section 5.3].

10 The order of computing ¢chal and oresp may be inverted in some variants, but the
simulation strategies rely on the same machinery.

11



3 Identification Protocol and Digital Signature Scheme

In this section, we present a new identification scheme built from the conjectured
hardness of constructing large prime degree isogenies from F, without knowledge
of the endomorphism ring End(FE). After constructing an appropriate hash
function, this identification protocol can easily be transformed into a simple
signature scheme, built from the same subroutines. We can view this last scheme
as a hash-and-sign-like signature where the trapdoor one-way function consists
of computing a large prime degree isogeny with domain FE,y. The trapdoor one-
way function is the degree map applied to isogenies of large prime degree with
domain FEy. Indeed, given an isogeny, its degree can be efficiently recovered by
anyone; however, inverting the trapdoor consists of sampling a large prime degree
isogeny, a task considered to be hard without access to the endomorphism ring
of Evk~

3.1 Identification Protocol

The core idea behind our identification protocol is that computing isogenies of
large prime degree from a random elliptic curve with unknown endomorphism
ring is believed to be hard. Indeed, the best known algorithm for computing an
isogeny of prime degree ¢ runs in O(q?) (see Section 4.4). However, this task
significantly simplifies with knowledge of the endomorphism ring of the domain
elliptic curve. From these two observations, we can now construct an identification
scheme: a party can prove knowledge of the endomorphism ring of a given curve
E,« by publishing an isogeny of large prime degree ¢ : E — E’. To instantiate
the protocol we fix a base prime p = 3 mod 4 and an integer a such that we
have F,2-rational 2%-torsion on any supersingular elliptic curve on F,2 (when
working with models having (p + 1)? rational points). For the same number a, we
define Primes, to be the set of primes of exactly a bits, i.e., primes ¢ such that
201 < g < 29,

The identification scheme, referred to as PRISM-id and depicted in Figure 3, relies
on the following subroutines:

— ¢ « Genlsogeny(F, ¢, q): on input a supersingular elliptic curve E, an isogeny
¢ : Ey — F (that gives access to the endomorphism ring of E) and a prime ¢,
returns an efficient representation of a cyclic isogeny ¢ : E — E’ of degree
q(2* — q); furthermore, ¢ is uniformly distributed among all cyclic isogenies
of degree ¢(2% — ¢) from E.

— accept/reject < Verlsogeny(y, E, ¢): on input an efficient representation of
an isogeny ¢ : E — E’, checks whether it has degree ¢(2% — q).

Security. The security of these protocols rests on the following assumption: given
many isogenies ¢; : E — E; of degree ¢;(2* — ¢;) with ¢; an a-bit prime number,
the verifier does not learn any information about the endomorphism ring of E.
This assumption is plausible as there are already efficient ways to compute large
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Prover Verifier
sk = ¢sk vk = Evk

<L Sample ¢ € Primes,

<+ Genlsogeny(vk, sk, q)
N
if Verlsogeny(¢, Ew, q)
return accept

Fig. 3. PRISM-id identification scheme.

(vet smooth) degree isogenies from a given curve, regardless of any knowledge
of the endomorphism ring. Moreover, because Primes, is defined as the set of
primes having a bits exactly, the cofactor 2* — ¢ cannot be another a-bit prime,
so seeing isogenies of degrees corresponding to q1,...,q, € Primes, does not help
to respond to a degree ¢,11 that has not been queried before. The security of
the schemes and the underlying assumptions are discussed in greater detail in
Section 4.

Remark 1. The degree of the isogeny ¢ has the form ¢(2% — ¢) so that ¢ can
be represented in two dimensions (rather than four) by using Kani’s lemma,
which results in a more efficient protocol. The verification procedure thus involves
computing a two-dimensional isogeny, which is significantly more efficient than
the analogous computation in dimension four.

For a slightly different perspective, write the response isogeny ¢ as the
composition ¢ = ¢aa_4 0 ¢4, Where deg ¢aa_, = 2% — ¢ and degg, = g. The
isogeny ¢, can be interpreted as the “real” response isogeny, whereas ¢g._, is just
an auxiliary isogeny that is needed to obtain a two-dimensional representation.

It is also possible to instantiate PRISM with higher-dimensional isogenies,
which would eliminate the need for an auxiliary isogeny and would lead to an even
more compact protocol (four-dimensional representations require smaller-order
torsion points), but would also come at the cost of a much slower verification
procedure (extrapolating from the software given in [54], four-dimensional isoge-
nies in SQIsign-HD verification are roughly 7 times slower than our verification
for similar parameter sets).

3.2 Signature scheme

If we also have access to a collision resistant hash function on the set of large
primes Hprime : {0,1}* — Primes, we can define a digital signature, called
PRISM-sig, using the same building blocks of the identification protocol based on
the well-known hash-and-sign paradigm in which we hash a given message to a set
of suitable prime degrees, and give an isogeny of that degree as its signature. This
is explained in Figure 4. We highlight the simplicity of this scheme: it directly
reduces to hard problems in isogeny computation, simplifying its analysis in
terms of both efficiency and security.
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Signer Verifier
sk = ¢sk vk = Evk

q 4= Horime (Eu||msg)
o < Genlsogeny(vk, sk, q)
msg,o
q 4= Horime (Evi|[msg)
if Verlsogeny(o, Ew, q)
return accept

Fig. 4. PRISM-sig signature scheme.

In Section 3.3 we carefully define the necessary subroutines for the two
schemes.

3.3 Subroutines based on ldealTolsogeny

In the previous sections, we introduced our constructions for an identification
protocol and signature scheme. However, we did not specify how key generation
or the subroutines Genlsogeny and Verlsogeny are constructed. For the signature
scheme, we also need to specify the hash function Hpime. We present here our
main construction, which relies on the IdealTolsogeny algorithm introduced in
Section 2.3. We note however that alternative choices are possible thanks to the
high modularity of our schemes (see e.g. the appendix of the original paper [5]).

In what follows, we fix p = f2° — 1 for some small integer f > 0. This choice
is motivated by the need to access rational 2¢-torsion during the ldealTolsogeny
algorithm. Let Ey : y? = 23 + = be the supersingular curve with j-invariant 1728,
and fix a basis Py, Qo of Eo(F,2)[2%], for some a < e.

Key generation. The key generation procedure is performed by the algorithm
KeyGen [1, Algorithm 4.1], with the only difference of IdealTolsogeny using Qlapoti
as the main subroutine. On input the security parameter A, KeyGen outputs the
public and secret key pair (vk,sk) as follows. First, sample a random ideal Iy of
random prime norm Ng, such that the distribution of ¢g is statistically close to
uniform. Use IdealTolsogeny to compute the isogeny ¢s : Eg — Eyk corresponding
to the ideal I. Then use the algorithm TorsionBasisToHint [1, Algorithm 2.1]
to deterministically compute generators Py, Quk of Ey(IF,2)[2%] together with
a hint hinty. Finally, compute the matrix Mg sending (dek(Fo), ¢sk(@o) into
(Pyk, Quk), i.e. the matrix mod 2% given by

My = mi1 mi2
® Ma1 Moo

such that Py = [m11]os(Po)+[mi2]dsk(Qo) and Quk = [ma1]dsk (Po)+[ma2]dsk (Qo).
The public key is set to be (E, hintyk), and the secret key is (Eyk, hintyk, Tsk, Msk)-
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Isogeny Generation. The algorithm Genlsogeny(vk, sk, ¢), given in Algorithm 1,
is constructed as follows. Parse vk as (E, hintyk) and sk as (Ey, hintyk, Tsk, Msk)-
From hint,x the deterministic basis (P, Quk) is computed. As the endomorphism
ring of Ejy is known (see Example 1), via the secret isogeny ¢s : Ey — Ew we
have knowledge of the endomorphism ring of E,x. We can use this to generate
an isogeny o : Ey — Egg of degree ¢(2% — g). More precisely, we compute a
two-dimensional representation of the isogeny o : Ey — Esg, consisting of the
codomain curve Egg and the image of the basis (P, Quk) of Ey[2%] through o.
The first step is to generate an Op-ideal Ichay of norm ¢(2* — ¢). This is
done using the RandomldealGivenNorm algorithm [1, Algorithm 3.10]. Since (with
overwelming probability) Iy and Icman have coprime norm, we can compute the
pushforward of I,ay through the secret ideal Ig, using Equation (1):

Iy = [Is)sIchan = Nilsk(lsk N Lehan)-
sk
From this, we see that the ideal corresponding to the isogeny ¢ = 0 o ¢ : Ey —
Egg is given by I = Igl, = I N Ichan. Using ldealTolsogeny we can obtain a
representation of ¢ and compute the images ¢(Py), p(Qo). Finally, we obtain a
two-dimensional representation of o as follows. For P € E[2%] we have

L (podm)(P).

o(P) = N

From the definition of M we see that
1 —~
N7¢Sk(PVk) = [m11] Py + [m12]Qo.
sk

and hence o(P) = [m1]e(Po) + [m12]e(Qo); similarly, o(Q) = [ma1]e(Po) +
[m22]©(Qo). The kernel of the two-dimensional isogeny embedding o is now given
by

(([a)Pu; o (P)), (1] Qui: (@) = (P, [47 0 (P)), (Qui, [~ 1o (@)

The second representation can be obtained with the same amount of point
multiplications (it is enough to multiply the m;; by q~') and makes verification
easier; we thus return (Egg, Psg = [¢7 o (P), Qsig = [0 (Q)).

Remark 2. The RandomldealGivenNorm algorithm outputs a uniformly random
primitive ideal, therefore the output of Genlsogeny is a uniformly random cyclic
isogeny of degree (2% — ¢) from E..

Remark 3. There are different choices to encode the data defining the response
iso, and consequently the output of Algorithm 1. The one above is the simplest
one, and hence better for exposition. Other possibilities, more oriented towards
efficiency and compactness and depending on the parameters, are discussed in
Section 7.2.
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Algorithm 1 Genlsogeny(vk, sk, q)

Input: Secret key sk = (Fu, hinty, I, Ms) and public key vk = (F\x, hinty), and prime
number ¢ € (2°71,2).

Output: A two-dimensional representation of o : Eyw — Esig of degree ¢(2% — ¢).
N < q(2* —q);

Ichan < RandomldealGivenNorm (Og, N);

I+ IqN Ichall;

¢ < ldealTolsogeny(1);

Set Esg as the codomain of ¢;

t=¢ ! mod 2°

Pig = [t - mu]p(Po) + [t - ma2]e(Qo);

Qsig = [t - m21]p(Po) + [t - m22]p(Qo);

return (Esg, Piig, Qsig)

Verification. We now define the verification algorithm Verlsogeny(iso, Fy, q).
Parse the input iso as (Esyg, Psig, Qsig) Where Pgg = [¢7!o(P) and Qsg =
[¢71o(Q). We recall that Ey[2%] = (P, Qw). We have to check that these
points interpolate an isogeny o : Ey — Esg of degree ¢(2* — q).

Write o0 = @4 0 g = g © g, where deg(1q) = deg(p,) = ¢, and deg(vy) =
deg(pq) = 2% — q. We can then factor o using the commuting square

This is a (g, 2* — ¢)-isogeny diamond, and therefore, by Kani’s Lemma, the isogeny

. By X Esig — FE1 X Fy

b = ( ¥q @éq’>7
—Pq Pq

is a (27, 2%)-isogeny between these products of elliptic curves, viewed with their
product polarisation. Furthermore, the kernel of @ is given by

ker(®) = {([¢] P, o(P))|P € Ew[2"]} = (P, Peig), (Qui, Qsig)) -

which is given to the verifier. They can therefore compute @ to verify that
(Psig, Qsig) interpolates the isogeny o. To verify the degrees, we first compute
(P',_) == ®((Px,0)) and (Q’',_) := P((Qwk,0)). Observe that if (Esg, Psig, Qsig)
is a valid isogeny, we have

€9a (Pl7 QI) = €2a (ka; ka)n7

where n € {¢q,2* — g} and eq. is the 2%-Weil pairing. Therefore, we can simply
compute ey = eaa (P, Quk) and e’ = esa (P’ Q) and check whether e, = (e’)?
or ¢/ = (ew)?.

given by the matrix
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Hashing in Primes,. For our signature scheme, we need to define the hash
function Hprime that hashes into the set Primes,. To construct Hpyime We consider
any cryptographic hash function H, o : {0,1}* — [0,272), composed with
h+ 2971 4+ 2h+1 (prepending and appending a bit 1 to the binary expansion) to
end up with an odd integer in the interval (2¢71,29). Given E, and msg we define
Hprime (Eyk||msg) by repeatedly computing 2971 + 2H,_»(Eyk|/msg||counter) + 1
for increasing values of counter until we hit a prime number. This requires on
average 292 /#tPrimes, ~ aIn(2)/2 repetitions.

Notice that each step in the hash Hyime evaluation requires performing a
primality test [3], which has a quadratic cost in the bit length a.

Remark 4. A slightly faster choice for Hpyime would be to first hash to a 2 bits
odd integer and then increase it sequentially until we reach a prime. However, this
would introduce a bias towards primes associated to long intervals of non-prime
integers, and we therefore avoid this option.

Remark 5. The value of counter can be provided to the verifier in Figure 4 at
a minimal cost, its expected size being about loga bits, to save time during
verification. However in this case a bit of care is needed, since different counters
may lead to different primes. First of all, a verifier receiving a fixed counter
that does not result in a prime hash should reject to prevent a sort of signature
malleability (a valid signature with counter — 1 would also be valid). An upper
bound on counter should also be set to prevent an attacker to arbitrarily try many
different primes for the same signature. For similar reasons, the concatenation
inside H must ensure proper domain separation.

4 Security

In this section, we prove that both the identification protocol and the signature
scheme are deeply connected to the hardness of evaluating large prime degree
isogenies, a well understood problem in isogeny-based cryptography.

4.1 Key Recovery

First, note that the key recovery problem for both our constructions is simply
the standard Supersingular Endomorphism Ring Problem, given below.

Problem 1 (Supersingular Endomorphism Ring Problem). Given a supersingular
elliptic curve E defined over F 2, find four (efficient representations of) endomor-
phisms which generate the ring End(E).

Both the signing and the identification procedure result in revealing isogenies
of large prime degree. These are hard to compute without the knowledge of the
endomorphism ring. Moreover, it is believed that revealing such isogenies does
not help to solve the endomorphism ring problem. This fact was first formulated
in [20] where the authors argued that providing an oracle to produce isogenies
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of arbitrary degree would not impact the security of SQIsignHD. Furthermore,
notice that given a curve E anyone can efliciently compute isogenies of large
degree without knowledge of the endomorphism ring, as long as this degree is
smooth. Since smooth-degree isogenies are sufficient to cover the whole isogeny
graph, for each isogeny we reveal there exists an equivalent, smooth-degree isogeny
that is computable without any knowledge of End(F,k). This lends support to
the assumption that our protocols do not leak useful information to an attacker.

4.2 Forgery and Impersonation

The security of the protocol relies on the following (new) assumption. Recall
that Primes, is the set of primes of exactly a bits. Consequently, an element
q € Primes, is uniquely determined by the value of ¢(2* — q).

Definition 5. A special degree isogeny oracle (SPEDIO) is an oracle which
takes as input a supersingular elliptic curve E over Fp2 and a prime q € Primes,,
and returns a uniformly random cyclic isogeny of degree q(2* — q) from E.

Problem 2. Given a random supersingular elliptic curve E and a SPEDIO, output
an isogeny of degree ¢'(2* — ¢') with ¢’ € Primes, different from all degrees
formerly generated by the oracle.

Remark 6. Using the same notation, Problem 2 is at least as hard as the problem
of computing a degree ¢’ isogeny. Indeed, given a degree ¢'(2* — ¢') isogeny,
the degree ¢’ component can be recovered in polynomial time by factoring it
(as we do in the verification procedure). We note that the converse is not as
straightforward, as there may be large prime factors in (2* — ¢') that are smaller
than 2971,

Problem 2 can be summarized by the security game GpEdeg in Figure 5, where
F is a supersingular elliptic curve.

Gh%8(A): SPEDIO(q):
1: 9«0 1: assert g € Primes,;
2: 0%+ ASPEPIO(R) 2: Sample isogeny o : E — E’ of de-
3: assert o : B — L, is an isogeny gree q(2% — q);
of degree q(2% — q) 3: @+ QU {qk
4: assert q € Primes, 4: return o : £ — Egg

ot

: assert q € Q
6: return win

Fig. 5. Security game for Problem 2

We now show the relation between the hardness of Problem 2, the security
against adaptive attacks of PRISM-id and the unforgeability of PRISM-sig.
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Proposition 1. Under the assumption that Problem 2 is hard, any PPT adver-
sary against adaptive attacks (Definition 2) of PRISM-id performing N interac-
tions has a winning probability bounded by N/#Primes,.

Proof. Let A be an adversary for the impersonator game in Definition 2 with N
interactions. Given the supersingular elliptic curve E, we simulate the imperson-
ator game for A to win the game GpEdeg in Figure 5, i.e., solve Problem 2. We
proceed as follows:

— During Setup we set Eyx = E as public key and send it to A;

— During the probing phase we use the oracle SPEDIO (defined in Problem 2)
to perform N interactions with A, let Q be the set of queried degrees, which
is a set of size at most N. By Remark 2, the output of SPEDIO has the same
distribution as the response of an honest prover;

— In the impersonation phase the adversary A wins, i.e., output 4 = accept, if
and only if A can provide an isogeny o : E — Egg of degree ¢(2* — ¢) for a

uniformly random ¢ € Primes,.
If ¢ € 9, the isogeny o is a valid solution for GpEdeg, against the hardness of
Problem 2. Thus, the winning probability of A is bounded by

#0 N
#Primes, — #Primes,

Prige Q)=

as required. a

We now establish the security of PRISM-sig in the standard model, leveraging
only the collision resistance property of Hyrime and the hardness of Problem 2.
Although this proof is inherently designed to simulate a signing procedure that
returns a new random signature per each message msg, it can be straightforwardly
adapted to always return the same isogeny when the same message is queried.

Proposition 2. If Hyime is a collision-resistant cryptographic hash function and
Problem 2 is hard, then PRISM-sig is EUF-CMA secure (Definition 4).

Proof. We show that given a PPT adversary A in the EUF-CMA model we can
use it to win G298 (that is equivalent to solving Problem 2) or find a collision
for Hprime in polynomial time. Given the supersingular elliptic curve F, we set
it as a public key Eyk in our signature scheme. For every message query msg;,
we evaluate the prime ¢; = Hprime(E\,kasgi) € Primes, and query the oracle
SPEDIO(g;) to get an isogeny o0; : E — Eqg of degree ¢;(2* — ¢;) and we return
it as a signature. By Remark 2, these signatures follow the same distribution as
honestly generated signatures for the public key E\x. The strategy is described in
Figure 6. The set M contains the previously queried messages, while Q collects
the values of Hprime applied to the elements in M.

Since ¢* is a valid signature (due to the assert in Line 4) it satisfies the
assertions in Lines 3 and 4 from Figure 5, i.e., it corresponds to a valid prime
degree isogeny. We need only to check that it has not already been returned from
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A’ (A): Sign(msg):

: Bx+— E 1: ¢ < Hprime (Evk||msg);
M, Q<+ 0 2: ¢ < SPEDIO(q) of degree q(2%—q);
:msg*, o — A% (Ey) 30 Q@+ QU{q};
: assert Verify(Ew, o™, msg™) 4: M+ MU {msg};
5: return o

¢ if Hprime (Evk||msg™) € Q then
: ‘ return o”;
: else

1
2
3
4
5: assert msg* ¢ M
6
7
8
9: L return collision for Hprime;

Fig. 6. Reduction from adversary A for PRISM-sig

SPEDIO before (see Line 5). If ¢* = Hprime (Evk||msg*) € Q, then o* from Line 7
has a degree different from all isogenies previously returned. Indeed, recall that
for all ¢ € Primes,, we have ¢ > 2% — ¢, so for any q # ¢* € Primes,, we have
q(2% — q) # ¢*(2* — ¢*). So, it is a valid solution to win G2,

On the other hand, if Hprime(Evk|/msg*) € Q then in Line 9 we return a
collision since we have found a message msg; € M such that Hprime(Evk|/msg;) =
Hprime(Evk||mSg*)7 but msg* g M. u

4.3 Unforgeability in the ROM

Interestingly, if we model our hash function as a random oracle we can give a
security proof under a weaker hardness assumption. Namely, we can consider a
variant of Problem 2 in which the adversary has no control over the non-smooth
isogenies being provided, nor in the degree of the output isogeny they forge.

Problem 3. Given a random curve E, a set of N isogenies {¢; : E — E;}N | of
degree ¢;(2* — ¢;) for ¢; uniformly random in Primes, and ¢; uniformly random
among the isogenies of degree ¢;(2* — ¢;), and a prime ¢ uniformly random in
Primes, \ {¢; }},, give an efficient representation of an isogeny of degree (2% — q).

It is immediate to see that if we can solve Problem 3 then we can also solve
Problem 2, but potentially not vice-versa. Remark 6 similarly applies to Problem 3.

Proposition 3. In the random oracle model (ROM), any PPT adversary that
wins the EUF-CMA game (Figure 2) with advantage € and that performs Naign
signing queries and Ny hashing queries can be used to solve Problem 3 for
N = Ngign + Ny with probability at least eNg2.

Proof. Let A be a PPT adversary for the EUF-CMA of PRISM-sig. We want to
define another PPT algorithm B that solves Problem 3 for N = Ngjgn + Ny using
A as a subroutine in the random oracle model. For this B we need to simulate
the answers to the signing and hashing queries. Let {¢; : E — E;}Y, be the
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isogenies of degree ¢;(2% — ¢;) for g; € Primes, received as input from Problem 3,
and ¢ be the prime degree of the isogeny we have to find to solve Problem 3.
Then, B fixes E = Ey and starts to simulate the interactions with A following
the games Gy and (1, as explained in Figure 7. Since we are in the ROM, the
adversary A needs to interact with B to query the hash function Hprime. Let msg*
be the output message of A. We make the following assumptions on the queries:

1. Queries to Hpyime are always of the form E,i||msg,

2. Ey|/msg* is part of the Ny queries to Hprime, i.e., msg* € H. This is because
we can always modify A to query it before returning msg* and the signature.

3. H\ M # 0, i.e. there is always at least one message queried to Hprime but
not to Sign. In fact by the previous point msg* € H, but by the EUF-CMA
definition we need msg* ¢ S to have non-zero winning probability, thus at
least one element is in the set H \ M.

Setup : Gy / Sign(msg):
11 set JHyme < 0, Jrot < 05 1: if H[Eu|msg] = ¢;, then
2: set M, H < (); bad < false; 2: | bad ¢ true; © Bad guess of jg
3: initialize empty lists H,S; 3: if H[Ew|msg] =L then
4: sample jg & {1,...,Nu} > msg not yet reprogrammed
5: get o, msg* — AMerimeSien (1 ) 4| Jrot ¢ Jrot + 15
6: assert msg* ¢ M 5: set H[Eu||msg] < gi;
7: assert Verify(Ew, msg*,o*) 6: set S[msg] « o
8: assert Hpime(Evw|msg™) = gj, 7 M MU {msg}h
> main difference with G 8: if msg € 3 then
9: ret 1 : ) 9: M +— MU {msg}; > already re-
: return .
| programmed in Hprime
Hprime (E||msg): 10: return S[msg|

1: if H[Ew]|msg] =L then
2: H «— H U {msg}

3: THorime € THprime T 15
4: Jtot < Jrot + 1;

5: set H[Ev||msg] < g¢;;
6: | set S[msg] «+ o;;
7:|if jiot = jg then

8: set qj; < q;

9:|| set H[Ew]|msg] «+ g;
10: return H[E.|/msg]

Fig. 7. Strategy to simulate the signing EUF-CMA model in the ROM

When looking at the game G the only difference from GUf (Figure 2), except
for the output type, is the assertion in Line 8. Since j; is sampled independently
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from all the randomness involved in the protocol and used by A, we have that:

Pr[Go(A) = 1] = Pr[G**(A) = win A Hprime(Evk|msg*) = g;,] =
u » 1
= PI‘[G f('A) = 1] ' Pr[Hprime(Ekamsg ) = QJa] =€ N7H . (5)
Games G and G are identical until the bad flag is set to true, since ¢;, and q
have the same distribution. So, the difference is relevant only in the case of a
sign query on the same message. Hence, by standard game-based proof results [2,
Lemma 3.7] we have that

Pr[Go(A) = 1 A Goody] = Pr[G1(A) = win A Good], (6)

where Good; is the event that the flag bad is never changed in the game G;. Now,
observe that in game G there is no reprogramming to g, thus the two events in
the left hand side of Equation (6) are independent. Moreover, as argued before,
there is at least one message H\ M, i.e., a message for which G reprograms Hpime
but never queries to Sign. Since jz is chosen independently of the randomness
used by A there is at least a probability 1/Ny that the reprogrammed message
is in H \ M, that implies Goody. Combining everything we have

(5)
PrG1 (A) = 1 A Goodi] © Pr[Go(A) = win] Pr[Goodo] > e% .

H
It is clear that if G1(A) = 1, the isogeny ¢* from Line 5 is a valid solution for
Problem 3 that B can return. O

Remark 7. This reduction strongly relies on the signature being deterministic,
as a function of the message msg and the public key Ex. In fact, providing two
different signatures for the same message msg requires returning two isogenies of
the same degree Hprime (Eyk||msg), but the initial data given in Problem 3 only
provides us with one isogeny per prime number g;.

4.4 Best Known Attacks on Hardness Assumptions

In this section we discuss the best known attacks against the hard problems
underlying our scheme. This analysis will guide our choice of parameters.

Endomorphism ring problem. As argued above, key recovery against both
PRISM-sig and PRISM-id amounts to the computation of the endomorphism ring of
the public key E,x. The discussion in [20, Sec. 4] justifies the assumption that Eyy is
arandom curve. Thus, the fastest known algorithms to compute its endomorphism
ring have classical complexity in O(p'/?) [25]. The only known quantum speed-up
uses Grover’s algorithm [36,11], achieving a quantum complexity of 5(p1/ 4).
These are the best key recovery attacks against most isogeny-based protocols,
including the SQIsign family (see e.g. [6, Sec. 6]). We hence require p to be a
prime of at least about 2\ bits for a security level of A bits.

22



Computing isogenies of prime degree. The most direct attempt to solve
Problems 2 and 3 requires, on input of a prime degree ¢, to compute a cyclic
degree q(2% — q) isogeny from E.x without the knowledge of End(E). First of
all, notice that ¢ € Primes,, i.e., it is a prime bigger than 2%~ !, and so ¢ is the
biggest prime factor of ¢(2* — ¢). As a consequence, the cost of computing a
q(2% — q)-isogeny will mostly depend on the cost of computing a degree ¢ isogeny.
In fact, an attacker may even compute isogenies whose degrees are pairwise
coprime factors of ¢(2% — ¢) in parallel, all starting from E\y, and then compose
them by pushing them forward [52, Prop. 6.15]. The complexity of this approach
is dominated by that of computing an isogeny of largest prime power degree. We
can thus restrict to studying the cost of computing an isogeny of (large) prime
degree q.

There are various methods to compute g-isogenies without relying on the
knowledge of the endomorphism ring. An approach is to use Vélu’s formulae [57].
These formulae require knowledge of a point of order ¢. In general, such a point
will not be defined over IF)2, but rather over a large field extension. Specifically, we
expect this degree to be roughly the size of ¢ [31]. Field operations in an extension
of degree ¢ have an overhead that is in 6(q) The amount of field operations
needed to compute a degree-q isogeny using Vélu’s formulae is again linear in
¢, and so we obtain a total complexity of O(¢?). A significant improvement in
computing an isogeny from its kernel is achieved through the square-root Vélu
algorithm [8]. This algorithm reduces the number of field operations from O(q)
to 6(q1/ 2). As this computation runs over the field extension where a point of
order q is defined, the resulting expected complexity of using square-root Vélu
algorithm is O(q3/ 2). However, this complexity assumes that a point of order ¢ is
already available, and we must still factor in this cost. One method for obtaining
such a point is to sample a random point on the curve E/F,q and multiply it by
the appropriate cofactor of size around %, by Hasse’s Theorem. This requires at

least log (%) =~ ¢ point doublings and additions defined on a field extension of

degree ¢, and thus has complexity O(q?). Another option is to instead search for
its z-coordinate as a root of the g-division polynomial of degree (¢? —1)/2. This
also requires at least O(q?) field operations.

A different approach to computing g-isogenies avoiding large field extensions
is to employ kernel polynomials. Once a kernel polynomial has been computed,
it is possible to use well-known formulae, such as those in [42], to compute
the g-isogeny with O(q) field operations. Obtaining kernel polynomials without
access to an isogeny representation or a point of order g (defined over a large field
extension) is also a costly operation. To the best of our knowledge, the fastest
method to compute the kernel polynomial is via Elkies algorithm [30] (see, for
example, [34, Chapter 25.2.1]). There are two costly steps to this algorihtm. First,
we need to find the root of the modular polynomial $,(X,Y") over F,, costing
O(q) operations, assuming the modular polynomials has already been computed.
Secondly, we need to compute ¢ coefficients via a recurrence relation involving
all previous coefficients, requiring O(q?) operations in F,,.
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Another method is to factor the g-division polynomial, and extract the kernel
polynomial. However, this yields a complexity much larger than the method
discussed above.

Remark 8. A more careful analysis of the above approach is carried out in [46]. If
q|((=p)* — 1), points of order ¢ are defined over F 2« and the above strategy has
complexity O(kz) Thus an attacker can fix k in advance, and for each k compute
its success probability (i.e. the chance that a random ¢ divides ((—p)* — 1)) as
well as its running time. They conclude that a = 4\/3 is in any case sufficient to
guarantee security. In PRISM-sig, @ must already be bigger than that to guarantee
the security of the hash function, as discussed below. For PRISM-id in principle
one could use a = A + log A to guarantee that the set of primes is big enough,
which falls slightly short of this bound. However, this attack is easily prevented
by sampling g as a safe prime (or Sophie Germain prime), i.e. a prime such that
q—1 = 2q¢ with ¢’ also a prime; a = X + 2log A sill ensures that there are at
least 2* valid a-bit primes.

The quantum complexity of computing prime degree isogenies has never been
thoroughly studied. However, we see no reason to believe that this problem would
be amenable to a significant quantum speed-up.

To conclude, when targeting A-bits security, to guarantee the security of
Problems 2 and 3 we only have to impose a = O()). This is easily achievable
since we already imposed p ~ 22* to prevent end ring attacks, and hence have
2 bits of 2-torsion to spare. These are the only attacks against PRISM-id we are
aware of. On the other hand, in the construction of PRISM-sig, we have to take
into account the security of the hash function, which turns out to be the actual
security bottleneck, as argued below.

Breaking the hash function. First of all, to avoid signature reusing, i.e., to
achieve the non-resignability property from [19], we insert the domain isogeny
FE\ into the hashing input, since this comes at virtually no cost. Then, as our
construction PRISM-sig follows a hash-and-sign paradigm, an attacker can obtain
forgeries by finding collisions for Hprime.

A vpriori, it may seem that hashing into Primes, is not enough to achieve
A-bit security against collision search. Indeed, there are only about 2%~!/(aIn(2))
primes in Primes,. However, we do not hash directly into Primes,, but rather
into the set of odd integers in (2471, 2%) via H,_5 and h + 247! +2h + 1, and
reject until we find a prime. Recall that the expected number of tries is about
aln(2)/2. Thus, in order to produce a collision for Hprime, the expected number ¢
of calls to H,_o satisfies

(;) 2792 ~ g 1n(2)/2,

(due to the birthday paradox for multiple collisions; see [56, Sec. 4] for algorithmic
details). Thus, to get A-bits collision resistance we want that

N <tm2'F Va, (7)
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leading to the asymptotic estimate a =~ 2X — log A. Notice that this requirement
is much stronger than a > %/\ resulting from the discussion above. On the
other hand, here we have just attributed a cost of 1 to each call to H,_2, which
is a very conservative choice. We leave it to the reader to take into account
more realistic cost estimates, where one could even use artificially slow hash
functions to establish a further reduction of a (but this also affects signing and
verification). This trick is reminiscent of other schemes that employ slow hashing
or proof-of-work [7,10].

It is clear that a = e &~ 2\ is good enough to get collision resistance, but
we can do slightly better by taking the smallest a satisfying Equation (7). For
example, for NIST Level I security (namely, A = 128) we can take a = 251. Note:
in our concrete parameters from Section 7.1 we will choose a = 248, but this
defect is (amply) compensated by the complexity of evaluating H,_o.

Finally, as was already remarked, given two isogenies of coprime degree from
a curve E there exists a polynomial time algorithm (that eventually requires
to go to dimension four or eight) to compute the respective pushforwards. This
implies that an attacker seeing an isogeny of degree ¢(2% — q) can effectively
obtain an isogeny for all prime power factors of 2 — ¢ that can then be reused
later: the output of the hash function just consists of ¢q. This also explains why
we require ¢ to have exactly a bits. Indeed, in this way we ensure that none of
the factors of 2% — ¢ will land in Primes,, and thus by seeing them an attacker
does not learn anything.

5 Towards a strongly unforgeable variant of PRISM

A desirable property for a digital signature scheme to have is strong unforgeability
(Definition 4). However, it is clear that PRISM-sig does not achieve this. Indeed,
suppose that we are given a signature isogeny o : Ex — Egg corresponding to a
message msg such that deg(o) = ¢(2* — q), ¢ € Primes, and 2% — ¢ is divisible by
a small prime £. Such a signature isogeny can be written as o = vy o p, where
deg(v)r) = € and deg(p) = ¢(2* —q)/¢. Then, we can construct a distinct signature
isogeny o’ for the same message message msg by composing the isogeny p with
an isogeny v, # 1), of degree £. In particular, computing such an isogeny 1, does
not require the knowledge of End(Eyx) since ¢ is a small prime.

The most natural way to counter this attack is to only consider signature iso-
genies whose degree is prime. In what follows, we describe a variant of PRISM-sig
satisfying this requirement.

In this new variant, the KeyGen algorithm is left unchanged. The same does
not hold Sign and Verify. For this reason, we modify some of the building blocks
in PRISM.

We first define the set Squares, of all the integers s such that 22~ — s% is a
prime;'! to be more precise

2

Squares, := {0 < s < 2¢7! | 22¢71 _ 5% i5 prime}.

11 Considering the exponent 2e — 1 is rather a natural choice. In fact, having an even
exponent such as 2e prevents us from finding primes since 22¢ — s> = (2° — 5)(2° + 5).
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We replace the hash function Hprime with the hash function Hsquares : {0, 1}* —
Squares, that outputs odd integers s such that 22¢=! — s? is prime. Similarly
t0 Hprime, the hash function Hsquares samples odd integers s in (0,2°71) iterating
He_o as h — 2h + 1 until 2271 — 52 is prime.

We tweak the algorithm Genlsogeny to output a unique representation of
an isogeny of prime degree. More precisely, we define GenlsogenyStrong in Al-
gorithm 2. To ensure uniqueness of the output, we introduce the relation <F,.
over IF,2: given two distinct o = a; + iag and § = by + iby in 2, we say that
o <r , [ if and only if either a; < by or a3 = by and as < bs.

Algorithm 2 GenlsogenyStrong(vk, sk, s)

Input: Secret key sk = (Eu, hintu, Isk, Mok = (mat ma2)), a public key vk = (Ey, hinty),
and an odd integer 0 < s < 2°71.

Output: A two-dimensional representation of o : Ew — Esg of degree
Iehan < RandomldealGivenNorm (Oo, 92e—1 _ 52);

I+ Iy N Icha;

¢ < |dealTolsogeny(I);

Set Esg as the codomain of ¢;

t=s"1 mod 2°

Pig = [t - ma1]p(Po) + [t - ma2]p(Qo);

Qsig = [t - ma1]p(Fo) + [t - ma2]p(Qo);

if y(—Fug) <r , y(Psig) then

 (Pug, Qsig) < (—Pig, —Qsi)

: return (Esg, Psig, Qsig)

92e—1 _ .2

[y

The signing algorithm is analogous to the one in PRISM-sig where Hsquares
replaces Hprism and GenlsogenyStrong replaces Genlsogeny. We now focus on
Verify.

Given a representation of o : B — Egg of degree 22e—1 _ 42 it is possible to
embed ¢ into the two-dimensional isogeny @ whose matrix form is given as

s| —o
b = <[0—} [S]> By X Esig — FEy X Esig-
We can write @ = 52 0P : By X Egg — By X Egg, where deg(®1) = 2° and
deg(®2) = 2¢~ . In particular
ker(91) = {([s]P, —o(P)) | P € Ew[2°]}
and
ker(®2) = {([s]P,o(P)) | P € BEu[2°']}.

This means that we can represent ¢ using only the image of ¢ on the 2°-torsion.
IfP =W.o0W.q---0W, then 3 = W¥,_1...¥; o, where (P, Q) = (P,—Q).
In other words &1 = ¥, o &5 o ¢. Hence, to represent o, it suffices to compute
Uy,...,9,.
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The special structure of @ allows for an alternative way to check that &
embeds o without relying on any pairing computations. In particular ¢ embeds
an isogeny of degree 226! — 52 if and only the top-left component of @ is the
scalar multiplication by s. To check that the top-left component of @ is the scalar
multiplication by s, we need to prove that, for all the points T' € E«[N] where
N2> 22 41> 4s% + 1, we have

+()- (1)

Equivalently, composing both sides with @5, we have to prove that

veo (7 11) =2 (1)

Since the characteristic p of the base field is equal to ¢-2° — 1 and ¢ > 1, we
can take N = p 4+ 1. We sumarize the verification procedure in the algorithm
VerlsogenyStrong (Algorithm 3).

Algorithm 3 VerlsogenyStrong(vk, Esig, Psig, Qsig, S)

Input: The public key vk = (Eu, hinty), the output (Esg, Psig, Qsig) of Genlsogeny’
(Algorithm 2) and an odd integer 0 < s < 2°71,

Output: True or False.

o if y(Psg) <v , y(—Psig) then

return False

: Using hinty, compute (P, Quk) = Ew|[2°].

Try to compute the isogeny @ with kernel (([2]Pu, [2]Psig), ([2]Quk, [2]Qsig))-
Try to compute the isogeny ¥ with kernel (®(Pu, —Psig), P(Quk, —Qsig))-
Compute a basis (R,T) of Ewx[p + 1].

(R, T") + &(R,0),®(T,0)

Cif 227N (R)) = [s] R’ and [2°71W(T") = [s]T’ then

return True

: else

: | return False

IR LA A

—_ =

The verification algorithm is analogous to the one in PRISM-sig where
VerlsogenyStrong replaces Verlsogeny.

5.1 Security

The strong unforgeability of this variant can be proven following the same proof
strategies as in Section 4.2 and 4.3. However, we need to rely on stronger hardness
assumptions.

To prove strong unforgeability in the standard model, we introduce a stronger
version of Problem 2, and then we would need to adjust the proof in Proposition 2.
Similarly to Problem 2, we require an oracle that computes isogenies of the correct
degree; we call this oracle SPEDIO?.
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Definition 6. A special squared degree isogeny oracle (SPED|O2) is an oracle
that takes as input a supersingular elliptic curve E over F2 and an s € Squares,,
and returns a uniformly random cyclic isogeny of degree 22¢~1 — s2 originating

from E.

Problem 4. Given a random supersingular elliptic curve E and a SPEDIO?, output
an isogeny, different from all the isogenies formerly generated by the oracle, of
degree 22¢~1 — 52 with 5 € Squares,.

Similarly, to prove strong unforgeability in the ROM, we would need to
rely on a stronger variant of Problem 3 and adjust the proof in Proposition 3.
Analogously to Remark 7, we have to impose that signatures are deterministically
generated for a given degree.

Problem 5. Given a random curve F, a set of N isogenies Iso := {¢; : E —
E N | of degree 22¢71 — 52 for s uniformly random in Squares, and ¢; uniformly
random among the isogenies of degree 22¢~! — 52, and an 5 uniformly random in
Squares,, give an efficient representation of an isogeny of degree 22°~! — 52 not
in Iso.

The main difference between Problems 4 and 5 and Problems 2 and 3 is that
it is possible to break the former with an isogeny having the same degree as
the ones computed by SPEDIO? or previously given. This relaxation does not
seem to make the problem of computing non-smooth degree isogenies any easier.
Indeed, a similar problem has already appeared in the literature [44, Problem
1]. Therefore we believe that the security analysis conducted in Section 4.4 still
holds.

On the security of Hgquares- The security of this strongly-unforgeable variant
also depends on the robustness of Hsquares. In this paragraph, we argue that,
assuming the validity of a well-known conjecture, the same arguments for collision
resistance of Hprism apply to Hsquares-

First, we explain why we believe that Hsquares outputs a prime of the form

22¢=1 _ 52 with probability ~ % The distribution of such primes is
connected to one of Hardy-Littlewood conjectures, namely [38, Conjecture HJ.
Hardy and Littlewood conjectured that every large, non-square integer may be
expressed as the sum of a prime and a square. Additionally, they speculate that
for a large integer n, the number of pairs consisting of a prime and a square

summing up to n should be asymptotically equal to

1£) 11 (1_;—?)1)

£>3,is prime

which, under the generalized Riemann hypothesis, can be upperbounded with

Vnlnln() Hence, assuming that such a conjecture holds, our claim on the

In(n)
probability of hashing into a prime being =~ % holds.
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Now, we show why the probability of obtaining a collision for Hsquares is
negligible. Following the same reasoning as in the subsection “Breaking the hash
function” of Section 4.4, we have that in order to produce a collision for Hsquares,
the expected number ¢ of calls to H._o satisfies

(£)e~ V3In((e — 1) In(2))
2 (e—1)In(2)

This implies that ¢t ~ 2% Ve — 1, which is clearly > 2*. Thus, the probability of
obtaining a collision for Hsquares is negligible in .

5.2 Comparison with a four-dimensional version

At the beginning of Section 5, we explained that one way to obtain strong un-
forgeability is to consider signature isogenies of prime degree. Then, we proceeded
to describe a variant of PRISM-sig whose signature isogenies can be represented
via two-dimensional isogenies. However, one may wonder why we did not simply
consider using four-dimensional isogenies to represent signatures and leave the
rest of the construction unchanged. In this section, we justify our design choices
comparing them with a variant where signature isogenies are represented via
four-dimensional isogenies.

The first reason to rely on two-dimensional isogenies may be simply dictated
by the fact that two-dimensional isogenies are less costly than four-dimensional
ones. While this is clearly true, we also have to take into account that our
two-dimensional variant requires computing a (22671, 22¢~1)-isogeny whereas a
four-dimensional variant would require computing a (2%,2%, 2%, 2%)-isogeny, where
2\ —log A =~ a < e ~ 2)\. Nevertheless, as we showed above, the (22¢71 22¢~1).
isogeny utilized in our construction can be computed by only using a (2¢,2¢)-
isogeny, which makes our design more efficient.

Another reason to utilize our variant is that VerlsogenyStrong (Algorithm 3)
does not use pairings. It suffices to evaluate a (2¢, 2¢)-isogeny on the (p+1)-torsion
and check for some equalities.

Finally, we discuss one subtlety that we would have encountered when hashing
into primes in the case of the four-dimensional variant. While it may seem that
we could have used Hpgrism to output a prime ¢ determining the degree of the
signature isogeny, we remark that, to represent a ¢-isogeny in dimension four,
we must also ensure that 2% — ¢ can be expressed as a sum of two squares. In
practice, this would have required to search for primes ¢ such that 2* — ¢ is a
prime = 1 mod 4. Finding such primes is connected to the extended Goldbach
conjecture, for which heuristics similar to the ones described above exist. Hence,
we believe that hashing into primes ¢ such that 2 — ¢ is a prime equal to 1
modulo 4 has roughly the same cost as hashing into primes of the form 22¢~! — s2.

Taking everything into consideration, we argue that our design choices are
more efficient than using signature isogenies represented in dimension four.
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6 salt-PRISM: a salted variant of PRISM

Recall from Section 4.4 that the main limiting factor to the size of a (and
hence to the verification time of PRISM-sig) is the security of the hash function
against collision attacks. In this section, we present a modified version of protocol
PRISM-sig in which a random salt is added to the message before hashing. This
salt is then published alongside the signature. The modification relies on domain
separation of the hash function H : Ell, x {0,1}* x {0,1}* — {0,1}", as done in,
for example [37], to mitigate offline collision attacks. This will allow us to provide
a rigorous security proof in the (Q)ROM that we use to decrease the value of a
needed for our signatures, resulting in better efficiency without compromising
security. We exhibit this variant, called salt-PRISM, in Figure 8.

Signer Verifier
pp = (p, Primesa, H : Ell, x {0,1}* x {0,1}* — {0,1}", Baa)
sk = ¢sk vk = E\,k
repeat
salt « {0,1}*

q + H(E, msg, salt)
until ¢ € Primes,
o < Genlsogeny(vk, sk, q)

msg,salt,o
e

q + H(E\, msg, salt)
if ¢ € Primes, and Verlsogeny(o, Ew, q)
return accept

Fig. 8. salt-PRISM signature scheme, with additional salting.

6.1 Security of salt-PRISM

Finding a proof for the security of salt-PRISM in the (Q)ROM is quite straight-
forward by adapting the techniques from [35] and the Measure-and-Reprogram
Technique from [27], as used in [43]. However, there are some subtleties to take
into account. First, we cannot simulate signing queries ourselves, as we need to
get them as input from Problem 3. Moreover, we need to hash into primes, i.e.,
to a subset of the output space of the random oracle. This creates a bias in the
distribution of the salt.
To deal with the latter issue, we:

— Use the Adaptive Reprogramming Theorem from [35] that we specialize to
Corollary 1 below.

— Define a new variant of the Multi-target Extended target collision resis-
tance problem, called biased Multi-target Extended target collision resistance
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(b-eTCR), in Lemma 1 below. We also generalize known unconditional re-
sults [35,39] against this problem using idealized hash functions in Equa-
tion (9).

Corollary 1 (of Theorem 1 from [35]). Let X1, X5,Y’ and Y be some finite
sets with Y' CY, and let v = |Y'|/|Y|. Let D be any distinguisher for the game
in Figure 9, issuing g many (quantum) queries to H, with ¢ < v|X1]|, and R many
reprogramming instructions in the form of a value xo. Then:

| Pr[REPROP — 1] — Pr[REPROD — 1]| < °& [_ 4 (8)
2\ X

Proof. We use the notation from the main theorem in [35]. The corollary follows
via noting that at the r-th query to the reprogramming oracle, REPROGRAM is
sampling x1 uniformly from the set of x5 such that H(x1,x2) € Y’. Since Hg is a
uniform random function the expected size of this set is v| X[, thus the expected
value for p,(f;;x = Emax,, Pr(z1) is p = 1/(v|X1|) (independent of 7). In the main
theorem from [35] the expectation is over the behavior of the distinguisher up to
the r-th query, that includes also the choice of the random oracle Hy. The bound
in (8) then follows by the bound in Theorem 1 from [35], via upper bounding §,

with ¢ for each r and ¢gp (< 1 by assumption) with ,/gp. O
REPRO, (D) REPROGRAM(z>):
1: Ho g YX1 X2 1: repeat (z1,y) < X1 XY
2: Hy :=Ho 2:  until H(x1,22) € Y’
3. 3/ « DIHb)REPROGRAM 3: Hy i= H(E1w2)
4: return x;

Fig.9. Adaptive reprogramming games REPRO, for b € {0, 1}.

Lemma 1. Let X1, X5,Y’ and Y be some finite sets with Y' C Y, and let
v =Y"/IY|. Let A be a (quantum) adversary against the game from Figure 10
issuing at most qp queries to the Box oracle and qn queries to the random oracle
H. Then, for any adversary A performing at most q classical queries to H:

(g +1)-a
Adv(A) < + . 9
M ©)

For any adversary A performing at most qn, quantum queries to H:

Sqn(gp +an+2)% 3@ [an+ap+1
Y| 2 71X |

Adv(A) < . (10)
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GPmeTR(A): Box(x2):
1: =0, £+ 0, H<g YX12X2 1: assert i < g
2: xh, @, j « AMBO(Q) 2: repeat (z1,y) «+ X1 XY
3: |2, b, j  AMBO) Q) 3: . ugtil H(z1,22) €Y'
y — 4ri+—1+1

e H(:El/; $2/2 7 o: EM — (1’1,.’132)
5: h; - H(z!,z%) s. t. (zf,25) = 6: return z;

Llj]
6: if A’ = h; then return 1

Fig. 10. Security game for the biased Multi-target eTCR problem. X1, X2,Y’,Y are
finite sets with Y/ C Y. The adversary A is allowed to make at most g, queries to the
Box oracle and at most g, queries to the random oracle H. The boxed line indicates the
modification for the quantum setting, where the adversary is allowed quantum queries
to H.

Proof. We adapt the same proof blueprint as in [39,35].

Game Gg: In this game we consider a modification of the reduction as in [39,
Figure 2|. We consider the one query case g, = 1 as in the original paper. Given
an adversary A for the biased m-eTCR game, we construct an adversary A’ for
the average-case search problem for a boolean function f : X7 x Xy — {0, 1}:

— We sample a random y € Y’
— We construct a random function H that returns y over f~1(1) and a
random value in Y\ {y} otherwise.
— When A makes its query to Box we sample 21 so that H(z1,22) € Y’ and
reprogram the oracle (x1,x2) — y.
— return A’s output.
The only difference from [39, Figure 2] reduction is the sampling of y in the
first step, but note that the output is still a solution to the average search
problem. For a quantum adversary the advantage is unconditionally bounded
by 8((77%1)2 thanks to [39, Theorem 1|, with ¢ being the number of queries. A
classical adversary instead has only black box access to a random function,
thus it can only win with probability bounded by ¢/|Y’| with ¢ the number of
queries. For more details, we refer to [39, Appendix A]. In our case ¢ = ¢, +¢x.
The multi-query case g, > 1 can then be easily obtained, as confirmed in [16],
and the winning probability is increased by a factor gp.

Game Gi: The second game is the original game from Figure 10. The only
difference between the games is the reprogramming of the oralce. Thus, the
difference | Pr[G; = 1] — Pr[G( = 1]| can be bounded:

— for a quantum adversary by (8), using Corollary 1 as in the proof of [35,
Theorem 2].
— for a classical adversary by

a(a + qn)

v Xz| (1D
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This because the adversary could have already queried a one of the ¢
reprogrammed input (x1,x2). O

Thanks to the above tools, we can now prove the security of salt-PRISM in
the (quantum) random oracle model.

Theorem 2. Let A be an EUF-CMA adversary against salt-PRISM making at
most Nsign signing queries and Ny (classical or quantum) queries to the random
oracle H : Ell, x {0,1}* x {0,1}* — {0,1}". Let 4, o = #Primes,/2". In the
(quantum) random oracle model, there exists an adversary B against Problem 3

for N = Ngign such that:

AstEaLft'iﬁcR'YlsA[‘\A (A) S NHAdVProblem 3(B)+
(NH + 1) ) Nsign + (Nsign + NH) . Nsign .

+ omn ’Yn,an_ 1

(12)

in the ROM, while

AdvEN M (A) < (2N4 4+ 1)2AdVpropiem 3(B)+
]\/vin]\]in‘|’]v‘|'22 N+N|n+1
4 sl ( Sg2n—3 H ) + 3Ngign ,HTskg . (13)

The proof will mimic the reduction from EUF-CMA to EUF-RMA from [35,
Theorem 2|, and then add another reduction step, similar to INV — EUF-NMA
in [43, Theorem 4.1], that we use to force the adversary to output a forgery on a
pre-sampled message.

in the QROM.

Proof. Since we use an idealized model for the hash function, without loss of
generality, we restrict the input space of H from Ell, x {0,1}* x {0,1}* to
X x {0,1}*, where X is a finite set. We also write 7, , = #Primes, /2".

Game Gg: this is the standard EUF-CMA game for salt-PRISM.

Game Gi: this game is identical to Gy, except that if the adversary outputs
a forgery (msg*,o*) such that there exists a signing query (msg;, ;) with
Hprime (Evk, msg*, salt™) = Hprime (Euk, msg;, salt;), then the game returns 0.
Any adversary distinguishing between G and G can be used to obtain an
adversary A’ that breaks the biased multi-target eTRC security of the random
oracle H (Figure 10) for Y = 2", Y’ = Primes,, Xo = X and X; = {0, 1}*.
Thus, using Lemma 1 with g, = Nsign and g, = Ny , we have can bound
| Pr[Go(A) = 1] — Pr[Gy(A) = 1]|.

Game Gy: this game differs from G; in the way the signing oracle works. In
this game on the i-th signing queries, we repeatedly sample random salt, h €
{0,1}* x {0,1}™ until h € Primes,, then we reprogram the random oracle at
input (msg, salt). Note that here we are introducing a distribution over the salt
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string. Namely, for each input msg we sample salt uniformly random in the set
of strings such that H(msg, *) € Primes,,, of size about %7a2k. If the entry was
already reprogrammed we abort. Let € = |Pr[G1(A) = 1] — Pr[G2(A) = 1]|.
Then € is as follows:

— Classically, € is bounded by the probability that in G the signing oracle
needs to reprogram an already reprogrammed entry. Since there are at
most Nsign + NH reprogrammed entries and Ngjg, reprogramming attempts
over a set of expected size vn’a2k,

(Nsign + NH) : Nsign

e <
’7n,a2k

(14)

— In the quantum setting, we can bound ¢ using Corollary 1. Following the
same reasoning as in [35, Theorem 2] we can easily write a reduction R
handling the random oracle, keeping track of hash queries and relying
signing queries to the REPROGRAM,, oracle from REPRO,. If R plays
REPROy it simulates G1, while if it plays REPRO; it simulates Gy. By
Corollary 1, we have that

3Ny [No + Nagn + 1
LU H: S;k+ . (15)

Game Gg3: in this game we simulate the signing oracle using the input list
from Problem 3, i.e. a list of N = Niign isogenies {¢; : £ — El}ivzl of degree
qi(2% — ¢;) for ¢; uniformly random in Primes, and ¢; uniformly random
among the isogenies of degree ¢;(2* — ¢;), For this, on the i-th signing query
we substitute the output h € Primes, from Gy with ¢; from the input list,
and return the corresponding isogeny ¢; as signature. Since both h and ¢;
are uniformly random in Primes,, the adversary cannot distinguish between
G2 and G3

In the last step of our reduction, we consider the target prime ¢, uniformly random

in Primes,, obtained as input from Problem 3. We consider an algorithm B that

interacts with A playing Gs and controls the random oracle H. The goal of B is

to encode ¢ in the random oracle, so that with non-negligible probability, if the

adversary outputs a forgery (msg*,salt™, 0*), then § = Hprime(Euk, msg*, salt™).
For this, we consider two different cases:

— Classically, consider the random oracle H, we sample a random index j* €
[1, Ny]. If the j*-th random oracle query returns h € Primes, we reprogram it
to ¢, otherwise we do nothing. The original and reprogrammed random oracles
are indistinguishable, since both h and ¢ are uniformly random in Primes,.
We assume that, without loss of generality, the adversary always returns a
forgery (msg*,salt”™, 0*) such that Hprime(Evk, msg*,salt™) was queried to the
random oracle and is in Primes, (otherwise the forgery would be invalid).
Thus, the probability that § = Hprime (Evk, msg*,salt™) is at least 1/Ny, since
the adversary makes at most Ny queries to the random oracle and j* is
uniformly random.
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We conclude that

PriGs(A) = 1]

Advpioblem 3(B) > Ny

(16)

— In the quantum setting, we can use the Measure-and-Reprogram Technique
from [27, Theorem 2|, as done in [43, Theorem 4.1]. The only difference is
that B needs to reprogram the random oracle to a random value in Primes,,
instead of {0,1}". Let B act as the two stage simulator from [27, Theorem
2]. In the first stage, B observes one of the random oracle queries A makes
in the game Gg, say (msg’,salt’). If H(msg’, salt’) € Primes,, we set 0 := q,
otherwise we set § uniformly random in {0,1}". Then, B reprograms the
random oracle as H'(msg’,salt’) — 6. Note, by a straightforward application
of conditional probability,  is still uniformly random in Primes,. In the
second stage, BB runs A again with H’, and obtains a forgery (msg*,salt™, o*).
After running B, we output ¢* as a solution to Problem 3 with target degree
q if 6 € Primes, and ¢ = H'(msg*,salt™). From [27, Theorem 2|, a reduction
with a security loss of (2Ny + 1)? holds, so:

Pr[Gs(A) =1]
Advproblem 3(8) > W

(17)
As in the classical case, we can assume without loss of generality that the adver-
sary always returns a forgery (msg*, salt™, o*) such that Hyrime (Euk, msg*, salt™)
was queried to the random oracle and is in Primes, (otherwise the forgery
would be invalid).

We can now conclude the proof by combining all the bounds from the games. For
the ROM case we use (9) from Lemma 1, (14) and (16), while for the QROM
case we use (10) from Lemma 1, (15) and (17). O

Remark 9. Note that our proof never uses the structure of the set Primes,, only
the ratio 7, , = #Primes, /2". It also does not use any property of the isogeny
construction, only that the list of isogenies from Problem 3 are valid signatures
on random valid hash digests and that the challenge prime degree is uniformly
random in the set of valid digests. Thus, the same proof can be applied to
reduce EUF-CMA to EUF-RMA security with random challenge message for any a
hash-and-sign signature scheme hashing to a subset of valid digests, in particular
it can be straightforwardly applied to a salted version of the strongly unforgeable
variant presented in Section 5.

Parameters. We can use (12) from Theorem 2 to give parameter choices for
salt-PRISM. We only consider the case of classical adversaries, since the quadratic
loss in the QROM seems to the best of our knowledge an artifact of the proof
technique, also shared by other post-quantum hash-and-sign schemes [43]. We
set k, n and a such that the ratio between the winning probability of and the
cost of the attack is negligible, i.e., < 27*. To this end, we lower bound the cost
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of the attack as Nsjgn + Nu. From (12) we get the following constraints:

AdVEalIJtF;DCR'\IASAMA Ns' n Ns'
2 TsaltPRISMYE < Adv propiem 3(B '8 B <9~ 18
Nugn + Ny = - Pretd B+ 5 Yn,a2871 T (18)

Thus we can set n > A 4 1logy(Nsign) and k > X + logy (Nsign) — 1085 (Vn,a)- As
from NIST recommendations [48] we can set Ngg, = 294, thus n = A + 64 for
any security level \. We see that no constraint is imposed on a, but a larger
a increases the size of the prime set Primes, and 7, 4, reducing the number
repeated hashing attempts to find a valid salt, thus we set a = n.

Remark 10. Even if we are considering a relatively smaller value of a, the straight-
forward generalization to salt-PRISM of the attack in [46, Theorem 2| with com-
plexity O(2%%/7) does not impact the security salt-PRISM. In fact, 6a/7 > X for
A up to 256, i.e., the highest NIST V security level. Also, note we are ignoring
polynomial factors in the attack complexity.

For k we make the conservative choice of k = 2\, which for little cost provides
additional security margin and resistance against fault injections and side-channel
attacks. Table 2 summarizes our parameter choices for salt-PRISM and impact
on public key and signature sizes.

Remark 11. By further restricting the number of signatures or increasing the
expected number of hash evaluation it would be possible to decrease the parameter
a even further.

7 Implementation and performance

In this section, we evaluate the performance of our schemes, highlighting the
differences between the signature scheme and the identification protocol. We
prioritize efficiency and focus on the most performative variant: salt-PRISM. We
provide ad C implementation of salt-PRISM, and compare it with other recent
isogeny-based signatures. The repository with the source code can be found at

https://github.com/mariascrs/PRISM _v2.

7.1 Parameter choices

Following the discussion of Section 4.4, we can now give concrete parameter
choices for our schemes. To protect against endomorphism ring computation we
require p ~ 22*. To use the ldealTolsogeny algorithm, we also require access to
the 2¢-torsion with 2¢ = p. This also allows us to represent isogenies of degree
up to 2¢ ~ 22}, satisfying the security requirements against isogeny computation
and hash collisions for both salt-PRISM and PRISM-id.

We thus choose primes of the form p = f2¢ — 1, with f a small cofactor. Such
primes are commonly used in isogeny based schemes, for example in SQIsign
NIST version 2 [1]. As such, we can follow their parameter choices and exploit
the existing optimized implementations for those primes. We report these values
for NIST security Levels I, III and V in Table 2, together with the respective
public key and signature sizes discussed in the next section.
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7.2 Sizes

The public key for PRISM-sig, salt-PRISM and PRISM-id is a curve E,x. Since we
are working in the Montgomery model, we can represent it with a single scalar
in 2, with a cost of 4\ bits. A deterministic basis of the 2-torsion on Ey can
be included in the public key, to optimize verification performance, or computed
on demand, to optimize compactness. This situation is completely analogous to
SQIsign NIST version 2. As such, we follow their optimized approach of giving
hints for the generation of the deterministic basis, with a cost of 2 bytes (see [6,

Sec. 7).

Signature Sizes. An isogeny representation consists of a curve Egg and two
points (Piig, Qsig). We proceed as follows: first, we send both coordinates of Pig.
Since log p = 2 and we are working in [F)2, we can represent these coordinates
with 8\ bits. Since we work with Montgomery curves, from Fss we can recover
the curve Egg at the cost of a single field inversion. We can then represent Qsig
by its x-coordinate plus a bit to indicate the sign of the y-coordinate, which we
can recover by computing only a square root. Ignoring the sign bit, this requires
a total of 12X\ bits to represent the isogeny.

An alternative approach is to encode both Py and Qg by their coeflicients
with respect to a deterministic basis of the 2%-torsion on Egg. This is, for instance,
the method adopted by SQIsign2D-West [6]. This approach requires 4\ bits for
the Montgomery coefficient of Egz and 4a bits for the points. Encoding the points
in this way requires the prover to compute a deterministic basis for the 2%-torsion
on Egg. This is more costly than computing a single square root, but hints can
be provided as in the case of the public key.

A third approach is to send only three of the four coefficients above and
recover the last one using pairings with the method discussed in [20, §6.1]. The
signature would now have size 4\ 4+ 3a. However, this extra compactness comes
at the additional cost of two pairing computations on top of the aforementioned
deterministic basis.

For PRISM-sig we have a & 2\, so the second approach comes with a (slight)
loss in efficiency but no gain in size. The first approach seems better suited. On
the other hand, for salt-PRISM a is smaller than 2\, and the second approach
makes the signature significantly shorter with a small increase in verification cost.
We thus opt for this option. Notice that in this case the salt (of 2\ bits) must be
added to the signature. Therefore, salt-PRISM signatures have size 6 + 4a.

Communication Costs for PRISM-id. The situation for PRISM-id is similar to
salt-PRISM. From the discussion in Remark 8 we only need a ~ A 4+ 2log . This
makes point compression more convenient. On top of the 4\ bits needed for the
curve, it is enough to send four (or three, at the cost of pairing computations)
coefficients of a bits each, for a total cost of 4\ + 4a ~ 8\ + 8log A (resp.
~ 7T\ + 6log \). As above, the data reported in Table 2 refers to the efficiency-
oriented version using four point coefficients.
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Notice that the first interaction from Vrf only requires a — 1 bits to represent
the prime g € Primes,; the total communication costs using point compression is
then 4\ + 4a.

Table 2. Public-key size and signature size in bytes, respectively communication cost,
for the signature schemes PRISM-sig and salt-PRISM, respectively identification protocol
PRISM-id.

NIST I NIST III NIST V
Prime 5.2%8 1 65.2376 1  27.2%90
Public-key size 66 98 130
PRISM-id a 144 210 274
PRISM-sig a 248 376 500
salt-PRISM « 192 256 320
PRISM-id com. cost 160 224 288
PRISM-sig sig. size 189 288 388
salt-PRISM sig. size 191 272 350

7.3 Comparison with other isogeny-based signatures

We now briefly compare the signature sizes of salt-PRISM and PRISM-sig with
other isogeny-based signatures in Table 3. For each scheme, we report the sig-
nature size of the main variant, ignoring logarithmic factors in terms of the
security parameter A\. A more compact version of SQIsign2D-East presented in
[47], CompactSQIsign2D-East, only requires 10\ bits. However, it comes with
a significant computational overhead and an increase in the number of two-
dimensional isogeny computations (up to about 770 for Level I). A trade-off
similar to the one discussed above could bring SQIsign2D-West signature sizes
from 9\ bits to 8\ bits [6, Remark 26]. However, as in our case, the authors
prefer the faster version of the scheme. Finally, for SQIPrime we report the size
of the signature in the two-dimensional case. In their paper [29], the authors also
present a four-dimensional version, which achieves a signature size of 12\, but
seems less practical due to the need for four-dimensional isogenies for verification.

Protocol PRISM-sig salt-PRISM SQIsign SQIsign2D-East SQIsign2D-West SQIPrime

Sig. size (bits) 12X 6 + 4a ~11A 12X 9 19X

Table 3. Signature sizes for the signature scheme given in this work, SQIsign, and its
most efficient variants.
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7.4 Performance

In this section, we compare the performance of salt-PRISM and PRISM-sig with
other isogeny-based schemes. In Table 4 we report the number of isogeny com-
putations in different dimensions performed by our schemes salt-PRISM and
PRISM-sig, and various other SQIsign variants.

With respect to this metric, we see that our schemes have the most efficient
signing among all the analyzed variants, with salt-PRISM achieving the smallest
number of isogenies.

Regarding verification, for Level I salt-PRISM requires 192 = (A + 64) 2-
dimensional isogenies against the 126 &~ X of SQIsign2D-West. However, SQIsign2D-
West additionally requires 248 ~ 2\ one-dimensional isogenies. With a very rough
estimate of one two-dimensional isogeny being as expensive as 4 one-dimensional
isogenies (as we work with 4 theta coordinates in dimension 2) the cost of
SQlsign2D-West can be estimated to be about 190 ~ 3\ /2 2-dimensional isoge-
nies. This is slightly less than salt-PRISM at Level I, and slightly more at Level
V. We thus expect salt-PRISM to perform faster than SQIsign2D-West in signing,
and very close in verification.

To validate this theoretical analysis, we implemented salt-PRISM within the
code base of the SQIsign NIST round 2 submission [1] using the Qlapoti ideal-to-
isogeny algorithm [14]. The results are reported in Table 5.

Our signing procedure is between 1.4 and 1.6 times faster than SQIsign. This
is already a significant improvement, but not as good as one may expect from
Table 4. This can be explained by two factors: first, while being the overall
bottleneck, isogeny computations are not the only operations involved in signing.
The amount of quaternion operations involved in salt-PRISM is similar to SQIsign,
thus bringing down the overall ratio. Second, we implemented salt-PRISM directly
on the codebase of SQIsign. As a result, the underlying functions are specifically
optimized to work with SQIsign parameters. A more thorough analysis of the
distribution of costs and potential algorithmic optimizations is left as future
work.

More interestingly, the verification time goes from 1.2 times slower to 1.01
times faster among the different security levels. This is the major improvement of
salt-PRISM compared to PRISM-sig, and makes salt-PRISM faster than SQIsign
in both signing and verification at Level V. Once again the ratio expected from
a pure isogeny count would suggest that a slight optimization of the verification
time is possible. The same considerations as above apply.

8 Conclusion

We present a novel two-round identification protocol and a hash-and-sign digital
signature scheme, whose security reduces to the hardness of computing large prime
degree isogenies from a curve with unknown endomorphism ring. The response
and the signature consist of an efficient higher-dimensional representation of such
isogeny with domain the verification key FE,y.
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Table 4. Number of isogenies computed of each degree for NIST-I parameters. The
numbers given in parentheses indicate that they may vary slightly depending on the
case.

Type of isogeny

Protocol 2 3 5 (2,2) (2,2,2,2)
KeyGen - - - 496 -
salt-PRISM Sign - - - 384 -
Verify - - - 192 -
KeyGen - - - 496 -
PRISM-sig Sign - - - 496 -
Verify - - - 248 -
KeyGen 378 234 - - -
SQIsignHD Sign 252 312 - - .
Verify - 78 - - 142
KeyGen - - - 496 -
SQIsign2D-West Sign  (248) - - 992 -
Verify (248) - - (126) -
KeyGen - - - 496 -
SQIsign2D-West (Heuristic) Sign  (122) - - 624 -
Verify (122) - - (126) -
KeyGen - - - 253 -
SQIsign2D-East Sign 127 (2) (1) 641 -

Verify 127  (2) (1) 129 -

Table 5. Run time comparison in millions of clock cycles between salt-PRISM and
SQIsign at NIST security levels I, III, and V. Averaged over 10,000 runs on an Intel
Core Ultra 7 165H.

Level 1 Level II1 Level V

KeyGen 31.2 123.4 166.9
PRISM (this work) Sign 50.3 172.1 260.0
Verify 94 23.0 42.2
KeyGen 30.7 120.0 164.9
SQIsign v2 & Qlapoti Sign 76.1 280.4 407.1
Verify 7.7 21.6 42.7
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We note that the determining factor for secure parameters is actually the size
of the challenge space and not the hardness of the underlying isogeny problem.
In particular, for the signature scheme, we need to increase the set Primes,
to protect against collision attacks on the hash function. To mitigate this, we
carefully measure the cost of computing the hash function Hysime, which involves
repetitions and primality testing, to correctly assess the hardness of collision
finding.

We evaluate the performance of the presented schemes, showing that they
compare favorably to the original SQIsign and many of its variants. Furthermore,
since our construction has the additional advantage of having a much simpler
signature procedure, we hope future work will prove its usefulness as a building
block for more advanced constructions.
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