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ABSTRACT. We describe a Las Vegas algorithm for the principal ideal prob-
lem in matrix rings My (O) for g > 2, over maximal orders O in the rational
quaternion algebra Bp, oo ramified at co and a prime number p. Under plausi-
ble heuristic assumptions, the method has expected polynomial runtime. An
implementation in SageMath shows that it runs very efficiently in practice,
with compact output. Our main auxiliary result is a method for finding en-
domorphisms of superspecial abelian varieties (i.e., powers of supersingular
elliptic curves) with a prescribed kernel.

1. INTRODUCTION

In this article we study two closely related computational problems, sitting on
either side of Deuring’s correspondence, which establishes a bijection between su-
persingular elliptic curves over E, (up to isomorphism and Galois conjugacy) and
maximal orders in the unique rational quaternion algebra B, o, ramified precisely
at p and oo (up to conjugation). First, we consider the principal ideal problem
(PIP) in matrix rings over maximal orders in B :

Problem 1.1. Let O C B « be a mazimal order. Given a left ideal I C M,(O),
with g > 2, compute a matric M € My(O) such that I = My(O) M.

Some authors refer to PIP as the “principalization problem”. Note that the output
is uniquely determined up to left-multiplication by a unit U € GL4(O).

Recall that, explicitly, the Deuring correspondence maps a supersingular elliptic
curve E to the unique conjugacy class of maximal orders O C B, o that admit
a ring isomorphism ¢ : @ — End(E). We can extend ¢ component-wise to an
isomorphism My(O) — My(End(E)) = End(E9) which we, by abuse of notation,
denote by ¢ again. Our second problem is the following kernel-to-matrix problem
for superspecial abelian varieties, i.e., powers of supersingular elliptic curves:

Problem 1.2. Let E be a supersingular elliptic curve over F, and let O C By o
be a mazimal order with an explicit isomorphism v : O — End(E). Given a finite
subgroup H C E9, with g > 2, compute a matrix M € My(O) such that the kernel
of t(M) equals H.

We will motivate these problems shortly, but let us first discuss why they are
well-stated. Famous results by Eichler imply that as soon as a central simple
Q-algebra B is either not a quaternion algebra over @Q or unramified at oo, it
necessarily contains a unique maximal order O C B up to conjugation and its ideal
class number is 1, i.e., all left (or right) ideals I C O are principal [25, Thm. 34.9].
Both properties are intimately related. From this perspective B, o, which violates
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the assumptions,” is a rather peculiar object within the realm of central simple Q-
algebras. Crucially for us, the assumptions do apply to My(Bp, o) as soon as g > 2.
Since it can be argued that My(O) is a maximal order in My(Bjp oc) whenever O
is a maximal order in B, o [25, Thm.8.7], this implies that My (O) is a principal
ideal ring, hence Problem 1.1 is indeed well-posed. To draw the same conclusion for
Problem 1.2, one can consider the left ideal of matrices M € M, (O) for which (M)
annihilates H; the joint kernel is precisely H (not larger). By Eichler’s results, this
ideal must be principal, therefore Problem 1.2 is also well-stated. It can be seen as
a higher-dimensional analog of the kernel-to-ideal problem for supersingular elliptic
curves that is ubiquitous in isogeny-based cryptography.

Remark 1.3. Looking ahead, our discussion will mainly flow in the opposite direc-
tion: we will address Problem 1.2 directly, and then convert this into a solution
to Problem 1.1. In fact, our line of thought can be used to provide an alternative
proof that M,(O) is a principal ideal ring.

It is interesting to view Problem 1.2 in the context of a result, usually attributed
to Deligne (and sometimes co-attributed to Ogus and/or Shioda), stating that

Eix--xXE;2E x---xE}

for any choice of supersingular elliptic curves Ei,...,Eg, Ef,..., E; over F,, as
soon as g > 2. This fact can be deduced from Eichler’s aforementioned results, see
e.g. [15, 21, 29]. Consequently, the bijection F +— End(E) between isomorphism
classes of supersingular elliptic curves up to Galois conjugacy and maximal orders in
By, o up to conjugation extends in a trivial way to a bijection A — End(A) between
g-dimensional superspecial abelian varieties over [, up to isomorphism (we do not
need Galois conjugacy) and maximal orders in My(B)p ) up to conjugation, for
the simple reason that if g > 2 then both sides contain a single object only. This
sheds an alternative light on Problem 1.2: the isogeny EY — E9/H is separable,
therefore the codomain is superspecial [6, App. C], hence admits an isomorphism
to E9. So one sees that H must indeed be the kernel of an endomorphism ¢(M) €
Mgy(End(E)) for some M € My(O). Thanks to recent work by Gaudry, Soumier
and Spaenlehauer [14] this approach can in fact be made effective; see Remark 3.3.

Motivation and prior work. Problem 1.2 (kernel-to-matrix conversion) pops
up naturally in the design of cryptographic protocols from superspecial principally
polarized (p.p.) abelian varieties where knowledge of the endomorphism ring (in-
cluding the Rosati involution) is the trapdoor; see [5, §6] and [20]. As far as we are
aware, it was first studied by Chu in his PhD thesis [10] in an attempt to design
a Galbraith—Petit—Silva style signature scheme from superspecial p.p. abelian sur-
faces. Chu’s strategy was to reduce the problem to Problem 1.1 (PIP), as explained
above. He then devised a PIP solver for g = 2 with sub-exponential runtime [10,
Ch. 2], by mimicking a method due to Page [22] for the principal ideal problem in
rational quaternion algebras that do not ramify at oo (to which Eichler’s results do
apply). However, this algorithm is too slow for constructive applications.

In [5, §4.2] it was observed that if H = Z/¢Z x Z/¢Z for some prime number
¢ then a corresponding matrix M € Ms(O) can be written down essentially for
free, without need to pass through PIP. Using recursion, this method extends to

*Tt can be shown to contain about p/24 non-conjugate maximal orders, where each maximal
order has about twice as many left ideal classes.
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groups H admitting a subgroup series 1 = Hy C H; C ... C H,_1 C H, = H all
of whose factor groups have the above shape. Since this covers the kernels of arbi-
trary polarized isogenies, this is good enough for most cryptographic applications.
Nevertheless it remains a compelling question whether such a direct method exists
for general groups, i.e., not passing via PIP, and whether it generalizes to arbitrary
g > 2. This was the provoking question for the article at hand. We will answer the
question in the affirmative, and show that the resulting ideas can be turned into
an efficient PIP solver, rather than the other way around.

Remark 1.4. Even when considering kernels H of polarized isogenies only, there
may be an efficiency gain in factoring H down to the level of cyclic groups, e.g.,
when using a list of precomputed matrices as in [5, Rem. 4.3]. Indeed, E?[(] contains
(0% + 1)(£3 — 1)/(£ — 1) subgroups of the form (Z/¢Z)? and only (¢/* —1)/(£ — 1)
subgroups of the form Z/¢(Z.

The literature on the principal ideal problem is more extensive; see Page [22, §1],
Chu [10, §2.1.2] and Biasse-Fieker-Hoffman—Youmans [3, §1] for an overview of the
existing PIP solvers for maximal orders in various simple algebras (not restricted to
Q-algebras), including number fields. Let us highlight the work of Kirschmer and
Voight [17] who studied the problem for maximal orders in B, o, i.€., the case g = 1
of Problem 1.1 (with the promise that the input ideal I is principal), by reducing
it to lattice reduction in dimension 4. This technique fails for g > 2, essentially
because the norm form on My (B, ») is no longer quadratic.

Of utmost relevance is independent work by Page, Robert and Soumier [23]
who, also motivated by cryptography, describe a polynomial-time algorithm for
Problem 1.1.7 Our method is quite different from theirs. Firstly, it has a more
geometric flavor which, depending on the reader’s taste, may be found more con-
ceptual. Secondly and most importantly, we do not rely on the KLPT algorithm [18]
as a subroutine; this contrasts with [23] who invoke a g-fold application of KLPT.
Since KLPT is notorious for its long output, our algorithm returns a generator that
is considerably more compact; see Section 4.4 for a detailed discussion of the case
g = 2. It also conceivably runs faster in practice. Thirdly, the algorithm from [23]
has cleaner heuristic assumptions, only relying on the Generalized Riemann Hy-
pothesis (GRH). A common ingredient in both works is the special role played by
so-called extremal maximal orders O C B, , i.e., maximal orders containing an
imaginary quadratic order with a very small discriminant (in absolute value). As
explained below and also pointed out in [23, §2.1], it is easy to reduce the principal
ideal problem in any given maximal order A C My(Bj o) to the case A = My(O)
with O C B) o an extremal maximal order.

Contributions. For matrix rings over extremal maximal orders, we find:

Theorem 1.5 (PIP, extremal case). There exists a Las Vegas algorithm which on
input a left ideal I C My(Op) with norm m, where Oy C Bp o is an extremal
mazimal order, outputs a matric M € My(Oy) such that I = My(Op) M. Under
plausible heuristic assumptions, the algorithm runs in expected time

O(log"** p + g*log®(gmp) + ¢*** log(gmp)).

TWe thank the authors of [23] for sharing an early draft of their paper.
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The plausible heuristic assumptions have a very standard flavour. They essentially
assume that the statistical arithmetic behaviour of natural numbers (e.g., the prob-
ability of primality) in certain non-uniform distributions does not deviate too wildly
from that in uniform distributions on large intervals in the same range. We will be
more precise about these assumptions in Section 6.2. Our paper is accompanied by
a proof of concept implementation of this algorithm in SageMath, available at

https://github.com/KULeuven-COSIC/PIP.

In order to handle arbitrary maximal orders, a key observation is that the algo-
rithm from Theorem 1.5 can be used to compute a conjugation between M, (Op) and
any given maximal order A C My(By, ). For this, one computes the so-called con-
necting ideal Jy 0, = exp(Ga,0,) Mg(Oog)A C My(Op) where exp(Ga,o,) denotes
the exponent of the additive group

A
MR VIS

As will be argued in Section 5.2, running the algorithm on input Jj o, returns a
matrix C € M,(Oy) such that A = C™'M,(Op) C. This conjugation can then be
used to reduce PIP from A to My(Op): given an ideal I C A of norm m, another
run of the algorithm from Theorem 1.5 on the ideal C T C~" (which also has norm
m) returns a generator M, and then C ' MC is a generator of I. This leads to:

Corollary 1.6 (PIP, general case). Let A C My(Bp ) be a mazimal order and let
Oo C By be an extremal mazimal order. Let I C A be a left ideal of norm m.
Using two runs of the algorithm from Theorem 1.5, once on input Jp o, and once
on input an ideal of norm m, we can compute M € A such that I = A M.

Remark 1.7. If A = M,(O) for a non-extremal maximal order O, then the first
run of the algorithm from Theorem 1.5 can actually be done on the connecting
ideal Jyr,(0y,0, between maximal orders in Ma(B) o), rather than Mgy(Bp ). See
Remark 5.5.

As mentioned, Theorem 1.5 is inspired by a method for solving Problem 1.2:

Theorem 1.8. Let E be a supersingular elliptic curve over Fpz2 and let O C By o
be a maximal order with an explicit isomorphism ¢ : O — End(F). Let H C E9,
with g > 2, be a finite subgroup. There is an algorithm that solves Problem 1.2 with
complezity

O(Fy + gDy +log** p 4 log® my + log® my).

where Fyy and Dy denote the complexity of factoring |H| and solving discrete log-
arithms in H, my is the norm of the connecting ideal between Mz (O) and M2 (Op)
for some extremal mazimal order Oy C By o, and msy is the biggest prime factor
of |H|.

An implementation of this method can also be found in our proof-of-concept im-
plementation.

Remark 1.9. In general Fy and Dy are not polynomial-time in log |H|, which is an
asymptotic lower bound for the input size. However, in applications |H| is usally
smooth, in which case these steps are efficient.
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Future directions. An interesting question is whether our approach, which is
inspired by the geometry of (powers of) supersingular elliptic curves and therefore
naturally revolves around B, ., nevertheless generalizes to matrices over other
quaternion algebras by forgetting about the geometry. Here, our primary targets
would be definite quaternion algebras (i.e., ramified at oo) that are

e ramified at a larger (necessarily odd) number of finite primes,

e defined over more general totally real fields than Q; this would come with
non-trivial applications, e.g., it was recently shown that this would affect
the security of Hawk [9], a second-round contender in the ongoing “on-
ramp” standardization effort for post-quantum digital signatures organized
by the National Institute of Standards and Technology [1].

Another question is how easily our work extends to cover orders A C My(B) )
that are not necessarily maximal.

Roadmap. In Section 2, we gather some background material (explicit localiza-
tion, quaternionic matrix norms, higher-dimensional Deuring correspondence) that
is mostly standard and well-known to specialists, but it contains several explicit for-
mulae that we did not manage to pinpoint in the existing literature. In Section 3, we
show that Problem 1.2 reduces to the construction of a certain commutative square
of elliptic curve isogenies. Section 4 discusses how to construct such a square. The
full algorithmic details are wrapped up in Section 5, where we also explain how to
convert this into a solution to Problem 1.1. We end with a complexity analysis and
a report on our SageMath implementation in Section 6.

Acknowledgments. This work is supported by the European Research Council
(ERC) under the European Union’s Horizon 2020 research and innovation pro-
gramme (grant agreement ISOCRYPT — No. 101020788), by the Research Council
KU Leuven grant C14/ 24/099, as well as by Cybersecurity Research Flanders with
reference number VR20192203. Riccardo Invernizzi is funded by Research Foun-
dation — Flanders (FWO) under a PhD Fellowship fundamental research (project
number 1138925N). We thank Aurel Page, Damien Robert and Julien Soumier
for sharing with us a preliminary version of their article [23]. We also thank the
Isocrypt brainstorm team for helpful input.

2. PRELIMINARIES

Even though we did not manage to pinpoint every explicit formula, the vast
majority of the claims in this section are standard and well-known to specialists.
We refer the reader to the books by Reiner [25], Voight [31], Waterhouse [32] and
the references provided in course of the text below for more background.

2.1. Representing B, ., and choosing an extremal maximal order Oj. Let
p be an odd prime number. The quaternion algebra B), ., ramified at p, co can be

constructed as
—q,—p
Bp,oo = ( Q )

where ¢ is chosen as small as possible, i.e.,

e ¢=1if p=3 modA4,
e ¢ =2if p=>5mod8,
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e ¢ is the smallest prime congruent to 3 mod 4 modulo which —p is a quadratic
residue if p = 1 mod 8; under GRH we can assume ¢ < 2log? p [2].

Elements of B, ~ are expressed in terms of the usual basis 1,4, j, k where i* = —¢,
j? = —pand k = ij = —ji. Recall that B, « comes equipped with a conjugation
a = ay + asi + asj + ask — & = a1 — agi — azj — ask as well as Q-valued maps
n:a— aa,tr: a+— a+ & that are referred to as the reduced norm and reduced
trace, respectively (see Section 2.3 for the origins of the adjective “reduced”, that we
will usually omit). Under any choice of C-algebra isomorphism B,, - ®gC = M2 (C)
these notions match with the usual determinant and trace.

An order O in a finite-dimensional Q-algebra B is a subring that is free of rank
[B : Q] as a Z-module. It is represented by specifying a Z-basis. An order O C B is
said to be maximal if it is not contained in a strict superorder. For B = B, it is
convenient to fix an “extremal” maximal order Oy throughout, which is a maximal
order containing a quadratic subring R whose discriminant (in absolute value) is
very small. Concretely, we fix:

OO . <1, -7 itj ﬂ> 7 <1,i, 1+j5+k i+2j+k>Z’ <1’ 1+i citk (1+i)(ci+k)>Z’

20 2 2 7 4 2 q 29
(1) U U U

R: zly) Z1v/=2) 2y

for p = 3mod 4 and p = 5,1 mod 8, respectively, where ¢ denotes the smallest
positive solution to z2 + p = 0 mod ¢.}

Remark 2.1. We have assumed that p is odd, in order to not pollute the exposition
with edge cases, but the methods below are easily adapted to cover p = 2 as well;
here the most convenient representation is (—1, —1/Q) and, up to conjugation, there
is one maximal order only: the (rational) Hurwitz quaternions (1,4,4, (1 +i+ j +
k)/2)z, which are clearly “extremal”.

2.2. Explicit localization. Being ramified at p, oo implies that O ®77Z, = Ma(Zy)
for any maximal order O C B), o, and any prime number £ # p; in contrast the ring
O ®z Zy is a domain. We now describe how to compute such an isomorphism. For
simplicity we work up to finite {-adic precision, i.e., writing n = ¢¢ with e > 1, we
show how to establish an explicit isomorphism

2) B, : O/nO = My(Z/nZ).

It is certainly known to specialists how to do this, see e.g. [8, Prop.4.1]; in fact,
methods are available for computing such isomorphisms for more general families of
algebras [28]. But we did not manage to locate the explicit formulas below, which
we include for the reader’s convenience.

Remark 2.2. Tt is easy to use these formulas for addressing the following seemingly
more general targets:

e by the Chinese remainder theorem, one can efficiently combine isomor-
phisms of the form (2) to handle the case where n is an arbitrary positive
integer coprime with p, assuming that the factorization of n is known,

e the same formulas solve the infinite-precision tasks of finding an explicit
isomorphism O ®yz Zy = My(Zg) or By ®7 C = My(C): e.g., for the case

¥This follows [18, Lem. 2-4], except for the third case p = 1 mod 8 where the last basis vector
was replaced with j. But this must have been a typo: the resulting Z-module is not an order.
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p = 3 mod 4 one picks ¢, ¢o satisfying (3) where one discards the “mod n”,
and the method goes through mutatis mutandis,

e by working component-wise, we can extend the isomorphism (2) to an iso-
morphism My (O)/nMg(O) = My(0O/nO) — May(Z/nZ); in fact, we can
even extend this to A/nA for any maximal order A C M, (B, ) because,
as explained in Section 5.2, our PIP solver can be used to find an explicit
conjugation between A and M,(O) for any given O.

Note that, by the Skolem—Noether theorem, the isomorphism ®,, is uniquely deter-
mined up to base change, i.e., post-composition with conjugation by an element of
GL2(Z/nZ). More generally, any isomorphism M, (O)/nMy(O) — Mag(Z/nZ) is
obtained by applying ®,, component-wise and composing this with conjugation by
an element of GLyy(Z/nZ).

2.2.1. The extremal mazimal order Op. We focus on computing an isomorphism (2)
for the extremal case O = Oy introduced in (1) above. We will later explain how to
adapt this to any maximal order. It suffices to specify the images under ®,, of the
basis elements of Oy given in (1), meaning that it is enough to find four matrices
My, ..., My € My(Z/nZ) satisfying the relations among those elements. Of course
®,,(1) = I, =: M;. By composition of ®,, with conjugation by an invertible matrix
if needed, for My we can make the choices

(4 . wia-(5 3w (3)-( )

in the cases p = 3 mod 4 resp. p = 5,1 mod 8. This can be seen as follows: since
M, must be linearly independent from M;, there must exist v; € (Z/nZ)? whose
reduction mod £ is not an eigenvector of My mod ¢. The desired conjugation
amounts to base-change from the standard basis of (Z/nZ)? to the basis vy, — My vs.
We now proceed as follows:

e When p = 3 mod 4, the identity

(itg)  —1+k i+3)
1 = :—1— — 7
2 2 2

implies My M3 + M3 M, = — M; which forces us to choose

i+j\ L c1 C2
@« 2>_M“_Qr4 wJ

for ¢1,co € Z/nZ satistying

5 :Tmodn.

Any such c1,co will do. As a sanity check, note that the congruence is
indeed solvable: modulo ¢ it defines a smooth conic in P?(FF;) (one checks
that the discriminant of the corresponding ternary quadratic form equals
—p # 0mod ¥), so it has ¢ + 1 rational points, all of which can be lifted
by Hensel’s lemma. At least one of these points is affine (this is obvious
for £ > 2, while for £ = 2 one checks that the conic has exactly one point
at infinity). In practice a solution is found by sampling ¢ at random and
checking that what is left for ¢? is indeed a square mod n. From the identity

1+k AR
— =1
5 +z< 5 )

L+ 7 1
(3) det(Mg):—c%—c§+02En<Z+j)—p+
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we then conclude

1+k' C2 —C1
P, | — | =My :=M; +M;M;3 = .
n( 5 ) 4 1+ Mo M3 (—61 et 1
it 1+k

One easily checks that the multiplication table of 1,1, =52, =5~ is fully com-
patible with that of My,..., My. Moreover, an explicit calculation shows
that ®,, has determinant —4c? — 4¢3 + 4¢3 — 1 = p when viewed as a Z/nZ-
linear map. So since ged(p,n) = 1 it indeed concerns an isomorphism.

e When p = 5 mod 8, it is more convenient to first determine A := Mg — My,

which one checks should satisfy Mo A + A My = M; +M,. We find

A— (1—01 2(:2—1>
C2 C1

for ¢1,co € Z/nZ such that —c? + ¢; — 2¢3 + c2 = (p + 3)/8 mod n. From
the relation M3 = A(Msy+2M;) — M; we then get

o 1+]+k — Mo = 72617262#‘2 7201 +4CQ
" 2 - 3= —Cl+262 261-’-262—1 ’

<i—|—2j+k) M, = M A — (012c2+1 261+262+1>’

4 —C1 + Co Cl+202—1
completing the description of ®,,, which is seen to be an isomorphism along
similar lines as above.

e Finally, when p = 5 mod 8 we can choose ¢y, ¢ € Z/nZ such that

2

_c? —c1Co — %cg —ccg = ctp mod n
and let
o, (Ci-i-k) _ M, = (—01 c1 + 14ﬂ62 —|—c) .
q C2 C1

This follows from the requirement My M3 + M3z My = M3 —cM;. It then
readily follows that

14+ (ci+ k 1+q 1+q
o, Atileitk)) _ My=M;M;=( ¢ 144 “
2q c1tec ——fcea—c

and a similar reasoning shows that this defines an isomorphism.

2.2.2. General maximal orders. To compute ®,, for a general maximal order O,
one can compute the left Op-ideal I = exp(O/(Og N O))OeO C Op, which is a
connecting ideal between Oy and O in the sense that its right order Or(I) = {z €
Bpoo | Iz C I} equals O. Let o € I be such that ged(n(a)/n(I),n) = 1, where
n(I) = ged(n(a)|a € T) =[O : I]*/? denotes the norm of I. It is not hard to
check that the map

U, : 0/nO = Oy /nOy : x — ara™*

is an isomorphism of rings, where we point out a subtlety when ged(n(a),n) > 1:
at first sight, the reader might think that ¥, is not well-defined in this case because
«a is not invertible modulo n. But the full expression awa ™! is genuinely reducible
modulo n. Indeed, @ = Og(I) implies ax € I, hence there exist y, 2 € Og such that
axr = ya + zn(I) and therefore aza™ =y + 2(n(I)/n(a))@. Now it is clear that
the right-hand side makes sense modulo n in view of our assumption on n(a). The
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desired isomorphism ®,, is then obtained by composing ¥, with the isomorphism
described in the previous paragraph.

Remark 2.3. In Remark 2.10 we will describe a more geometric method for finding
an isomorphism (2), which is less efficient.

2.3. Reduced norm and trace of quaternionic matrices. Recall that every
finite-dimensional Q-algebra B comes equipped with norm and trace maps

N:B—Q:aw det(z — za), T:B — Q:aw trace(z — za),

and for B = B, » we have N(a) = n(a)? and T(a) = 2tr(a), which is why n
and tr are referred to as the reduced norm and trace, respectively. This picture
generalizes as follows: for all ¢ > 1 and any M € M, (B, ) we have

charpol,, ,, m(t) = charpoly (g (t)%9

where 6 denotes any C-algebra isomorphism Mg (Bp o) ®g C — Mag(C). For this
reason the characteristic polynomial of (M) is called the reduced characteristic
polynomial of M. Its coefficients are rational numbers that do not depend on the
choice of §. One sees that N'(M) = n(M)?9 and 7(M) = 2gtr(M) where n(M),
resp., tr(M) denote the usual determinant, resp., trace of (M), called the reduced
norm, resp., the reduced trace of M.¥ Just like in the case g = 1, we will usually
drop the adjective “reduced”, which should cause no confusion.

While it is easy to check that tr(M) = tr(trace(M)), it is more tedious to give a
closed formula for n(M). Note that one cannot hope to rewrite this in terms of some-
thing like det(M), which is an ambiguous expression due to the non-commutativity
of By o. But for g = 2 the formula is not too bad: writing

a b
M == (C d) € MZ(Bp,oo)a

a long but explicit calculation shows that the reduced characteristic polynomial of
M equals

tt — (tr(a) +tr(d))t® + (n(a) + n(d) + tr(a) tr(d) — tr(bc))t?
— (tr(a) n(d) + tr(d) n(a) — tr(abc) — tr(dbé))t + n(a)n(d) + n(b) n(c) — tr(abdc).

The constant term is our desired explicit expression for n(IM). Interestingly, one can
check via explicit calculation that this expression equals det(M M™) = det(M* M)
where M* denotes the conjugate-transpose of M [5, Lem.2.10]. This time, the
determinant makes sense because the entries all live in a fixed quadratic (hence
commutative) subfield of By, o.

Lemma 2.4. For all M € My(B, ) and all orders A C My (B, o) we have:
(1) M € My (Bp,o)* if and only if n(M) # 0;
(2) if M € A then n(M) € Z and if moreover n(M) # 0 then n(M)M ™! € A;
in particular M € A* if and only if n(M) = 1.

§Alternatively, the reduced norm n(M) can be characterized as the norm of the Dieudonné
determinant of M, which implies that it takes non-negative values only (a fact that is also apparent
from Lemma 2.11).
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Proof. From the multiplicativity of the norm it is immediate that n(M) # 0
whenever M is invertible. Conversely, the reduced characteristic polynomial ¢29 4
agg,lt%’*l + ...+ ait + n(M) has rational coefficients and kills M, showing that

—n(M) a1 I, 4 ... +ag, 1 M2 L M)

is an inverse for M as soon as n(M) # 0. The second statement then immediately
follows from the fact that the characteristic polynomial has integer coefficients
whenever M is contained in an order (this is seen by analyzing the map z — Mz
with respect to a basis of the order). O

Note that, as a consequence to Lemma 2.4(2), one obtains that n(IM)I, is an
element of the (left or right) principal ideal generated by M.

Lemma 2.5. Let A C My(B, o) be an order and let M € A have non-zero norm.
Then n(M)29 = [A : AM].

Proof. This is a standard argument which we specialize to My (B, ) for the reader’s
convenience. By the structure theorem for finitely generated Z-modules (i.e., the
existence of the Smith normal form) there exists a Z-basis v1,...,v452 of A along
with non-zero integers dy | ... | dyg2 such that divy,...,dyg2v442 is a Z-basis for
A M. Now consider the composition of changes

Vi, .., Us2 = UM g M = divr, . dygevgge

of bases of My(Bp o). The determinant of the overall matrix of base change is
dy - - - dag> which clearly equals [A : AM] in absolute value. But at the same time
it arises as the product of a matrix with determinant det(z — x M) = N (M) =
n(M)?9 and a matrix changing between Z-module bases of AM which therefore
has determinant +1. g

Corollary 2.6. Let A C My(By ) be a mazimal order and let M € A have prime
norm n(M) = £ different from p. Consider an isomorphism 6 : AJ{A — Mo, (F).
Then rank(0(M)) = 2g — 1.

Proof. By Lemma 2.4 we have /A C AM. We can then write
A/JEA
AM /LA

showing that the kernel of My, (Fp) — Moy (Fy) : & — z68(M) is 2g-dimensional.
But this kernel consists of matrices whose 2g rows are vectors running over the left
kernel of (M), which therefore must be 1-dimensional. O

29 — (M) — ‘ ?\4‘ _ ‘ — [May () : Moy (F)6(M)]

2.4. Deuring correspondence. As mentioned in the introduction, for any g > 1
the map A — End(A) defines a bijection between, on one hand, g-dimensional
superspecial abelian varieties over Fp up to isomorphism and Galois conjugacy
and, on the other hand, maximal orders in My(B) o) up to conjugation. We now
recall how to incorporate isogenies in this correspondence. Let A be a g-dimensional
superspecial abelian variety and let A C My(B), o) be a maximal order admitting
an isomorphism ¢ : A — End(A). Typically, we will work with A = E9 for a
supersingular elliptic curve E/F, and A = M,(O) where O C B, » is a maximal
order admitting an isomorphism ¢ : O — End(FE), that we extend component-wise



PIP FOR ENDOMORPHISM RINGS OF SUPERSPECIAL ABELIAN VARIETIES 11

to an isomorphism M,(O) — My(End(E)) = End(EY). To every finite subgroup
H C A we can associate a left ideal

Iy={MeA|VPeH: (M)(P)=0}

whose norm n(Iy) = ged(n(M)| M € Iy ) = [A : I]'/?9 equals |H|. Conversely,
given a left ideal I C A one can consider the joint kernel H; C A of the endomor-
phisms (M) over all M € I. This defines a bijection between left ideals I C A of
norm coprime with p and finite subgroups H C A. The right order

A/:OR(IH) = {.’L‘EMg(Bp’OOHIH.'IJCIH}

of Iy is naturally isomorphic to End(A’), where A’ = A/H denotes the codomain
(uniquely determined up to F,-isomorphism) of a separable isogeny ¢p : A — A’
with kernel H. Explicitly, following [32, §3.1], let ¢ : A’ — A be an isogeny with
Yoy =|H|ids and ¢y o9 = |H|idas (we will refer to this as the pseudo-duall
of ¢g). The isomorphism is

End(A") = A" :aw [H7 T (Woaopg).

We remark that this correspondence between ideals and subgroups can in fact be
extended to include ideals of norm a multiple of p (including 0), by considering
arbitrary subgroup schemes instead of subgroups, and by allowing for arbitrary
homomorphisms (possibly non-finite or inseparable).

Ezample 2.7. If Iy = AM is principal then A’ = Or(Ig) = M~ AM is a conju-
gate of A. In this case the corresponding isogeny is the endomorphism ¢«(IM). Recall
that if g > 2 then all ideals are of this form.

Composition of isogenies corresponds to multiplication of ideals, as follows. For
a finite subgroup H' C A’ one can consider the corresponding left ideal Iy, C A’
and isogeny ¢p : A’ — A” = A'/H'. The ideal associated with the kernel ;' (H')
of the composition isogeny g/ o g is given by Iy - Ig/.

Example 2.7 (continued). Let M, M’ € A have non-zero norm. The ideals associ-
ated with the endomorphisms +(M), (M’) are the principal ideals A M, AM’ and
the ideal associated with the composition endomorphism (M’ M) is the principal
ideal AM’ M. To view this as a product of ideals, one should consider the ideal as-
sociated with +(M’) inside Or(AM) = M~' A M, which is M~' AM(M ' M’ M),
and take the product AM-M*AM(M M M) =AM M.

Lemma 2.8 (pseudo-dual at ideal level). Let A C My(By o) be a mazimal order
and let I C A be a left ideal with right order A’. Then
I ={z€Bp|lzCn(l)A}

is a left N'-ideal with right order A, satisfying I - IP® = n(I)A and IP®- I =n(I)A’.
In particular n(IP%) = n(I)?9~ 1.

Proof. 1f g = 1 then I®® = [ by [31, Prop. 16.6.15] from which the statement follows
immediately. If g > 2 then the statement is easy to prove by writing I = A M for
some generator M. One then readily verifies that 1P = n(M)M ™' A. O

11Warning: if g > 1 then in general the pseudo-dual of the pseudo-dual of ¢y is not equal to
g itself: rather, it equals |[H|?92¢p . Note in particular that deg = |H |29~ 1.
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The Deuring correspondence provides an important interpretation of the local-
ization isomorphisms ®,, discussed in Section 2.2.

Lemma 2.9. Let A be a g-dimensional superspecial abelian variety over F,, and let
A C My (Bp,oo) be a mazimal order together with an isomorphism ¢ : A — End(A).
Let n be a positive integer coprime with p. Let Py, ..., Pay be a basis of A[n]. Then

A/nA — Moy (Z/nZ) : M — matriz of «(M) with respect to Py, ..., Pa,
is an isomorphism of rings.

Proof. Tt is clear that this is a homomorphism between equicardinal rings, so it
suffices to prove injectivity. This follows from the fact that if an endomorphism
annihilates A[n] it must factor through multiplication-by-n, e.g., by a component-
wise application of [30, Cor.II1.4.11]. O

Remark 2.10. Given a maximal order O C B, and an effective isomorphism
t: O — End(E) to the endomorphism ring of a supersingular elliptic curve E/F,,
the lemma can be turned into an alternative method for computing an isomorphism
®,, as in (2). This method is generally less efficient than the method we gave, as it
requires to access E[n] (which may be defined over a large field only) and to solve
discrete logarithms modulo n. However, it is more concrete and often offers a more
intuitive interpretation of the map ®,,.

Lemma 2.11. Let A be a g-dimensional superspecial abelian variety over F,, and let
A C My (Bp,oo) be a mazimal order together with an isomorphism ¢ : A — End(A).
Let M € A have non-zero norm. Then n(M) = deg(¢(M)).

Proof. This can be found in [19, pp.46-48]. Note: if ged(n(M),p) = 1 then this
also follows from Lemma 2.9 and Corollary 2.6 (or rather the generalization of this
corollary to n(M) = ¢¢ for arbitrary e > 1, which can be proven along the same
lines). The case g = 2 can also be found in [16, Cor. 64]; see also [14, Prop.3.9]. O

3. THE MAIN IDEA

We now describe the main idea underlying our algorithms, which is geometric
in nature. We focus on kernel-to-matrix conversion, where this geometric intuition
is the clearest. Concretely, the goal of this section is to explain why Problem 1.2
reduces to the construction of a commutative square

E/(P) —— E

|

E—F

of elliptic curve isogenies, with P € E a given point of prime order, where the
degrees of the horizontal isogenies are equal, the degrees of the vertical isogenies
are equal, and these two degrees are coprime. In Section 4 we will then show that
this square can be built efficiently in the special case where O = Oy is an extremal
maximal order (which is good enough).

Remark 3.1. For efficiency reasons, most of the steps below will eventually be
handled algebraically, using quaternion arithmetic. However, since this obfuscates
the geometric picture, this is postponed to Sections 4 and 5.
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3.1. Reduction to the case |H| = ¢. We first reduce to the case where |H| is a
prime. One factors

|H| = Hfi
i—1

into prime numbers ¢; # p, not necessarily distinct. Letting Hy = H, one can then
repeat the following steps for i =1,...,r:

(1) Pick any order-¢; subgroup K; C H;_; and solve Problem 1.2 for K;, yield-
ing a matrix M;.
(2) Let Hi = L(Mi)Hi—l-
It is easy to check that the product M = M,.--- My Mj is of the desired kind.

Remark 3.2. As alluded to in the introduction, if H has a subgroups series with
factors isomorphic to (Z/¢Z)9, then it is advantageous not to reduce all the way to
the case where |H| is prime, because for groups of this form the kernel-to-matrix
problem has a much easier solution. For g = 2 this can be found in [5, §4.2]; that
method easily generalizes to arbitrary g > 2 using a trick akin to Section 3.3 below.

3.2. Reduction to the case H = ((P,0,...,0)). If H is cyclic of prime order
¢, then H = ((P1, Pa,...,P,;)) where P, € E[{] for all ¢ = 1,...,¢ and at least
one point, say P;, has exact order ¢. Using Lemma 2.9 it is not hard to find
bi,...,by € O such that P; = ¢(b;)(P;) for all i = 1,..., g, where we can (and do)
take b; = 1 (we will spend more words on how to find the b;’s in Section 5.1). Then
the matrix

-1 0 ... b ... 0
0 -1 by 0
B=1o o b; 0
0 0 ... by ... —1

is an element of GL4(O) and maps H to ((0,...,0,P;,0,...,0)). If IT € {0,1}9*9
is a permutation matrix swapping entries 1 and j, then also IIB € GL4(O) and
this now maps H to H; = ((P;,0,...,0)). If M is a valid solution to Problem 1.2
upon input Hy, then M IIB is a valid solution for input H.

3.3. Reduction to the case g = 2. It is straightforward to check that, if M is a
valid solution to Problem 1.2 upon input H = ((P,0)) C E?, then

M 0
0 I, s
solves Problem 1.2 upon input H = ((P,0,...,0)) C EY.

3.4. Reduction to the construction of a commutative square. As in Sec-
tion 2.4 we consider the left ideal Ip := I;py = {a € O[w(a)(P) = 0} with norm
n(Ip) =ged(n(a)|a € Ip) = £. Note that if a,c € Ip then the matrix

M=(C )
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annihilates H = ((P,0)), whatever b and d are. Therefore, if we succeed in finding
a, ¢ admitting b, d such that n(M) = ¢, then the kernel cannot be larger, meaning
that M is of the desired form.

The key ingredient is the following expression for the reduced norm of M:

(4) n(c)n(M) = n(n(c)b — acd).

This formula is taken from [5, §3.2] and is easy to verify.] Assuming n(c) # 0, this
shows that suitable b, d can be found if and only if the left ideal

Ja,c = On(c) + Oca,

contains an element of norm n(c)¢. Indeed, the conjugate of this element has norm
n(c)¢ as well, so upon writing the element as x n(c)+yca, one can let b = Z,d = —3.
But for J, . to admit an element of norm n(c) is a strong requirement because then
we have n(c)¢ | n(Jq,c) | n(c)l. The first divisibility can be seen as follows: as b
and d vary, the right-hand side of Equation (4) runs over the norms of all possible
elements of J, ., while the left-hand side is always divisible by n(c)¢, no matter what
b and d are, because (M) always annihilates the order-£ point (P,0). Consequently,
the two divisibilities are equalities. From this one sees that .J, . contains an element
of norm n(c)¢ if and only if it is a principal ideal.

Luckily, it is indeed algorithmically feasible to find a,c € I such that J, . is
principal. Let 7 be the isogeny 7 : E — F = E/(P) corresponding to Ip, i.e., the
isogeny with ker 7 = (P). Assume we can build the following commutative square

of isogenies, where deg{ = deg x and degy = dego are coprime. Note that apart
from the curve F in the upper-left corner, the square only involves the base curve F;
in particular o, x are endomorphisms. How to construct such a square is explained
in Section 4 for the special case where O = Qg is extremal. In Section 5 we then
argue this special case is in fact enough.

Let us now assume that we have constructed the square above; we can proceed
as follows. We let a, ¢ be such that

wa)=Eor, ) =7yor,

IThis can be done via explicit calculation. The reader is also invited to compare this with the
high-school formula
A B\ Cc D\ _ 1
det (C’ D) = det (A B) = det(C)det(B — AC™"D)
for the determinant of a 2 X 2 block matrix in which the blocks have even dimension (this is used

in the first equality) and assuming det(C) # 0. We finally note that this formula lies very close
to the interpretation of n(M) as the norm of the Dieudonné determinant of M.
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which are indeed endomorphisms annihilating H, so they are elements of Ip. One
sees that the left ideal generated by

n(c)=4~-degy =~ -dego="{-n(c) =7 - Lo,
cdzﬁ-fl('yOf) :£-L_1()Zoa) =x-Llo
just equals the principal ideal generated by ¢o, as wanted; here we used that deg o
and deg x are coprime, and we have abused notation and identified o, x with their
preimages under ¢. In conclusion, the quaternions x,y from above can be found by
expressing
l=2-0+y-x
and we recall that one can then take b = z,d = —y.

Remark 3.3. The fact that we are reduced to computing such a commutative square,
can also be conceptually explained by the fact that such a square induces an isomor-
phism ¥ between the products of the opposite corners of the square [4, Thm. A.1],
in this case ¥ : F x E — F x E. Thus, we could also construct our matrix M from

the composition
7 0
ve <o idE> :

Doing so yields a matrix M of a slightly different form; see Section 4.5. We note that
a general algorithm with expected polynomial runtime for computing isomorphisms
between products of supersingular elliptic curves (“effective Deligne”) was recently
devised by Gaudry, Soumier and Spaenlehauer [14].

4. BUILDING THE COMMUTATIVE SQUARE

We now describe an elementary method for building this commutative square,
switching to the quaternion side of the Deuring correspondence. Throughout this
section we will assume that we work with the extremal maximal order O = Oy. In
practice we can assume that Op is as defined in (1). Let us formalize the following
problem, which was stated for I = Ip at the beginning of Section 3.4:

Problem 4.1. Let Oy be an extremal mazimal order in By o, and I a left Op-ideal
of prime norm n(I) = £ # p. Find a matrizc M € My(Qq) such that n(M) = £ and
each entry in the first column (a ¢)' of M is an element of I.

Our solution will use several standard operations on quaternion ideals as subrou-
tines; a good account of such operations can be found in [7, §2.4].

If we rewrite the commutative square from Section 3.4 in terms of ideals (i.e.,
replacing curves with maximal orders and isogenies with ideals) we obtain

N
\\ I, o
N

OOT)OO

Here x, 0, a and c are principal ideals, which we denote with their generators by
abuse of notation. The degree requirements become n(I¢) = n(x), n(Iy) = n(o),
ged(n(o),n(x)) = 1. Some care is needed when viewing this as a “commutative”
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diagram: e.g., it is obvious that the right order of x will in general not equal Oy,
but rather its conjugate x~'Ogy. The construction below will ensure that I¢ and I,
have the same left order O; (more precisely I, will arise as [I¢]*o, where * denotes
the pull-back as discussed in [7, §2.4.5]). But this will not necessarily equal the
right order of I.

4.1. Horizontal arrows. The first step is finding the ideals Iz and x. We let

Ie = %f
for a € I of norm ¢n such that we can efficiently find an element in x € Oy of norm
n = n(I¢). This ideal is right-equivalent to I (or equivalently, I¢ is left-equivalent
to I), so if under the Deuring correspondence I corresponds to a degree-f isogeny
T : F — F then I¢ corresponds a degree-n isogeny & : F' — FE with composition
o1 =a. Welet O; be the left order of I¢. If possible then it is allowed to take
I¢ = I so that n = £ and O; = Og(I). In general, we sample a € I at random until
n is prime and we can find a corresponding x in the quadratic subring R C Oy of
our extremal order, where norm equations can be solved efficiently [12]. A prime
appears as a norm in R with probability 1/2h where h is the class number of R.
Notice that h(Z[v—1]) = h(Z[v/=2]) = 1 and h(Z[(1 + /=q)/2]) = O(log' ™ p)
assuming q¢ = O(log2 p) under GRH. If I is sampled from the right-equivalent
ideals of I, we expect n = n(I¢) = O(y/p) so the probability of  being a prime is
roughly 2/logp. Thus we expect to succeed after O(hlogp) attempts.

4.2. Vertical arrows. Once Y is fixed, o is determined by yo € fg. We employ the
isomorphism ®,, : Oy /nOy — M2(Z/nZ) described in Section 2.2. Note that since n
is prime, computing this isomorphism can be done efficiently. Write Iz = Opx+Ogn
for some z € Op. Let Mg = @,(z), Mg = ®,(x). Both M; and My will have
rank one. The element we are after is an invertible matrix M, mapping ker(Mé)
to ker(My); any representant o of ®,'(M,) is then an endomorphism mapping

ker(€) to ker(y), and the invertibility of M, ensures that n(c) is coprime with
n. Matrices of the form M, can be sampled using linear algebra (in Section 4.4
we discuss an alternative lattice-based method) and will be invertible with large
probability. As mentioned, the left O;-ideal I, is then computed as [I¢]*o, which

equals Ico + O1 n(o) by [7, §2.4.5.1].

4.3. Recovering the matrix M. We now perform the steps outlined in Sec-
tion 3.4 in the “ideal world” to recover the entries a, b, c,d of M. Recall that we
already fixed a during the generation of I¢. To find ¢ = y o 7, note that we cannot
just compute I - I, because the respective right and left orders do not match. As
shown in Section 3.4 we have ca = ¢y og so it is more convenient to compute ca as
a generator of the principal ideal Efg[w, where now the product glues nicely at the
maximal order O@;. We then extract ¢ from a and ca. We now want to conclude
as in Section 3.4 by computing z,y such that 1 = z -6 + y - ¥ and letting b = 7,
d = —7y. But there is a subtlety: our push-forward construction ensures that

'yog, xoo : E—F

have the same kernel, however, this only means that they coincide up to post-
composition with an automorphism. Concretely for us, this means that a priori we
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should left-multiply x with a unit in Oy. We can find the corrected version of x by
imposing the identity ca = {xo.

4.4. Expected norms of the entries of M. Let us give heuristic estimates (con-
firmed by experiment) for the norms of the entries a,b,c,d found by the above
procedure. It is standard that the ideal I can be viewed as a lattice with Euclidean
covolume n(I)%p/4 = £*p/4; under this identification, the quaternion norm matches
with the square of the Euclidean norm. Assuming the Gaussian heuristic, the ex-
pected number of elements a € I such that n(a) is smaller than a given bound R
equals 272 R? /¢?p. We need in the order of hlogp = log?* p attempts, so in general
we expect that n(a) = O(¢p'/?+¢) and consequently n = n(x) = O(p'/?*¢) will do.
However, if £ is small then the lattice is skew because Oy is extremal: if we treat
q as a constant, then in the range ¢ = O(pl/ 2) we expect the successive minima
(with respect to the quaternion norm) to be in the orders of ¢2, 2, p, p, rather than
Cpt/2 0pt/2 p/2 ipl/2 | forcing us to resort to an ellipsoidal Gaussian heuristic; the
standard spherical Gaussian heuristic fails. Furthermore, with probability about
1/2h, the prime ¢ itself is the norm of an element of R, in which case the potentially
much smaller choice a = £ will do. These considerations lead to the estimates:

(5) e n = O(max{p'/?*¢ p'*</¢}) in general,
e n=/rifl¢ < 101/2 and £ is contained in the image of the norm map on R.

Next, the matrices M, mapping ker(M) to ker(My) form an additive subgroup
of M2(Z/nZ) of index n, whose pre-image under ®,, is a sublattice of Oy also of
index n, hence of covolume np/4. But it concerns a skew sublattice, since it contains
the element x whose quaternion norm is n. Given that Oy is extremal, we therefore
expect successive minima in the orders of n,n,p,p, roughly. So we expect being
able to choose deg(y) = n(0) = O(p) and consequently n(c) = O(¢p).

Finally, to find z, y satisfying 1 = z& +yY, one can simply take x = noo, y = niyx
where ni,ns € Z are Bézout coefficients expressing 1 as a linear combination of the
coprime integers n = n(x),n(¢). One can shorten x by subtracting from it a nearby
element of the lattice

{2600‘25600)2}

which has covolume n(¥)?p/4 = n?p/4. The expected Euclidean covering radius of
such a lattice is O(n'/2p!/4), so we expect being able to realize n(x) = O(np'/?)
and then from yy = 1 —z& we expect n(y) = O(p*/?). We note that reasoning from
y rather than from x results in the same estimates.

Wrapping up, a notation-abusing summary gives estimates

In np'/?
O (ép p3/2
for the norms of the entries of M, with n as in (5). This contrasts with the method

from [23], which due to its reliance on the KLPT algorithm appears to produce a
matrix with entries in the order of £p7/2*¢ (or £p3*+¢ with the variant of [24]).

Remark 4.2. At first sight, one might thing that these size optimizations lead to
a slower algorithm. It is quite the opposite: especially because of the various
primality testings performed by the algorithm, reducing sizes at each step has a
positive impact also on performance.
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4.5. Alternate viewpoint using modules. It is enlightening to change views
from ideals and maximal orders, to fixing Oy, and looking at invertible left Op-
modules and Og-module homomorphisms as for instance described in the book by
Voight [31, Ch. 42]. This category is anti-equivalent to the category of supersingular
curves over F,. We remark that a generalization of this anti-equivalence to uni-
modular Hermitian modules and principally polarized abelian varieties has recently
been discussed in the context of cryptography by Robert [27].

If we now instead rewrite the commutative square from Section 3.4 through this
anti-equivalence of categories, we simply get the following commutative square,
where all arrows are the obvious inclusions (note that since isogenies are surjective,
all the corresponding arrows will necessarily be injective):

000 — Ooa n OOC

The only thing in this diagram that needs argument is Oga N Ogc. But this follows
from the fact that it should correspond to the fibered coproduct of

F-*4E
dl
E

which it does, since OpaNOgc = Opa x o, Opc = Opa x 1 Opc where the second equal-
ity follows from I < Oy being mono by standard category-theoretical arguments.
The requirement on a, ¢ € I can now be restated as saying that Oga+ Ogc = I, and
Ooa N Opc that should be a principal ideal (notice that the coprimality of [I : Oga]
and [I : Ogc] is sufficient, but not necessary for Oga + Opc = I). Indeed, we always
have J, . = Opa N Opc as left Op-modules.

Elaborating on this, note that the square above induces the exact sequence

0 — Oga N Opc — Opa & Ogc — Opa + Ogec — 0

(where the sum is interpreted inside I C Op). Since the ideal Oga+Ogc is projective,
the sequence splits. The choice of a section g : Oga + Opc — Opa & Oyc of the
inclusion induces an isomorphism

(Ooa + OoC) ©® (Ooa n 000) = Ooa D Ooc.

Indeed, when I = Oga+ Ogc, this is precisely the isomorphism we are constructing.
Interpreted through the anti-equivalence of categories, this gives the isomorphisms
Er x E 2 E x E whenever Oga N Opc is principal (and thus corresponds to E).
In fact, another way of constructing this isomorphism (at least whenever [I : Opa]
and [I : Ogc] are coprime) can be derived from [4, Thm. A.1]: applying the formula
for the isomorphism in the proof of this result to our situation shows that

M< a O’)
—NaCc MNi1X
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where ny,n9 € Z satisty nyn(a) + nan(c) = ¢, and xyc = oa =:  is any generator
of Oga N Ogc is the solution we are after. Indeed, the matrix clearly annihilates
our prescribed subgroup, and using the determinant formula from (4), we see that
n(M) = n(M") is

n(n()(—nac) — nyacy) _ n((nz n(c)jm n(a))c) _ ) _y,

n(7) n(o) n(@)

5. OMITTED ALGORITHMIC DETAILS, AND REDUCTIONS FOR PIP

In the previous two sections we have described a method for tackling Problem 1.2
in the special case where O = Oy, modulo two small steps that were swept under
the carpet: how do we find the endomorphisms b; when reducing to the case H =
((P,0,...,0)) in Section 3.2, and how do we find the ideal Ip C Qg from the point
P € E, which is needed for a reduction to Problem 4.1. In this section we fill these
remaining gaps and show how to drop the assumption on O. The main goal of this
section is to explain how the whole method can be ported to the quaternion side of
the Deuring correspondence, where it transforms into a PIP solver, thereby tackling
Problem 1.1. A priori, here too, this solution is restricted to the special case where
O = Oy but, as explained in the introduction and detailed in Section 5.2 below,
this is enough to solve the principal ideal problem for ideals in arbitrary maximal
orders A C My(Bp ). Our key tool for porting the geometric discussion from
Section 3 to the quaternion side is Lemma 2.9, giving a geometric interpretation of
our localization isomorphisms ®,, : My (Op)/nM,(O¢) — Moy (Z/nZ).

5.1. Kernel-to-matrix conversion: omitted details. In Section 3 we have ex-
plained how to reduce Problem 1.2 to the case g = 2, H = ((P,0)), and ord(P) = £.
In Section 3.2, the requested quaternions b; can be found by extending P; to a
basis P;,Q; of E[¢] and computing the isomorphism ®, : O/(O — My (Z/{Z)
from Lemma 2.9 w.r.t. this basis. This comes at the cost of computing discrete
logarithms in a group of size ¢, which is also needed to express each point P; as
x; P;j+y;Q; (hence with the current state-of-the-art these steps are not polynomial-
time in log¢). Then b; can be taken as any representant of the preimage under ®,
of a matrix sending (1,0) into (z;,y;).

To reduce this case to Problem 4.1 we need to compute the ideal Ip C O anni-
hilating P, which is done by extending P to a basis P,Q € E[{], fixing a Z-basis
1,b9,b3,b4 € O, expressing ¢(b;)(P) in terms of P and @ (discrete logarithm com-
putations again), and some linear algebra.

If O = Oy then we can conclude by running the method described in Section 4.
But to handle the case of arbitrary O, it is in fact convenient to view this step as a
PIP problem, allowing us to drop the condition on O. As we have already observed,

the matrix
a b
a=(¢0)

with a, ¢ € Ip will annihilate H regardless of the choice of b and d. By Lemma 2.11
we expect n(A) = ¢n for some positive integer n. By letting a,c be genuine gen-
erators of Ip and resampling b, d if necessary we can assume ged(n, ) = 1. Now a
generator of the principal left Mo (O)-ideal generated by A and ¢ will be a matrix
annihilating (P,0) with norm ¢, hence a solution to Problem 1.2.
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Remark 5.1 (immediate conversion to PIP). Of course, it is also possible to convert
Problem 1.2 into a PIP instance in My(O) right away, as discussed in the introduc-
tion; this is the approach taken by Chu [10, Alg. A.2.2,Step 17]. It involves O(g)
discrete log computations in groups of size O(|H|); to some extent, one can view
the reduction from Section 3.1 as a simultaneous Pohlig—Hellman reduction over all
components of £9 O H, which is somewhat more efficient (also the linear algebra
required to find generators of the ideal drops from dimension 4¢? to 4).

Remark 5.2. In cryptographic applications, we are often interested in Problem 1.2
specifically when |H| is (power-)smooth, in which case the discrete logarithm com-
putations are fast.

Henceforth, we focus on PIP. Our goal is to reduce Problem 1.1 to Problem 4.1.

5.2. Reduction to extremal maximal orders. This was outlined in the intro-
duction, but let us briefly recall the argument, while adding some details. Let
A C My(Bp,o) be a maximal order and let I be a left A-ideal. Let Oy be one
of the extremal maximal orders introduced in (1). Clearing denominators in the
connecting fractional ideal My(Og)A leaves us with the ideal Jy o, from the in-
troduction. Recall that this is a left My(Op)-ideal with right order A. Solving
Problem 1.1 for Jj o, means finding C € M,y(Op) such that Jx o, = My(Op) C.
Now certainly C' M,(0Qp) C C Or(Ja,0,) = A, and by maximality equality must
hold. This gives us an explicit conjugation between M,(Op) and A. As a conse-
quence, solving Problem 1.1 for I C A has now become equivalent to solving it for
CIC™' c M, (Oyp): if M is a generator of this ideal, then C™' M C is a generator
for I. This shows that solving Problem 1.1 in any maximal order A C Mgy(B) o)
reduces to solving it in My(Op) (and actually in M2 (Op), in view of Section 5.5).

Remark 5.3. This reduction also shows that a solution to Problem 1.1 can be used
to find the conjugation between any pair of maximal orders in My (B, o). These two
problems are in fact equivalent, as Problem 1.1 for an ideal I essentially amounts
to finding the conjugation between its left and right order.

Remark 5.4. The norm of Jj o, is an important complexity parameter in this
reduction. In practice this quantity is easy to compute using Lemma 2.5. It can
be bounded by the index |Ga o,| of the Eichler order A N Mgy(Oy) inside A (which
equals its index inside My(Op)), but this is usually an overestimation. A local
analysis shows
G007 <n(Jn0,) < |Groy

where one sees that these inequalities become equalities if g = 1, reestablishing [13,
Prop. 1]. In general, the lower bound is met if the connecting isogeny is cyclic.

Remark 5.5. Away from My(Op), our main case of interest is A = M, (O) for an
arbitrary maximal order O C Bp . In this case, the above reduction can be
postponed until after our reduction to g = 2 below: until then, all steps carry
through. This significantly lowers the cost of this conjugation step.

5.3. Two-generator input. Let I be a left My (Oyp)-ideal of norm n(I) = n. Then
we can sample random elements of I and after a constant number of attempts we
expect to find an element A € I such that ged(n(A),n?) = n. Since n € I by
Lemma 2.4, we can conclude that I = My(Op) A +My(Op)n. Indeed, by definition
My(Op) A+ My (Op)n C I, and both sides have the same norm; hence they must be
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equal. Therefore we can assume our input is of the shape I = M, (Og) A +M,4(Op)n
with n = n(I).

Remark 5.6. Some readers may prefer the shape I = My(Og) A + My(Op)m with
m be the smallest positive integer contained in I, which is equally fine. Note that
m | n | n(n) = n?9 and each of these divisibilities may be strict. The value of m
can be computed as the upper-left entry of the Hermite normal form of the lattice
I with respect to any Z-basis of M, (Op) in which I, is the first basis vector.

5.4. Reduction to prime norm. We present two methods for reducing to the
case where n(I) is a prime number different from p.

5.4.1. Rerandomization. Let I a left My (Op)-ideal of norm n(f) = n. By sampling
random elements of I, which we model as being reduced modulo n I, we expect to
find an element A € I such that n(A) = nf with ¢ a prime number different from
p after O(glog(gnp)) attempts. From this, we can construct the ideal
In(A)A™!

n
which is a left My(Op)-ideal by Lemma 2.4. It is easy to verify that

J =My(Op)n(A) A1 + M, (Op)l

and that n(J) = #2971, Taking conjugate-transposes, we obtain the right M4 (Op)-
ideal

J:

J* = n(A) (A") 7" My(Oo) + £ My(O0)
which using Lemma 2.8 is easily verified to equal the pseudo-dual KP® of the left
Mg (Op)-ideal K = M,4(Op) A* +My(Op)f. This is an ideal of prime norm n(K) = ¢
and it suffices to compute a generator M for this ideal. Indeed, one then easily
checks that I = My(Op)(M*)~! A, which means that we have solved Problem 1.1
for I. Hence, we may assume that we work with ideals of prime norm.

5.4.2. Writing I as a product. This alternative method mimicks the reduction from
Section 3.1. When compared to rerandomization, it leads to smaller values of ¢ in
case n = n(I) is smooth. Write n = ¢34 ---£,.. Let nop = n and let Ag = A be as in
Section 5.3 so that Iy := I = Mg(Op) Ag+ M4(Op)np. Repeat the following steps
fori=1,...,r:

(1) Compute the isomorphism @y, : M, (Og)/€; Mg(Op) — Magy(Fy,) from Sec-
tion 2.2 and let N; be (any representant) of the preimage under ®,, of a
corank-1 matrix whose kernel is annihilated by ®;,(A;_1). Run our PIP
solver on My (Op) N; +My(Op)¥¢; to find a generator M;.

(2) Let n; = ni_l/&, A, = A, Mi_l and let I; = Mg(OO) Ai—‘ng(Oo)ni,
which has norm n;.

Then M = M, - - - My M is our desired generator.

5.5. Reduction to g = 2. We now show how to reduce to ¢ = 2 by mimicking
the procedure outlined in Sections 3.2-3.3. Let I = M,(O¢) A +Mg4(Op)¢ be our
left ideal, assumed to be of prime norm n(I) = £. Let ®; : Oy/lOy — Ma(Fy)
be an isomorphism as in Section 2.2 and extend it block-wise to an isomorphism
My (Op) /€ My(Op) — May(Fr); abusingly, we denote the resulting map by @, as
well. Write R = ®,(A). By Corollary 2.6 we have rank(R) = 2¢g —1, i.e., the kernel
of R is one-dimensional. We can find an invertible matrix S such that ker(RS) =
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{(w1,ws,0,...,0)t) for some wy,wy € Fy. Moreover, by mimicking Section 3.2 we
see that S can be chosen of the form ®,(B) with B € GL,(Oy). It is clear that if
we manage to find a generator M of the ideal I’ = M,(Op) A B+ My(Op)¢, then
MB™! is a generator of I.

Thus we can assume w.l.o.g. that R = ®y(A) has a kernel of the foregoing form.
If we then pick a rank-3 matrix Ry € My (Fy) with kernel ((wy,ws,0,0)) and we let
A, € My(Oyg) be any represenant of its preimage under ®, (now applied to g = 2),
then we can consider the ideal Iy = Ma(Op) Ag + Mo (Op)f. If My is a generator of

this ideal, then the matrix
(M, 0
M= ( 0 Ig—2>

5.6. Reduction to Problem 4.1. Given I = My(Op) Ay +Ms(Op)¢ as above,
it now suffices to find a matrix Ms € A such that ker(®,(Ms)) = ker(Rz) and
n(Msz) = £. Indeed, since I and M2(Op) M have the same norm, it is sufficient
to show one inclusion. Because ®;(Mj) and Ry have the same kernel, we can
find a matrix T € My(F,) such that TRy = ®,(Ms). By taking counterimages,
égl(T) Ay =M, mod 4, ie., My € Ma(Op) Ay + Mo (Op)¢. Finding My is indeed
an instance of Problem 4.1 applied to the Og-ideal generated by ¢ and the elements
in the first column of A,.

is a generator of I, as wanted.

6. COMPLEXITY AND IMPLEMENTATION RESULTS

6.1. Complexity. This section analyzes the complexity of the algorithms proposed
in this work. For simplicity, we will not make explicit reference to the parameter ¢
introduced in Section 2.1: since ¢ < 2log? p under GRH, this is backed up by the
€’s in the exponents.

We first analyze the complexity of the algorithm from Section 4. The most
expensive operations performed are:

e finding y; as argued in Section 4.1, we need O(hlogp) primality testings,
where h = O(log" ™ p) is the class number of the quadratic suborder R from
(1). Note that if p # 1 mod 8 we have h = 1. Since the cost of primality
testing is O(log® p), we can always bound this step in O(log**¢ p). This
dominates the cost of a single run of a Cornacchia-type algorithm expressing
the eventual prime as a norm in R.

e ideal reductions: we need to reduce the ideal I as well as the two other
lattices discussed in Section 4.4, using LLL on their corresponding bases. If
S is such that |3;|> < S for all input basis elements 3; of any of these three
lattices, then the complexity of LLL-reduction is O(log® S) [11, Ch.2.6.1].
This can grow independently from p; thus, we must account for an O(log® S)
term in the total complexity.

Other steps, including computing an isomorphism Og/¢Oy — Ma(F,) (which has
the cost of a single square root mod ¢), are dominated by these two. The total
complexity is hence O(log‘prE p+log S).

Regarding Problem 1.1 in general, what is left are the reductions of Section 5. Let
us assume for simplicity that our input is a g x g matrix A,, and an integer m, and
let us first deal with Og-ideals. We may furthermore assume that the entries of A,
are reduced mod m. The norm of A, can be computed as explained in Section 2.3
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as the 2g-th root of the determinant of the multiplication-by-A,,, map. This matrix
is composed of g diagonal blocks of size 2¢g x 2¢g, where in each block g columns have
entries of size mp (the ones coming from e.g. j2) and the remaining g are bounded
in size by m. By Hadamard’s inequality, the determinant of a block will be bounded
by O(g9/?>m*9p?9). By raising this to the power g and extracting a 2g-th root, we
obtain n(A,,) = O(g9/*m?9p9). If m is not prime, we need to apply the reduction
from Section 5.4: find another matrix Ay in the ideal generated by A, and m whose
norm is mf, with £ a prime. Since n(A;) =~ n(A,,), we get £ = O(g9/*m29~1p9).
We need to sample O(glog(gmp)) matrices, and for each compute the determinant
in O(g*™) (we have g blocks of size 2g). For each determinant, we also have
a primality test on the candidate ¢ with complexity O(g?log?(gmp)). This first
reduction hence has a total complexity

O(g” log®(gmp) + g* ™ log(gmp)).

We now are working with an ideal generated by A = A,, Azl /m and the prime ¢.
Computing the isomorphism ®, and mapping each element of A through it are both
more efficient than this step. The most expensive step of Section 5.5 is computing
the kernel of ®;(A). This has complexity O(g* logf) = O(g*** log(gmp)) which is
again cheaper than what outlined above. From A we derive the one-dimensional
ideal I = Oga + Oyl where « is the counterimage under ®, of the kernel of A.
The entries of a basis of I will hence have norms bounded by S = O(pf?) =
O(g9/?m*9~2p29+1). The ideal (c) might have bigger entries due to the composition
with o, but we expect n(o) in O(p) and hence this factor disappears in the logarithm.
The other lattice involved has smaller entries. If we plug in this value in the
complexity of building the square and put the two steps together we obtain

(6) O(log*** p + g*log®(gmp) + ¢*** log(gmp)).

This settles Theorem 1.5. If the starting order is not M,(Op) but a general maximal
order A then we need to apply the algorithm twice. The complexity is then given
by Equation (6) where m is taken to be once the norm of the input ideal, and once
the norm of the connecting ideal Ju o,.

Finally, for Problem 1.2 the bottleneck is computing the reduction described in
Section 3. We can do so by mapping H directly through the isomorphism described
in Remark 2.10. This requires factoring |H|, and solving discrete logarithms in the
|H|-torsion in order to express the generators in terms of a fixed basis. If H is
defined over Fx, these tasks have worse-case complexity L;z(1/3) and gL,x(1/3)
respectively. However, their complexity can vary greatly, e.g. if |H| is smooth then
this is very efficient. For this reason we denote by Fy and Dy the complexity
of these two operations respectively. After this reduction, we are precisely in the
setting of Corollary 1.6. Indeed, since we already assume factoring and discrete
logarithms, we can directly read the kernel ideal Iy (and each of its prime norm
components) directly from the image of the input points under the above isomor-
phism. We can hence solve Problem 1.2 with two runs of the algorithm of Section 4,
one with input the connecting ideal Jyr, (0,0, between My (O) and Ms(Oy) and one
on the kernel ideal If. Let my = n(Jyr,(0),0,) and ms the biggest prime factor of
H. Then S = max{mi, m2}. Summing all together we obtain a total complexity of

O(Fg + 9Dy + log4+5p + log3 my + log3 ma).
This establishes Theorem 1.8.
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6.2. Heuristics. In our algorithms, we rely on several plausible heuristics concern-
ing the distribution of primes and quadratic residues. While these distributions are
well understood for uniformly random integers, we deal instead with the norms of
vectors in various lattices. Although these norms are not distributed completely at
random, the deviation is typically moderate (see, e.g., [26, §4.5]).

e Whenever we need to find an ideal of prime norm equivalent to a given one
(e.g., in Section 4.1), or find a linear combination of matrices with prime
reduced norm (occurring multiple times in Section 5), we are essentially
sampling norms of lattice vectors; we treat these norms as behaving like
random integers.

e In various steps of Section 4, we need to compute an isomorphism Qg /n0Oy —
My (Z/nZ); this amounts to finding a quadratic residue modulo n among
the expressions presented in Section 2.2.

6.3. Implementation. We implemented our algorithms in SageMath; the code
is available at https://github.com/KULeuven-COSIC/PIP. Our proof of concept
implementation solves Problem 1.1 and Problem 1.2 assuming all the reductions
of Section 5 have been carried out, i.e. the input of a PIP instance is a one-
dimensional Op-ideal of prime norm ¢, and the input of a kernel-to-matrix instance
is a pair (P, Q) of points of prime order ¢ on a curve Ey such that End(Ep) = Oy.
Solving PIP where p and ¢ are 256-bit primes takes about 0.05 seconds on a regular
laptop; solving kernel-to-matrix where p is a 256-bit prime and ¢ is a 20-bit prime
takes about 0.1 seconds, of which 0.05 seconds are spent on the commutative square
(PIP) step. This shows the effectiveness of our algorithms even for cryptographic
sizes.
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